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Bk
CasbinsE— g K R ITFIR YT A HHEZE, AT BRAT B SRR 2 R i il AR

CasbinXZ#HUTHEES:

S Java ﬂ‘@de ’

Casbin jCasbin node-Casbin PHP-Casbin
production- production- production- production-
ready ready ready ready

™ Microsoft®
@ python” WS NET ust
PyCasbin Casbin.NET Casbin-CPP Cashbin-RS
production- production- beta-test production-
ready ready ready

Casbin £f}47?
Casbin "] LL:
1. SCFFEE SGERME S, BRI R 2 {subject, object, action}.
2. B V7 IR model Mg policy I MZ Lo .
3. XHRBACH M Z MGk, RNILFRTLGME, Gt UAH M.
4. ZFFNE RGN Fitn: rootakadministrator. #EZEA AT AT AR i 6 75 52X AR A R

5. SXREZMN B IIRIERF, 0 keyMatch, J5 XA FHEEATE L, 0 /foo/bar BT LAMU /foo*
Casbin A°fE:

6. ZHAIF authentication (EPZRIEMH A4, BHS) , casbin R A FT 5 M3l NAZA Hoft 4 1 T4 1 5t Sl
iE, SRJEHcasbin#E T mshl, —HEMERAIKR,

7. AP AIESMOFIE. Casbin YONHIE A ESREEH . MEFIRE NG, A0S, (H
Casbin B HEBAIFARIT TN D HEFLRIE R . MRAAERBACT ) AR (22 [T I 56 52
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https://github.com/casbin/casbin
https://github.com/casbin/jcasbin
https://github.com/casbin/node-casbin
https://github.com/php-casbin/php-casbin
https://github.com/casbin/casbin
https://github.com/casbin/jcasbin
https://github.com/casbin/node-casbin
https://github.com/php-casbin/php-casbin
https://github.com/casbin/pycasbin
https://github.com/casbin-net/Casbin.NET
https://github.com/casbin/casbin-cpp
https://github.com/casbin/casbin-rs
https://github.com/casbin/pycasbin
https://github.com/casbin-net/Casbin.NET
https://github.com/casbin/casbin-cpp
https://github.com/casbin/casbin-rs

THafE

AR EHEDSE

FrafER
=%

Go
go get github. com/casbin/casbin/v2
Java

{dependency>
<groupld>org. casbin</groupld>
<artifactId>jcasbin</artifactId>
<version>1. 6. 0<{/version>
{/dependency>

Node.js

# NPU

npm install casbin ——save

# Yarn

yarn add casbin

PHP

composer.json HFEZEIX AR, XK AL
composer require casbin/casbin

Python
pip install casbin

.NET
dotnet add package Casbin.NET

Rust

cargo install cargo—edit
cargo add casbin

/) WERAFAE T F 2R E K R A AT
cargo add async-std

// UTERARAE H toki o EAy R HAT
cargo add tokio // iEHHRIEBGE T H macros FFHE

2SR B R SCRS (www. topgoer.cn) i - 5 -
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FHE— M Casbin enforcer
Casbin i Fi B B Sk i B i Pl 0

T HANECE A, model.conf Al policy.csv. 1, model.conf £ T IRATMI UG A58, 1] policy.csv 7k 2 & Ai 1 Ak
PP AURECE . CasbinffE FHAER Rk, JEA L, BATHTE - RZEPLEHM: enforcer 2 i XA L5 1 (i,
model.conf 1 policy.csv #£x4i hn# .

53— R, 4¥rdCasbin enforcerffist iz R4t —4 Model f1—4> Adapter,
Casbinffifi —4~ FileAdapter, # A& Zi5# 7 “T £ Adapter” fi[jAdapter
o f#fiModel st FIEkIN FileAdapter:

Go

import ”“github. com/casbin/casbin/v2”

e, err := casbin.NewEnforcer (“path/to/model. conf”, “path/to/policy.csv”)
Java

import org. casbin. jcasbin. main. Enforcer;

Enforcer e = new Enforcer (“path/to/model. conf”, “path/to/policy.csv”);
Node.js

import { newEnforcer } from ’casbin’ ;

const e = await newEnforcer (’ path/to/model. conf’, ’path/to/policy.csv’);
PHP

require_once . /vendor/autoload. php’ ;
use Casbin\Enforcer;

$e = new Enforcer (“path/to/model. conf”, “path/to/policy.csv”);
Python

import casbin

e = casbin. Enforcer (“path/to/model. conf”, “path/to/policy.csv”)
.NET

using NetCasbin;

var e = new Enforcer (“path/to/model. conf”, “path/to/policy.csv”);

Delphi

A SR 3 R RS (www. topgoer.cn) ) - 6 -


http://https//casbin.org/docs/zh-CN/supported-models
http://https//casbin.org/docs/zh-CN/adapters
http://https//casbin.org/docs/zh-CN/adapters#file-adapter-built-in
http://https//casbin.org/docs/zh-CN/adapters
http://https//casbin.org/docs/zh-CN/adapters#file-adapter-built-in

TG LA

var
casbin: ICasbin;
begin
casbin := TCasbin. Create ( path/to/model. conf’, ’path/to/policy.csv’);

end
Rust

use casbin: :prelude: :*;

/) UIRAR & asyne tdfERZEHATHS
#[cfg(feature = “runtime-async—std”)]
#[lasync std::main]
async fn main() —> Result<()> {
let mut e = Enforcer::new(“path/to/model. conf”, “path/to/policy.csv”).await?;

0k (0)

/. WERARAE I toki ol EAF A HAT 7
#[cfg (feature = “runtime—tokio”)]
#[tokio: :main]
async fn main() —> Result<()> {
let mut e = Enforcer: :new(”path/to/model. conf”, “path/to/policy.csv”).await?;

0k (0)

. SlfhAdapter—jfiiHHModel text
Go

import (
"log”

”github. com/casbin/casbin/v2”

”github. com/casbin/casbin/v2/model”

xormadapter ”github. com/casbin/xorm-adapter/v2”

~ ”github. com/go—sql—-driver/mysql”

/. AE My SQLECHE 5 #146 th — 1 Xormi& Bl #%
a, err := xormadapter.NewAdapter (“mysql”, “mysql username:mysql password@tcp (127.0.0.1:3306)/casbin”)
if err != nil {

log. Fatalf (“error: adapter: %s”, err)

m, err := model.NewModelFromString ("
[request definition]
r = sub, obj, act

[policy definition]
p = sub, obj, act

[policy effect]
e = some (where (p.eft == allow))

[matchers]

m = r.sub == p.sub && r.obj == p.obj && r.act == p.act
)

AR s BRSO (www. topgoer.cn) f ¢ - 7 -



THafE

if err != nil {
log. Fatalf (“error: model: %s”, err)

e, err := casbin. NewEnforcer(m, a)
if err != nil {
log. Fatalf (“error: enforcer: %s”, err)

REBR

TEVS iRl KA Z T, RSN enforcement hook

Go

sub := “alice” // B E iy FIREIH
obj := “datal” // JFZEHELy A A IR
act := "read” // PN HIEHIHEAE

ok, err := e.Enforce(sub, obj, act)

if err != nil {
/) &bBerr

if ok == true {

// M¥Falicetfldatal
} else {

/) ELER, WHE

/7 BE LU BatchEnforce () SR E AT —2L15K

/) BEATrER EIAT AR O D) 92 ST A 1T 5]

/) Bllliresults[0] #{"alice”, “datal”, “read”}Hj4%ELE

results, err := e.BatchEnforce([[] []interface{}{“alice”, “datal”, “read”}, {”bob”, datata2”, “write”}, {”jac
k”, “data3”, “read”}})

Java

String sub = “alice”; // A BT
String obj = “datal”; // R A] K] BIR
String act = “read”; // FP X URIRHEAT HIERIE

if (e.enforce(sub, obj, act) == true) {
// fotFaliceiiBldatal

} else {
// TEAER, R

Node.js

const sub = "alice’ ; // AHZLY; ] BHIRA A P
const obj = "datal’; // WGEER A IR

const act = "read ; // FFXRIFEHATHIHAE
if ((await e.enforce(sub, obj, act)) === true) {

// foFaliceiiBldatal

A SR8 RSO (www.topgoer.cn) f - 8 -
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} else {
// FE4aiER, PO
}
PHP

$sub = "alice”; // AZEy o FIFHIH

$obj = “datal”; // HFEHUT NI EEIR

$act = "read”; // /X EIHLTHIERIE

if ($e—>enforce($sub, $obj, $act) === true) {
// ¥FalicerFildatal

} else {
/) TEAER, HR

Python

sub = “alice” # HHZyy|a FIRITH

obj = “datal” # KrERL VI TR
act = "read” # /N E LT HIERIE

if e.enforce(sub, obj, act):
# MFaliceitdatal
pass

else:
# fEAER, WHEE
pass

.NET

BTy 1] IR G
var obj = “datal”; G EEE Uy ] 1 R
var act = “read”; # M /N EIHITHIERE

var sub = “alice”;

®* R

if (await e.EnforceAsync (sub, obj, act))
{
// foraliceiBldatal
}
else
{
// HELER, R

Delphi

if casbin. enforce([’ alice, datal, read’]) then
// AlicefRIF X EREW E i datal T

else
/7 AlicefR{L»

Rust

let sub = “alice”; // AEEVjAITRIHHIH
let obj = “datal”; // ¥4 lal f) ¥ U5
let act = “read”; // FF X IR IIEEAE

ARSCRS S H RSO (www. topgoer.cn) - 9 -
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if e.enforce((sub, obj, act)).await? {
// ftialiceizBidatal

} else {
[/ KRR

Casbin R4 T ERTHEEMA A RIAPL. g, &eTLuEN LTI RAERI RSN Af:

Go

roles := e.GetRolesForUser (“alice”)

Java

Roles roles = e. getRolesForUser (“alice”) ;

Node.js

const roles = await e. getRolesForUser ("alice’);

PHP

$roles = $e—>getRolesForUser (“alice”) ;

Python

roles = e.get roles for user(“alice”)

.NET

var roles = e.GetRolesForUser (“alice”) ;

Delphi

roles = e.rolesForEntity(“alice”)

Rust

let roles = e.get roles for user(“alice”);

%% Management APl and RBAC API PASEEL 5 £ 48 H )5 .

AN B LASRBCE 246 H) 5 5.

AT RS A b RSO (www. topgoer.cn) 47 10 -


http://https//casbin.org/docs/en/management-api
http://https//casbin.org/docs/en/rbac-api

AR

AR5

TAERE

7E Casbin 7, vyl 4aH B0 gl % A3 T PERM (Policy, Effect, Request, Matcher) f#— A 3cff. Bk, $045ak 7+ 5

PN S8 e B —FEfaT . rT DO 20 & T F AR R ok i B o ez e 8. i, #8007 BAE—4~model 145
4 RBACH (A MIABACIE M, It —4policy .

PERMAH QI PUANFL Al (RS 2GR, K. DTS 4, i T HESH T 2 mEE R,

HR

TESERZSH, HAERE AN Ied R, BT E (VR SLR) GV BEIR) RIsh AR (U5 1 77 2K)

Biltn, —ANER AT BE KX r={sub, obj, act}

BSERR B ST FRATIN A AL ) 6 UT T D) R 1 2 80 RRAT .

W

TE X V7 S AR . AL b, R TE BRI SR e B A R AT .

{514 : p={sub, obj, act} B p={sub, obj, act, eft}

T IR E Xeft (policy result), WISEHE ST 45 A BOS A BRI, FITTHL 1 50 46 Tl BB R vr.

INGE

DG TE 17 >R AN R0

i m = r.sub == p.sub && r.act == p.act & r.obj == p.obj XA HLRIE UL T HCHE I v a0 FE SR I S L
(V7 il s A, o7 ) SRS AN 1) 7 2RO VCHS, SR m DAYE SRS FPR B SRR 7%, B4 S5 3 (p.eft) (Eoikl,  SEms gt 5ok
{RAFAE p.eft 1,

MR

BAT AR ER ARy — PSR, X P R, G UUHC £ SRR O R A A R

il e = some (where (p.eft == allow))

EAJTEREMAE, WRITEC SR 25 A — 2 i), AmASERNE.

ERATEE 5 — Al e = some (where (p.eft == allow)) && !some (where (p.eft == deny) BRI H A B S
SR ISR R A VG R e LA /AR LA st RSk, SRENE. HEZ, HULEERIA RV GREEEEIO

NE CEERIE, MR FER SN, fE4t B A0 Jathar) .

Casbintidt A, HffiHfimodel/ZACL., ACLF fimodel it & A:

# Request definition
[request_definition]
r = sub, obj, act

# Policy definition

[policy definition]
p = sub, obj, act

ARSI HB R SCRS (www. topgoer.cn) - 11 -
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# Policy effect

[policy_effect]

e = some (where (p.eft == allow))

# Matchers

[matchers]

m = r.sub == p.sub && r.obj == p.obj && r.act == p.act

ACLBIR ) — 7 B HEng A«

p, alice, datal, read
p, bob, data2, write

BRI

« alicemLiiEhdatal
o bobmA 4w Edata2

PADESHFF ZATHE, WL AR AN \":

#  VLPEs

[matchers]

m = r.sub == p.sub && r.obj == p.obj \
&& r.act == p.act

teAh, XFF ABAC, #&7ERTLIE Casbin golang hiiAsH 243K Fifiifin (jCasbin il Node-Casbin AN RF) #:4F:

# Matchers
[matchers]
m=r.obj == p.obj & r.act == p.act || r.obj in ( data2’, ’data3’)

EEARRIR B R T 1, B2 220 panic .

T 2R, R F govaluate,
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http://https//github.com/Knetic/govaluate

iz

HAE

#iE

TEP AR A, R B Casbinti B HRiE & 1 A 5 ST K K1 Casbin,  SRTITA B HAL B BAR X TR E IS &
Tl

o PML: —#ii% T InterpreterffiWebi 551 42 i S g5 =

KFRSRAAN T Casbinf it 4 7. W& Casbin/PML, 1% 5] LL R BibTex{F 22 3C#k:

@article {1uo2019pml,
title={PML: An Interpreter—-Based Access Control Policy Language for Web Services},
author={Luo, Yang and Shen, Qingni and Wu, Zhonghai}l,
journal={arXiv preprint arXiv:1903. 09756},
year={2019}

Ik

o IR ST R KU v ] M IR S

KHGR AR AR MRS, RRAE CRIFEER) B AR5 SC (Refworks, EndNote £8) WI7ELL N IHEFRE]: (5
AR T U AL AV R R BOR RS S (30)

AR

AN AARKE - SEBLS Casbin s AIEERIZ AL - JuniorDevSG

o JET-Casbinftfz i o5 52 73 5 BUR (H30)

« Nest.js - Casbin RESTful RBACHZ KL/ 1

o Gin ##2 #10%: 304080 A% >] Casbin JEfilifi

o Gin #FEH11%: 4mid, APl FMiCasbinthi [ e Xk
o Gin+CasbinffR s 2 (1 30)

o jCasbin %fifi: —A i #HRBACKHI(H30)

« JET-CasbinfiGolang RBACH ()

o %2JGin + Casbin(1): ilis& MEAR(H )

e ThinkPHP 5.1 + Casbin: 35 (+ )

o ThinkPHP 5.1 + Casbin: RBACHHL (1)

o ThinkPHP 5.1 + Casbin: RESTfull & Hjaj (s 2)

ARSCR S H RSO (www.topgoer.cn) i - 13 -


http://https//arxiv.org/abs/1903.09756
http://http//www.jos.org.cn/1000-9825/5624.htm
http://https//kns.cnki.net/kcms/detail/Detail.aspx?dbname=CJFDLAST2020&filename=RJXB202002012&v=
http://https//www.youtube.com/watch?v=OTT84oplR9o
http://https//www.youtube.com/watch?v=Z5dUxH4PqYM
http://https//www.youtube.com/watch?v=mWlPNrCgVdE
http://https//www.bilibili.com/video/BV1qz4y167XP
http://https//www.bilibili.com/video/BV13r4y1M7AC
http://https//www.jtthink.com/course/132
http://https//www.jtthink.com/course/play/2706
http://https//www.bilibili.com/video/BV1Kf4y1U7iJ
http://https//www.bilibili.com/video/BV1bp4y1a7je
http://https//www.bilibili.com/video/BV1kz4y1Z7vd
http://https//www.bilibili.com/video/BV1A541187M4
http://https//www.bilibili.com/video/BV1uk4y117up

o PHP-Casbin Puid F-(F130)
PERMGHLRI (SRHE . 3R, HR. [LEREH)
o fECasbintffi FHPERM R FZAL
« fliffl Casbin #it—A 3G HIRIR R4
o Authorize with Access Control Lists
« Access control with PERM and Casbin (in Persian)
« RBAC? ABAC? .. PERM! New Way of Authorization for Cloud-Based Web Services and Apps (in Russian)
« Practice & Examples of Flexible Authorization Using Casbin & PERM (in Russian)
« Permission management with Casbin (in Chinese)
« Analysis of Casbin (in Chinese)
« Design of System Permissions (in Chinese)
« Casbin: A Permission Engine (in Chinese)
o Implementing ABAC with Casbin (in Chinese)
« Source code analysis of Casbin (in Chinese)
« Permission evaluation with Casbin (in Chinese)

o Casbin: Library of the day for Go (in Chinese)

Go

HTTP & RESTful
FEGOH {8 ] Casbin SZHUIERIFIHE T fA €l HTTP 3240 (5 p s §i%)
Watcher

RBAC Distributed Synchronization via Casbin Watcher (in Chinese)
Beego
« Using Casbin with Beego: 1. Get started and test (in Chinese)
« Using Casbin with Beego: 2. Policy storage (in Chinese)

« Using Casbin with Beego: 3. Policy query (in Chinese)

ARSCRS S H RO (www.topgoer.cn) i - 14 -


http://https//www.bilibili.com/video/BV1dK4y1L7xy
http://https//www.narendraj9.dev/posts/generalized-authz.html
http://https//medium.com/silo-blog/designing-a-flexible-permissions-system-with-casbin-f5d97fef17b8
http://https//medium.com/pragmatic-programmers/authorize-with-access-control-lists-92fbec57a920
https://virgool.io/
http://https//habr.com/ru/post/539778/
http://https//habr.com/ru/post/540454/
http://https//www.cnblogs.com/wang_yb/archive/2018/11/20/9987397.html
http://https//www.cnblogs.com/xiaohunshi/p/10372881.html
http://https//github.com/xizhibei/blog/issues/101
http://https//github.com/xizhibei/blog/issues/102
http://https//www.cnblogs.com/studyzy/p/11380736.html
http://https//www.cnblogs.com/yjf512/p/12200206.html
http://https//cloud.tencent.com/developer/article/1534674
http://https//juejin.cn/post/6844904191257739277
http://https//zupzup.org/casbin-http-role-auth/
http://https//hongker.github.io/2021/02/19/golang-rbac-watcher/
http://https//blog.csdn.net/hotqin888/article/details/78460385
http://https//blog.csdn.net/hotqin888/article/details/78571240
http://https//blog.csdn.net/hotqin888/article/details/78992250

iz

« Using Casbin with Beego: 4. Policy update (in Chinese)

« Using Casbin with Beego: 5. Policy update (continued) (in Chinese)
Gin
Tutorial: Integrate Gin with Cabsin
Policy enforcements on K8s with Pipeline
Authentication and authorization in Gin application with JWT and Casbin
Backend API with Go: 1. Authentication based on JWT (in Chinese)

Backend API with Go: 2. Authorization based on Casbin (in Chinese)

Using Go’s authorization library Casbin with Gin and GORM (in Japanese)
Echo

Web authorization with Casbin

Iris

Iris + Casbin: Practice for permission management (in Chinese)

Role-based access control for HTTP based on Casbin (in Chinese)

Learning iris + Casbin from scratch
VMware Harbor

Casbin: Golang access control framework (in Chinese)

Access control in Harbor (in Chinese)

Argo CD

Organizational RBAC in Argo CD with Casbin

GShark

GShark: Scan for sensitive information in Github easily and effectively (in Chinese)

Java

SprintBoot
« jCasbin: a more light-weight permission management solution (in Chinese)

Integrating jCasbin with JFinal (in Chinese)

Node.js

ARSCRS S H RSO (www.topgoer.cn) i - 15 -


http://https//blog.csdn.net/hotqin888/article/details/80032538
http://https//blog.csdn.net/hotqin888/article/details/80092285
http://https//dev.to/maxwellhertz/tutorial-integrate-gin-with-cabsin-56m0
http://https//banzaicloud.com/blog/policy-enforcement-k8s/
http://https//medium.com/tienbm90/authentication-and-authorization-in-gin-application-with-jwt-and-casbin-a56bbbdec90b
http://https//studygolang.com/topics/6998
http://https//studygolang.com/topics/6999
http://https//www.zaneli.com/blog/20181203
http://https//klotzandrew.com/blog/authorization-with-casbin/
http://https//zxc0328.github.io/2018/05/14/casbin-iris/
http://https//studyiris.com/example/exper/casbin.html
http://https//learnku.com/articles/41416
http://https//www.hugedomains.com/domain_profile.cfm?d=growingdev&e=com
http://https//www.hugedomains.com/domain_profile.cfm?d=growingdev&e=com
http://https//argoproj.github.io/argo-cd/operator-manual/rbac/
http://https//mp.weixin.qq.com/s?__biz=MzI3MjA3MTY3Mw==&mid=2247483770&idx=1&sn=9f02c2803e1c946e8c23b16ff3eba757&chksm=eb396fecdc4ee6fa2f378e846f354f45acf6e6f540cfd54190e9353df47c7707e3a2aadf714f&token=115330850&lang=zh_CN#rd
http://https//blog.csdn.net/waynelee0809/article/details/85702551
http://https//jfinal.com/share/842

Express

How to Add Role-Based-Access-Control to Your Serverless HTTP APl on AWS

Koa

Authorisation with Casbin and Koa Part 1

Authorisation with Casbin and Koa Part 2
Nest
« How to Create Role based Authorization Middleware with Casbin and Nest.js
« nest.js: Casbin RESTful RBAC authorization middleware (Video)
« A Demo App of Attribute-based Access Control in Node.js Based on Casbin
« Multi tenant SaaS starter kit with cqrs graphql microservice architecture

Fastify

Access Control in Node.js with Fastify and Casbin

PHP

Casbin, Powerful and Efficient ACL for Your Projects

Laravel

Laravel authorization: authorization library supporting ACL, RBAC, ABAC and other models

.NET

Using Casbin for authorization in dotnet
Rust
« Basic Role-Based HTTP Authorization in Rust with Casbin
« How to use casbin authorization in your rust web-app [Part - 1]

« How to use casbin authorization in your rust web-app [Part - 2]

ARSCR S H RSO (www.topgoer.cn) i - 16 -


http://https//dev.to/matttyler/how-to-add-role-based-access-control-to-your-serverless-http-api-on-aws-17bk
http://https//dev.to/gerybbg/authorisation-with-casbin-and-koa-part-1-2gh
http://https//dev.to/gerybbg/authorisation-with-casbin-and-koa-part-2-2io5
http://https//dev.to/dwipr/how-to-create-role-based-authorization-middleware-with-casbin-and-nest-js-52gm
http://https//www.youtube.com/watch?v=mWlPNrCgVdE
http://https//github.com/Jarvie8176/casbin-example
http://https//github.com/juicycleff/ultimate-backend
http://https//www.nearform.com/blog/access-control-node-js-fastify-and-casbin/
http://http//phpmagazine.net/2018/11/casbin-powerful-and-efficient-acl-for-your-projects.html
http://https//developpaper.com/laravel-authorization-authorization-library-supporting-acl-rbac-abac-and-other-models/
http://https//krishnamohan.dev/blog/using-casbin-for-authorization-in-dotnet
http://https//www.zupzup.org/rust-casbin-example/
http://https//dev.to/smrpn/how-to-use-casbin-authorization-in-your-rust-web-app-part-1-4f8f
http://https//dev.to/smrpn/how-to-use-casbin-authorization-in-your-rust-web-app-part-2-1bnm

Model

Model
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S FEModel

Y HFModel

Z K IModels

1. ACL (Access Control List, i [al 2141152

2.

FA B 1 ACL

3. BA R ACL: X350 S i i sl 7 sk i R G0 A

4.

5.

6.

7.

SE CE B H R YT .

RBAC (2 T i1 (s [ 1)

SCRPEHE M GAIRBAC: I FBEIRAT UEIN BoA A (24).

SCRASALT FIRBAC: )™ A DA A R 38/ A BEELAN R A 2

8. ABAC (JE T J@ MLy i) : S2HeA Hresource.OwneriX B pi sk iUt 2 1@ 1k

9.RESTful: SCHik4%, G0 /res/*, [res/: id F1 HTTP J5i%, 40 GET, POST, PUT, DELETE.

10. ARG SCRF ARVFAIRLAESAR, RS T fuvr.

11, ARSesk: SEms R 8 S J5 DO T e LS 2, AT Bl KRR

Bl

i i 4 AR

ACL

HATHZH - ACL
B IACL

B B IACL

RBAC

SRR A (U RBAC

SCRAZ/ A BIRBAC
ABAC

RESTful

e

Model ¢

basic_model.conf
basic_with_root_model.conf
basic_without_users_model.conf
basic_without_resources_model.conf
rbac_model.conf
rbac_with_resource_roles model.conf
rbac_with_domains_model.conf
abac_model.conf
keymatch_model.conf

rbac_with_not deny model.conf

AR SCR A s BRSO (www. topgoer.cn) F - 18 -

B BHER ACL: HEedy 5T e A BHn SRR, 1A AR, 1 write-article, read-log%5 8L, A H0

Policy tft:
basic_policy.csv
basic_policy.csv
basic_without_us
basic_without_res
rbac_policy.csv
rbac_with_resour
rbac_with_domaii
p
keymatch_policy.

rbac_with_deny g


http://https//en.wikipedia.org/wiki/Access_control_list
http://https//en.wikipedia.org/wiki/Superuser
http://https//en.wikipedia.org/wiki/Role-based_access_control
http://https//en.wikipedia.org/wiki/Attribute-Based_Access_Control
http://https//en.wikipedia.org/wiki/Representational_state_transfer
http://https//github.com/casbin/casbin/blob/master/examples/basic_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/basic_policy.csv
http://https//github.com/casbin/casbin/blob/master/examples/basic_with_root_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/basic_policy.csv
http://https//github.com/casbin/casbin/blob/master/examples/basic_without_users_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/basic_without_users_policy.csv
http://https//github.com/casbin/casbin/blob/master/examples/basic_without_resources_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/basic_without_resources_policy.csv
http://https//github.com/casbin/casbin/blob/master/examples/rbac_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/rbac_policy.csv
http://https//github.com/casbin/casbin/blob/master/examples/rbac_with_resource_roles_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/rbac_with_resource_roles_policy.csv
http://https//github.com/casbin/casbin/blob/master/examples/rbac_with_domains_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/rbac_with_domains_policy.csv
http://https//github.com/casbin/casbin/blob/master/examples/abac_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/keymatch_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/keymatch_policy.csv
http://https//github.com/casbin/casbin/blob/master/examples/rbac_with_not_deny_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/rbac_with_deny_policy.csv

¥ #iModel

Ltedi ot WRgGetiEpdeny_model.conf Paficy e deny. s

WIS priority_model.conf priority_policy.cs\

AR e ) priority_ model_explicit priority_policy_ex
<« >

A RSO (www.topgoer.cn) #E- 19 -


http://https//github.com/casbin/casbin/blob/master/examples/rbac_with_deny_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/rbac_with_deny_policy.csv
http://https//github.com/casbin/casbin/blob/master/examples/priority_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/priority_policy.csv
http://https//github.com/casbin/casbin/blob/master/examples/priority_model_explicit.conf
http://https//github.com/casbin/casbin/blob/master/examples/priority_policy_explicit.csv

Modelifik

ModeliZ

ModeliE#k
« Model CONF #/bRit# 044> [request_definition], [policy_definition], [policy_effect], [matchers].
o R model fiiH RBAC, it E ¥ [role_definition]#k 4.
« Model CONF U LLELEVERE. TERELL # JF3k,  # SUEBZATRIARH S .

RequestE X

[request_definition]  #4rF Frequestifie X, BT e. Enforce(...) PR S S

[request_definition]
r = sub, obj, act

sub, obj, act  FoRGM=JLL: PiS{R (Subject), VBV (Object) A ik (Action), {H/Z, FRATLLE & X
PR E QR E ., WA TR SR e I, AT DUXARE X sub. act , s WA BN M SE4R, D sub. sub?2.
obj. act.

PolicyE X

[policy_definition] #i%&xpolicyfI5E X, LA R model Bt il

[policy definition]
p = sub, obj, act
p2 = sub, act

XU FRATTX policy LI L A iR

p, alice, datal, read
p2, bob, write-all-objects

policy &7 MR —ATAR L A — A SRBEHN, R SRS HUNE  LUE p, p2ipolicy typedtk. WIRAF{EL SpolicyE 3, M
AP 2ARYE AT SCHE B policy type 5 FUAM I 48 XITHC. L1 fpolicy Mgk ok R < Ematcher i ],  Z 5T -

(alice, datal, read) —> (p.sub, p.obj, p.act)
(bob, write—all-objects) —> (p2.sub, p2.act)

NOTE Maf R L FHEUN plIsNpolicy @ . p2 RERIMASIFE. @BEHHLT, HPLFLEHEZA policy BN, MWRE
A HAE K KIpolicy ® X fsK, #E7E https://github. com/casbin/casbin/issues/new #Hissuets&nFAl.

TIP Policy ruled[{t R MMM Estring. MR A FMEE N, HERITE:
https://github. com/casbin/casbin/issues/113

Policy effectsE X

[policy_effect] 7 ZXtpolicy ERGE R E X,  JRiEE LT 212 policy rulefFIf VLA ) irl 1% sKrequestiy, iz a3 2 4~
PR A BT R LSRG — R LU TORBIE R T — A A — AR, SRR L i«

A RS A B RSO (www. topgoer.cn) i 20 -



Modelifik

[policy_effect]
e = some (where (p.eft == allow))

ZEffect il R R W RAFTEAT = — DR 45 R vallow g ULECHEI, M2 st R hallow, Rlallow-override. Hip.eft
FORFNEHM s R, TR allow Birdeny, AR N A S L, IUER I iallow o SEETER R, policy

p.eftikil vallow,  FIBCHTTE ] T s #8 AT 1D EIME.

X5 A —-policy effect(fjfl 1

[policy_effect]
e = !some (where (p.eft == deny))

ZEffect B R AEEATAT IR R Jydeny (UCECHIN, 44 B hallow , Rldeny-override. some &1 )i &

TATAE— 25 AEME A6 R UCRC RS o any fe i) UL W2 75 BT 1A SR mes 0 0 #3 iE DT 2% (LeAb KAl ). policy effecti®ml LAF]

P AHE SR AT

[policy_effect]
e = some (where (p.eft == allow)) && !some (where (p.eft == deny))

ZEffect)fifi 2R 2=/ AE N REE R vallow I ILE N, HAA(E R4 2R Jydeny ROV ECHUUE,

allow. iXifallow#Z s Fideny B AL FIN 4776, {H&denyfltit.

NOTE JRAEFRATBE T BORBCR M. HATHIHAT 2 A R T I BORRCR, BUARRA TR RS A 2 Kb 2.

H AR B IUE I W B policy effects, NEEHE L.

I policy effects 4nF:

Policy effect

some(where (p.eft == allow))

Isome(where (p.eft == deny))

some(where (p.eft == allow)) && !'some(where
(p.eft == deny))

priority(p.eft)==deny

INE

= )
=X

allow-
override

deny-
override

allow-and-
deny

priority

matchersiE 3 1 HIKIULACE o DLRCH e —ARIE A BE T W AT R a1 SRR DL E S ms KLU

[matchers]
m = r.sub == p.sub && r.obj == p.obj && r.act == p.act

XA VLA R R R, BRI R = ud s L R AT R R SR ] )k 5

FEVCHE s b, ARn DM ARSI +, -, %, /, o DUEHZARs 5. && ||, ! .

ARSI HB R SCRS (www. topgoer.cn) - 21 -

ol

ACL,
RBAC,etc.

Deny-
override

Allow-and-
deny

Priority

IR RN


http://https//casbin.org/docs/en/supported-models#examples
http://https//casbin.org/docs/en/supported-models#examples
http://https//casbin.org/docs/en/supported-models#examples
http://https//casbin.org/docs/en/supported-models#examples
http://https//casbin.org/docs/en/supported-models#examples
http://https//casbin.org/docs/en/supported-models#examples

Modelifik

NOTE Although it seems like there will be multiple matchers such as ml, m2 like other primitives, currently,
we only support one matcher m. JEHHEH T, A LAFE—matcher FF Al F L SCHE B A2 518 S RFR SCEl 5 2% 1038 581 1K
B, FATANIIERE BELRFZ NIUACE . WREX A SER, 155 MR
(https://github. com/casbin/casbin/issues) .

Speical Grammer

You could also use in, the only operator with a text name. This operator checks the right-hand side array to see
if it contains a value that is equal to the left-side value. Equality is determined by the use of the == operator,
and this library doesn’t check types between the values. Any two values, when cast to interface{}, and can
still be checked for equality with == will act as expected. Note that you can use a parameter for the array, but
it must be an [linterface{}.

Also refer to rbac_model_matcher_using_in_op, keyget2_model and keyget_model

Example:

[request definition]
r = sub, obj

[matchers]
m = r.sub.Name in (r.obj.Admins)

e. Enforce (Sub {Name: “alice”}, Obj{Name: “a book”, Admins: []interface{} {"alice”, “bob”}})

Expression evaluator

The matcher evaluation in Casbin is implemented by expression evaluators in each language. Casbin
integrates their powers to provide the unified PERM language. Besides all the model syntax provided here,
those expression evaluators may provide extra functionality, which may be not supported by another language
or implementation. Use it at your own risk.

The expression evaluators used by each Casbin implementation are:

S 5 FixNizH 4
Casbin Golang https://github.com/Knetic/govaluate
jCasbin Java https://github.com/killme2008/aviator
Node- . . .
Casbin Node.js https://github.com/donmccurdy/expression-eval
PHP-Casbin PHP https://github.com/symfony/expression-language
PyCasbin Python https://github.com/danthedeckie/simpleeval
Casbin.NET  C# https://github.com/davideicardi/DynamicExpressohttps
Casbin4D Delphi https://github.com/casbin4d/Casbin4D/tree/master/Sou
casbin-rs Rust https://github.com/jonathandturner/rhai

< »

A% SR B RSO (www. topgoer.cn) iy 4 - 22 -


http://https//github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/examples/rbac_model_matcher_using_in_op.conf
http://https//github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/examples/keyget_model.conf
https://github.com/Knetic/govaluate
https://github.com/killme2008/aviator
https://github.com/donmccurdy/expression-eval
https://github.com/symfony/expression-language
https://github.com/danthedeckie/simpleeval
https://github.com/davideicardi/DynamicExpressohttps://github.com/casbin4d/Casbin4D/tree/master/SourceCode/Conce/Third%20Party/TExpressionParser
https://github.com/casbin4d/Casbin4D/tree/master/SourceCode/Conce/Third%20Party/TExpressionParser
https://github.com/jonathandturner/rhai

Modelifik

NOTE

If you encounter performance issue about Casbin, it's probably caused by the low efficiency of the expression
evaluator. You can both send issue to Casbin or the expression evaluator directly for advice to speed up. See
Benchmarks section for details.

A5 SR B RSO (www. topgoer.cn) i 4 - 23 -


http://https//casbin.org/docs/en/benchmark

MR

e

BR A

Effect/t—/ policy ruleffigs 4t Effector s&H T Casbin effector/fAPI

MergeEffects()
MergeEffects¥ enforcer WAL FTA VLECSS B4 I —TkE .«

il

Go
Effect, explainlndex, err = e.MergeEffects(expr, effects, matches, policylndex, policyLength)

FEATR 2

o Effect 2L EE I EJG o€ (MR 400 indeterminate).

. explainindex & eft ()& 5], eft F{E N Allow 5% Deny.(WIgHE 2 -1)

o err fiT R treffect/2 G2 HILF.

o expr Z&#ififik N string fpolicy_effects

. effects j& Effect f%4l, HA{En LI AAllow, Indeterminate Zi# Deny

« matchers J& R AR AT G SRR I 44 .

o policylndex &M RIE R 5] .

« policyLength & 5mS R .

o TAARTD U] T IRA I 2804 %) MergeEffects mi%t, I HiZREUHRIE expr 43R AILHL .

B —NEffector, FRATAI PLXAEA:

Go

var e Effector
Effect, explainlndex, err = e.MergeEffects(expr, effects, matches, policylndex, policyLength)

MergeEffects FWIIH expr ATLALACSE S, thatt it p_eft &2 “allow, FRATEEATCAEIEFAG AR WA 7 G inda i
W, FRATTAR SO VX R

;i:note

W expr  AHEULEL  “priority(p_eft) || deny” LK policylndex 4+ policyLength-1°, ek %8 K
-

2% SR B RSO (www. topgoer.cn) 4 - 24 -



PR EL

PREX

R

Matchers i1 % %1

fRELE A LIAEMatcherpJ55E s 8, e k. KA DU A BB 3, BB TR0 IR E QR A, T 1) A B B AT 7 DX

%R (T keyGet fll keyGet2):

bool function name(string argl, string arg2)

‘EikFlargle B Iticarg2.
keyGet and keyGet2 #4 iR [a1 VT Fe il Fe 4 11 4, a0 347 DRCIR |l “”

SCRFIIPY B R

PRE ZH1 ZH2

keyMatch —/URL #4%, 40 —/URL #42E * BT,
/alice_data/resourcel {1 /alice_data/*

keyGet —MURL 4%, filan —/ANURL #g42E * BT,
/alice_data/resourcel  fill /alice_data/*

keyMatch2 —ANURL #6428, filhn —URL #8428 : BT,
/alice_data/resourcel {40 /alice_data/:resource

keyGet2 —ANURL #8412, 4 —NURL #4288 BEAUR,
/alice_data/resourcel  filt1 /alice_data/:resource
_NURL 4%, il —URL #8428k {3 BT,

T

keyMatch3 . 1 4

/alice_data/resourcel }
- /alice_data/{resource}
CAURL B4e, i URLERERS {3 BGUT
Ty

keyMatch4 . il 4n

/alice_data/resourcel i . )
/alice_data//{id}/book/{id}
regexMatch  fFEF4HH TR 258 A X
ipMatch —A 1P Mk, il —~ 1P HitikEk—4> CIDR ,

192.168.2.123

ZRAL BB A 1

ASCR f T H RSO (www. topgoer.cn) 1 - 25 -

#111192.168.2.0/24

— AN EARE L aldn

Nl

keymatch

keyget m

keymatch

keyget m

https://git
L196

https://git
L222

keymatch

ipmatch 1

httng://nit


http://https//github.com/casbin/casbin/blob/master/examples/keymatch_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/keyget_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/keymatch2_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/keyget2_model.conf
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/util/builtin_operators_test.go#L171-L196
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/util/builtin_operators_test.go#L208-L222
http://https//github.com/casbin/casbin/blob/master/examples/keymatch_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/ipmatch_model.conf
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/util/builtin_operators_test.go#L426-L466

PR 2L

NN s iy R N R T P e B L

lobMatch
I%l ; talce_data/resourcel talige _data/* 44616

H

P L: https://github.com/casbin/casbin/blob/master/util/buildtin_operators_test.go.

BRI E & LB

HRMER SRS EEZ S, RIE IR — AN RS

func KeyMatch(keyl string, key2 string) bool {

o

i := strings. Index (key2, “*”)
i = =il |
return keyl == key2

if len(keyl) > i {

return keyl[:i] == key2[:i]
t
return keyl == key2[:i]

SRJE ] interface{} A8 e

func KeyMatchFunc (args ... interface{}) (interface{}, error) {
namel := args[0]. (string)
name2 := args[l]. (string)

return (bool) (KeyMatch (namel, name2)), nil

RJ5, fECasbinffii7# (enforcer) ik IHX AN ek %L
e. AddFunction (“my func”, KeyMatchFunc)
U, 180T LAAE AR FRASE R CONF A A533 FF 45 FH 3 A B 5

[matchers]
m = r.sub == p.sub & my func(r.obj, p.obj) & r.act == p.act

A SRS T b BRSO (www. topgoer.cn) #4 £ - 26 -


https://github.com/casbin/casbin/blob/master/util/buildtin_operators_test.go%E3%80%82
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/util/builtin_operators_test.go#L426-L466

FET A IR T 25 1)

BT A U i 7

T M a7

AtEX

[role_definition] /ERBACS ta k&K A {)5E . Casbin 3 RBAC ARG LA, Filtn, M- mr BUEA f to L dkk G &,
BHUE AT DU M 0 LR G R . X P RBAC R HAF.

UEES R ATIE ) R rh A RBAC f1th, WA RS LS 2)

[role_definition]
g = _
g2 =

i tuE LKW, g 21 RBACRH, 92 25— RBAC R%t. , _ELnfhEBEIETNI TG, Bl §TIGR R 7 5 6
IR — MK, A R 7 ZLH AT A G P I E . ELEE(Eg B, GEFHEL NG (B 5P R E
KA, LUEHg 1 92 XFFERIZE. iFZ ) [rbacmodel]
(http://https://github.com/casbin/casbin/blob/master/examples/rbac_model.conf “rbac_model”) 1
rbac_model_with_resource_roles KR,

fECasbin L, FATApolicyZushszbrif I M e ¢ & (B0 BHR-M GBS R), Bl

p, data2 admin, data2, read
g, alice, data2 admin

KRS alice £t data2_adminffi— /it alice TEXHLATLLZRA . B, Cabin R H B8 —F5F
H.

R okAEmatcherdr, ROz T HIAH] T FERE M OE -

[matchers]
m = g(r.sub, p.sub) && r.obj == p.obj & r.act == p.act

IXRERA LR P Rz AEpolicy . Fsubf o
NOTE

1. Casbin RAEGE I M iR O R

. Cabin BATIAEH FOR S RRA BN P, 8 i — M A . X ROZIE A IER AR

3. RBAC ARG 1 1 4R A a4 BRAS AT ) o [ Casbindé I S A AR BN 7778, BT LU RIS 52 T Casbin ik
XA FIH RPN alice iS22 M alice. X, {FHUIHIN role_alice , A5G AT 7] i fi .

4. REARAGME B, B AGME C, IHH AfME Co IXPEIEIELE T A 238 BAEIE A .

ABREK

N

Casbin ) RBAC 37 RBACL (i th )2 &k shfe, Wik aliceEfrolel, rolel Hf5role2, N alice t¥ 44 role2
Ik AR AR -

A AN R RGP IS . Rk, HORGIIZ RGO N2. X T Casbint ity B A AL, 7] LR R NR IR
ik, BROMEN10. XEME L alice HAREA R 1O 1A (.

A5 SR B RSO (www.topgoer.cn) i 4 - 27 -


http://https//github.com/casbin/casbin/blob/master/examples/rbac_model.conf
http://https//github.com/casbin/casbin/blob/master/examples/rbac_with_resource_roles_model.conf

FET A IR T 25 1)

// NewRoleManager is the constructor for creating an instance of the
// default RoleManager implementation.
func NewRoleManager (maxHierarchylLevel int) rbac.RoleManager {

rm := RoleManager{}

rm. allRoles = &sync. Map {}

rm. maxHierarchyLevel = maxHierarchyLevel

rm. hasPattern = false

return &rm

w4 P RAa?

fERBACH, CasbinAxt A AT X 7 TP TR . AR AT R (RBACK (b S iy 75—
BRI o ATLMEH e.GetAllSubjects() SKEUATE FH 7, e.GetAllRoles() SREUATE M th. BATZ NN g, u, r 435151
HHTER Ul r.

B RARTEEH 2 JZRBAC G Mtk , IF BRI B Ids F— a5 (CFRFED SRR s M, B iR
PR G FARR 2 4. B4 URAT LT BAZS M i LA role::admin (¥4t FifL# 2 Casbind . gyt T DU &5 1T
ZRIX Ay A

TR R A BB R ?

L Pl RBACE XSS H Ak 7R A (L BUR IR, T AN 2 B AR SRR RN rh 23 BCE AT, 3RAT PRI A S A4 1) 43 BCPR A implicit.  To

query such implicit relations, you need to use these 2 APIs: GetlmplicitRolesForUser() and

GetlmplicitPermissionsForUser() instead of GetRolesForUser() and GetPermissionsForUser(). 5%, 5%
this GitHub issue.

£ RBAC F R ITE

AN, a8 BAT R E B subjects, object 5{#% domains/tenantshgis i 4 504% T4 .  RBACH I 2 UL K B8 $ 7T
PAFS 3K — e AEULEC R B0 7T — S s B A R S 8ORR [ : - matcher function.

UL AL B HS R QIR A B3

PAI%niE, Ematcher I RBACIHE # # &7~ g(r.sub, p.sub) T SEA LI FH fn~ S

p, alice, book group, read
g, /book/1, book group
g, /book/2, book group

Kl ttalice W LA NTH 1545, fffbook 1Albook 2. (HEHH T AN, WRIKAMULEEH g Fm MM FAF — D4
MBI BEE M (B4, IR R AR B,

i, SEEEHQUTE R, fRa] DR S LA —175 1!
g, /book/:id, book group
CasbinZ: 1 3#/book/1/1/book/2ILAL JyE X /book/:id. 1 7 B AL M enforceriE MHZ 5%, Ui .

r := e.GetRoleManager ()
r. (kdefaultrolemanager. RoleManager) . AddMatchingFunc ("KeyMatch2”, util. KeyMatch2)

Y fEdomains/tenants B i FH A5 QU UC AC B 2 I, AR TR ZEAIX AN U enfoecer B & model#E 17 it

¥ keyMatch2 [Wenforceri#tfr i3 /it

SRS A B RSO (www. topgoer.cn) - 28 -


http://https//github.com/casbin/casbin/issues/137

FET A IR T 25 1)

r := e.GetRoleManager ()
r. (kdefaultrolemanager. RoleManager) . AddDomainMatchingFunc ("KeyMatch2”, util. KeyMatch2)

¥ keyMatch2 [\imodelidh 47 :
m = g(r.sub, p.sub, r.dom) && keyMatch2(r.dom, p.dom) && r.obj == p.obj && r.act == p.act

If you don’t understand what g(r.sub, p.sub, rdom) means, please read this. In short, g(r.sub, p.sub, r.dom) will
check whether the user r.sub has a role p.sub in the domain r.dom. So this is how the matcher work. You can
see the full example here.

B 7 i UL BCiRE A, AT R] LU 2l e o

Blhn, WRKBAEE, sub EXHANAFEAMAG T HAPE, domainl LK domain2, AR LAl A 4heas xR :

p, admin, domainl, datal, read
p, admin, domainl, datal, write
p, admin, domain2, data2, read
p, admin, domain2, data2, write

g, alice, admin, *
g, bob, admin, domain2

TEXAREIF, BATHEE alice nJLLES data fEMLAN2, FE=UUCHC * 76 g 4 alice HiAT W AMEIMALR

A AL T, 5 A AL — 28 BRI R (PR35 P A AR 22 PR DL BRAT 75 5 P AR 2 WA (RS A, FRATTT DUSE vy oo 2 52
I policy_definition .

AEBEES

V£ 1, Role Managers
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1A RBAC

N RBAC

HARBAC

B H e

7rCasbinH [FIRBACH] tA] LUk 4 o) s 3 THRF 52 TN o RF R S0 Ay CLRRAE 24 PP A AN [R) (R g L RE RIS, P a8l
A O AR XX TGRSR R R G AW A R, AR 0 2 8 T A F R A

/AL A G SR Z AT

[role_definition]
g= 5 L _

HEA R ATR, WA E S RS, BORTT DU

admin, tenantl, datal, read

T

p, admin, tenant2, data2, read

g, alice, admin, tenantl
g, alice, user, tenant2

ZSL i ortenant LI A M fhadmin 7] LLilldatal, alicefEtenantliid Hfradminfita, {HEtenant245 4 HfTuser
fite, Frtlalicen AT iitdatalBR. [FIH, K MaliceNEtenant2ffadmin, Frllilivsn A T data2.

BN RIEmMatchert, ROzf& N fdl+— R EM G EE:

[matchers]
m = g(r.sub, p.sub, r.dom) && r.dom == p.dom && r.obj == p.obj && r.act == p.act

¥ L2 W.: rbac_with_domains_model.conf.

A% SR B R SCRS (www. topgoer.cn) i % - 30 -


http://https//github.com/casbin/casbin/blob/master/examples/rbac_with_domains_model.conf

Casbin RBAC v.s. RBAC96

Casbin RBAC v.s. RBAC96

Casbin RBAC v.s. RBAC96

Casbin RBACHIRBAC96

LAERXA SR, FefiTxteiiCasbin RBACYH RBACI6 1 IX 5.

Casbin RBACSZFRBAQGIIJLT-FIr A% ki, IFAERLILR R 1307 1R 5t

RBACKR A  XREH

RBACO SEASHF

RBAC1 SEA SR
SCHFAR L A AR B

RBAC2 (1),
{EEALRRH1 A2
SCHPAR LR A AR B

RBAC3 )L
{EEALBR 1 A2

Casbin RBACHIRBAC962 HNER

1.7ECasbin, HIJ7 A 2 8] X 2 A B

B
RBACO/ZRBACO6I{ AR A . B T FE#
FEAIBURZ A5 &

Casbin ) RBAC 37#r RBAC1 ¥ {0 )2 R &M ThiE,
i aliceEfrolel, rolel Hfrole2, N alice
KA role2 FH4k & HAUR .

RBAC27ERBACOHFEAL L7 I 1 295 (Al
RBAC2 AJ LAAE BB S rF AR EL R 1 1] 7L

RBAC3/2RBACIHMRBAC2 )4l % -
RBAC33Z#FRBACLARBAC2 H 1) 1 €4 55 4 Al i) £ A 25

fECasbintr, U A CHHERN TR R WERIES 1 SRALT DU A SRS SO

p, admin, book, read
p, alice, book, read
g, amber, admin

72 GetAllSubjects() %X (e /2 —4~Casbin EnforcerfJs:4i):

e. GetAl1Subjects ()

R SR A5 B T PRk (o] {2 -

[admin alice bob]

K yfECasbin, AEEE I A .
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Casbin RBAC v.s. RBAC96

SR, NSRRI I TT % GetAlloles() MR IX A

e.GetAlloles()

XA A BT T iR [P -

[admin]

PAEARAE R B PR a2 WA X 5, EHFAMERBACIGTIFESS . 249k, Hnl LA IBUR R IN—Yai4:,
user::alice, role::admin LAETEMATTZ B 195 2R -

2.Casbin RBACLLRBACOGHAE 1 5 £ ({4

RBACO6H e X T7AMRUR: 2. B Wi, #47. B8, ffid. &l

SR, fECasbintf, FRATHAPRMATAFE . XA, ST UG — L BE & 1 R .
3.Casbin RBACS £ 15

£ Casbin i, AT OB A BEATIRAL . BRI REME AV I sl R I R -
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ABAC

ABAC

ABAC

4 R—ABACHER?

ABAC/E B TR EMvy i h], TTUMER k. ZRaa EMatE, iAo A bl vy i . 2 ATl sl D& r it
XACML , f&—ANE 74 ABAC Villf5#liE = . SXACMLAIE, CasbinfgABACIHEX fis: EABACHT, W LL{Hi Fistruct(sk it
TURRE (R0 AR 5 Bk FoR B T 5.

B, ABACH)E J7 LR -

[request_definition]
r = sub, obj, act

[policy definition]
p = sub, obj, act

[policy effect]

e = some (where (p.eft == allow))
[matchers]
m = r.sub == r.obj. Owner

Al 1#£ matcher "1iH] r.obj.Owner f{# r.obj. f£ Enforce() Mm% 4% r.obj REGREMERIG], AR T H.
Casbinf il FIBGOR I 2 obj&ti i sl o i il 53 4% i

X B/ r.obj construction 5% class [1)5E X:

type testResource struct {
Name string

Owner string

i fEFHABAC?
A, A ABAC, ST MM RS

1. BRI PLRC R e IR .
2. BIC RN A IE N CasbiniEnforce() I8tk .

WARNING H A, AU, sub, r.0bj, r.act SFiFRILERIFFABAC. HEAREFEpolicy iR LAEHE, Hlip. sub, KINTE
Casbinfpolicy ¥ E & LM EE .
ST LATEVGRC 38 P 6 2 A~ABACE 4, f#1i1:m = r.sub.Domain == r.obj.Domain.
EREE & ERBRMABACHN
IRABACE it S5 1A% L AR H TR 5 (HEBUR Guil i 7 BLAE W E A R MABACKHII . 9 T R — 7 2 LR SIS 7EAR
KRS P R VAN S . DR, 3 Tk SR R s R R A A IR L B A . xR 5] A—> eval() Thig

SERISER . N I B IS ABACHKL A K 7= 471 S

X T LABACHKf¥) CONF S ()5 3.
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[request_definition]
r = sub, obj, act

[policy_definition]
p = sub rule, obj, act

[policy effect]
e = some (where (p.eft == allow))

[matchers]
m = eval (p. sub rule) & r.obj == p.obj & r.act == p.act

FEIXHL,  p.sub_rule 2y HEns (o F )6 B A A i) S5 4 2 Bl SR () 7 o SO

KAEE R Enforcement R ALl I g BUAE LT LUEHIPE N2 5L 8 5] eval () s U6 R 9P SOELEABACLT R

p, r.sub.Age > 18, /datal, read
p, r.sub.Age < 60, /data2, write
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Lot

Ry vl

Casbins fF 2 Fm R FEns -

## # # I U e N R
AR TR, U RE T ARSI L, SRS IR RO e 2l

model.conf:

[policy_effect]
e = priority(p. eft) || deny

B8 A S Z R

S casbin#550
FME S — AN E R — R, I AR E BN BB A . R e 4, el R
Ji, WA SEAR . BE, WIS A SRR UG & ININTENS, WIR TSRS B, B AEARIZ SR SR
.

model.conf:

[request_definition]
r = sub, obj, act

[policy definition]
p = priority, sub, obj, act, eft

[role_definition]
Iz = o |

[policy_effect]
e = priority(p.eft) || deny

[matchers]
m = g(r.sub, p.sub) & r.obj == p.obj && r.act == p.act

policy.csv

p, 10, datal deny group, datal, read, deny
p, 10, datal deny group, datal, write, deny
p, 10, data2 allow group, data2, read, allow
p, 10, data2 allow group, data2, write, allow

p, 1, alice, datal, write, allow
p, 1, alice, datal, read, allow
p, 1, bob, data2, read, deny

g, bob, data2 allow group
g, alice, datal deny group

R
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alice, datal, write —> true // 'p, 1, alice, datal, write, allow M fmk LI

bob, data2, read ——> false
bob, data2, write —> true // %tFbobje "data2 allow group HIfa] LS Ndata2, ifi Hi&A EA EEHMAEREKEIA

bl
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R E B R

BYETL DB REE L. AT LAZERBAC, ABACLLA R RBACE SR b A & HARMGIF -

[request_definition]
r = sub, obj, act

[policy definition]
p = sub, obj, act

[policy effect]
e = some (where (p.eft == allow))

[matchers]
m = r.sub == p.sub & r.obj == p.obj & r.act == p.act || r.sub == “root”

B T X E X request_definition, policy_definition, policy effect il matcher, Casbin JJWfr i H2% sk 7] LLUC L i)
oeng, BUEEEER, WE sub BB E. B IER, s AVEERERL i E PR,
BAZLinux &R geiroot—#%, F BN root, FRATTEEE Vi Il BTE U B R . Rk, dnsRBRATMEZE sub BERE 2415
HEEAN RS, WATATLAE T OS5 sub A BB —Y).
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Modelf#fi#

ModelfZfi#

Model#F#

5 policy A, model Regm#k, ARERTF. BENEATIN model ARBIEHNM, AROZEBITRETIEE, Frd AT
LI APIRAs model TRAFEIF At

A, P B, JRATRAE T SR Ty R e A B A AL
M .CONF X4+ & model
MR Casbin NG RAFBI, 1S4 IRIXA Casbin % T, M7 Hont T-1) 5 # KU R 25 5 SR AL T4 2.

.CONFX RN % examples/rbac_model.conf:

[request_definition]
r = sub, obj, act

[policy_definition]
p = sub, obj, act

[role_definition]
g =, _

[policy_effect]

e = some (where (p.eft == allow))

[matchers]
m = g(r.sub, p.sub) && r.obj == p.obj & r.act == p.act

PR AT AN R SO
e := casbin. NewEnforcer (“examples/rbac model. conf”, “examples/rbac policy.csv”)

MR IR model

B UMACRS 3409646, AN 2E6EH .CONF. NI /ZRBACHIAL 1 — Ml 7

import (
”github. com/casbin/casbin/v2”
”github. com/casbin/casbin/v2/model”
”github. com/casbin/casbin/v2/persist/file-adapter”

)

// Initialize the model from Go code.

m := model. NewModel ()

m. AddDef (“r”, “r”, ”“sub, obj, act”)

m. AddDef (“p”, “p”, “sub, obj, act”)

m. AddDef ("g”, “g”, ", ")

m. AddDef (“e”, “e”, ”“some (where (p.eft == allow))”)

m. AddDef (“m”, “m”, “g(r.sub, p.sub) & r.obj == p.obj && r.act == p.act”)

// Load the policy rules from the .CSV file adapter.
fEH E SH adapter ##.
a := fileadapter. NewAdapter (“examples/rbac policy. csv”)
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Model i

// Create the enforcer.
e := casbin. NewEnforcer (m, a)

MFRFERINRE model

B AT DL AT 45 H NSRBI SOR . XA TR R R R T BT S A

import (
”github. com/casbin/casbin/v2”
”github. com/casbin/casbin/v2/model”

// Initialize the model from a string.
EENS

[request definition]
r = sub, obj, act

[policy definition]
p = sub, obj, act

[role definition]
g =, _

[policy effect]

e = some (where (p.eft == allow))

[matchers]

m = g(r.sub, p.sub) && r.obj == p.obj & r.act == p.act
m, _ := model.NewModelFromString (text)

// Load the policy rules from the .CSV file adapter
// Replace it with your adapter to avoid files.

a := model. NewModelFromString (“examples/rbac_policy. csv”)

// Create the enforcer.
e := casbin. NewEnforcer (m, a)
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Policyf#fi#

Policyf7fi#

Policy {7 1#
#Casbint, g7 M#%{FE Nadapterscdl. i%Z M. /docs/en/adapters .
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BUR T4

BUR TSI %,

BURTHEINER

—LadaptersCFFb IR AR L. IX AR Casbin Ik i S L 3 T 40 e S DR A TP SRR (K 58 . AT A SR Oy 1 e
TS, R 2 SUVFAE R 2 AP PR AT SR PR T SR

BT R adaptersb B id JE 5 1o g, R A LoadFilteredPolicy J7vk. i yi#s S 40 &k 2UEL T Air FH A B 25
NT BRSNS R, MRS LA ME,  SavePolicy A EEH .

B, R R BT Y E R UE S adapter il A IHRBACKE A . fEARBI i AR SIS BRI DA ANk B
“domainl” LLAMAE I HENE AT He s«

import ”github. com/casbin/casbin”
enforcer := casbin. NewEnforcer ()

adapter := fileadapter. NewFilteredAdapter (“examples/rbac with domains policy.csv”)
enforcer. InitWithAdapter (“examples/rbac with domains model.conf”, adapter)

filter := &fileadapter. Filter {
P: [Istring{””
G: [Istring{””,

> —
, “domainl”},

»n

, “domainl”},
}
enforcer. LoadFilteredPolicy (filter)

/) BEIIE ) M B E R 65 )& Fdomainl HIA [

AT 53— LR 4NN fE:  LoadIincrementalFilteredPolicy. LoadincrementalFilteredPolicy 281U
LoadFilteredPolicy, fH/& &A1 M B ma I skng, o
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B3

fECasbint, #HIRTEM%{E yadapter(CasbinfdalfF) sz, Casbinf 2 a] LUE H adapter WAEfE i kg il (aka
LoadPolicy()) s # Sms BN (R A7 2] b (aka SavePolicy()). v 1 REFARIGER &L, AT A adapterfUid s 3
LS

H Rl XRS5 R

Casbinf&E R 2 52 # AR R . ATV 4 = J7 stadapter#H T B 5Ek, WRAFBAIRAL, RO T HAER A H1E
)

Go
ERC AR KA (= H 3l R A7
File Adapter (N &) File Casbin i
Filtered File Adapter (M &) File @faceless-saint 0
SQL Adapter SQL @Blank-Xu 0
Xorm Adapter ORM Casbin 0
Gorm Adapter ORM Casbin 0
Ent Adapter ORM Casbin 0
Beego ORM Adapter ORM Casbin 0
CNI Y AAantar NDNM MArMarmiaiays r

A SR 3 R SCRS (www. topgoer.cn) i 4 - 44 -


http://https//casbin.org/docs/en/adapters#file-adapter-built-in
http://https//casbin.org/docs/en/policy-subset-loading
http://https//github.com/faceless-saint
http://https//github.com/Blank-Xu/sql-adapter
http://https//github.com/Blank-Xu
http://https//github.com/casbin/xorm-adapter
http://https//github.com/casbin/gorm-adapter
http://https//github.com/casbin/ent-adapter
http://https//github.com/casbin/beego-orm-adapter
http://https//github.com/memwey/casbin-sqlx-adapter
http://https//github.com/memwey

[S A4 SraN I‘\uulJLCI \JI\Ivi \\_,JJIIICIIIVVCY |_]
& Syt =4 H 3l R 17
Sqlx Adapter SQL @Blank-Xu 0
GF ORM Adapter ORM @vance-liu 0
GoFrame ORM Adapter ORM ©@kotlin2018 0
Filtered PostgreSQL Adapter SQL Casbin 0
PostgreSQL Adapter SQL @cychiuae 0
RQLite Adapter SQL EDOMO Systems 0
MongoDB Adapter NoSQL Casbin 0
RethinkDB Adapter NoSQL @adityapandey9 0
Cassandra Adapter NoSQL Casbin 0
DynamoDB Adapter NoSQL HOOQ 0
Dynacasbin NoSQL NewbMiao 0
ArangoDB Adapter NoSQL @adamwasila 0
ht.tpls://g|thub.com/Squto/casb|n- Cloud Soluto 0
minio-adapter

Azure Cosmos DB Adapter Cloud @spacycoder 0
GCP Firestore Adapter Cloud @reedom 0
GCP Cloud Storage Adapter Cloud qurami 0

KV .
Consul Adapter @ankitm123 0
store
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http://https//github.com/memwey/casbin-sqlx-adapter
http://https//github.com/memwey
http://https//github.com/Blank-Xu/sqlx-adapter
http://https//github.com/Blank-Xu
http://https//casbin.org/docs/zh-CN/adapters
http://https//github.com/vance-liu
http://https//github.com/kotlin2018/adapter
http://https//github.com/kotlin2018
http://https//github.com/casbin/casbin-pg-adapter
http://https//github.com/cychiuae/casbin-pg-adapter
http://https//github.com/cychiuae
http://https//github.com/julisch94/rqlite-adapter
http://https//github.com/edomosystems
http://https//github.com/casbin/mongodb-adapter
http://https//github.com/adityapandey9/rethinkdb-adapter
http://https//github.com/adityapandey9
http://https//github.com/casbin/cassandra-adapter
http://https//github.com/HOOQTV/dynacasbin
http://https//github.com/HOOQTV
http://https//github.com/NewbMiao/dynacasbin
http://https//github.com/NewbMiao
http://https//github.com/adamwasila/arangodb-adapter
http://https//github.com/adamwasila
http://https//github.com/Soluto/casbin-minio-adapter
http://https//github.com/Soluto
http://https//github.com/spacycoder/cosmos-casbin-adapter
http://https//github.com/spacycoder
http://https//github.com/reedom/casbin-firestore-adapter
http://https//github.com/reedom
http://https//github.com/qurami/casbin-cloud-storage-adapter
http://https//github.com/qurami
http://https//github.com/ankitm123/consul-adapter
http://https//github.com/ankitm123

Remlize Adapter

Etcd Adapter

BoltDB Adapter

Bolt Adapter

BadgerDB Adapter

Protobuf Adapter
JSON Adapter
String Adapter

HTTP File Adapter

NOTE

KV
s

store

KV
store

KV stor

KV
store

KV
store

Stream
String
String

HTTP

Gagbin

@sebastianliu

@speza

@wirepair

@inits

Casbin
Casbin
@giangmzsx

@h4ckedneko[]

1. e B e R adapterif fl casbin.NewEnforcer(), gk Eshna.
2. WL He.LoadPolicy () > A7 o 53 i sems B o

3. tnfitadapterscRFAuto-Saveriit,  UIFE S I a5 SR e AN BERE SRS LI 1 30 (A7 [ 770t s

SavePolicy() SRIRAEFTA 1 RS AL
Bl
X ELPA AL T

XHERSE (FE)

LUR AR o 1 i i py BSOS B E IR i —Penforcer:

Go

import ”“github. com/casbin/casbin”

e := casbin. NewEnforcer (“examples/basic model. conf”, “examples/basic policy.csv”)

PHP

use Casbin\Enforcer;

$e = new Enforcer (" examples/basic model. conf’, ’examples/basic policy.csv’);

Rust

A SR 3 R SCRS (www. topgoer.cn) i 4 - 46 -
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http://https//github.com/casbin/redis-adapter
http://https//github.com/sebastianliu/etcd-adapter
http://https//github.com/sebastianliu
http://https//github.com/speza/casbin-bolt-adapter
http://https//github.com/speza
http://https//github.com/wirepair/bolt-adapter
http://https//github.com/wirepair
http://https//github.com/inits/casbin-badgerdb-adapter
http://https//github.com/inits
http://https//github.com/casbin/protobuf-adapter
http://https//github.com/casbin/json-adapter
http://https//github.com/qiangmzsx/string-adapter
http://https//github.com/qiangmzsx
http://https//github.com/h4ckedneko/casbin-httpfs
http://https//github.com/h4ckedneko
http://https//golang.org/src/net/http/fs.go

use casbin::prelude: :*;

let mut e = Enforcer::new(”examples/basic model.conf”, “examples/basic policy.csv”).await?;

EAEE TN A

Go
import (

”github. com/casbin/casbin”
”github. com/casbin/casbin/file-adapter”

)

a := fileadapter. NewAdapter (“examples/basic policy. csv”)

e := casbin. NewEnforcer (“examples/basic model. conf”, a)
PHP

use Casbin\Enforcer;
use Casbin\Persist\Adapters\FileAdapter;

$a = new FileAdapter ( examples/basic policy.csv’);
$e = new Enforcer (" examples/basic model. conf’, $a);

Rust

use casbin::prelude: :%*;

let a = FileAdapter::new(“examples/basic policy.csv”);
let e = Enforcer::new(”examples/basic model. conf”, a).await?;

MySQL ER#

NIRRT wnfi MMy SQLER FEWIth ik —~enforcer.  BLALFE] 1 IMySQLEE J#12171£127.0.0.1:3306 1, Al FA
root, #iGN=t,

Go
import (
”github. com/casbin/casbin”
”github. com/casbin/mysql-adapter”
)
a := mysqladapter. NewAdapter (“mysql”, “root:@tcp(127.0.0.1:3306)/")
e := casbin. NewEnforcer (“examples/basic model. conf”, a)
Rust

github. com/casbin-rs/diesel-adapter
) EIRERGE T mysql  FFE

use casbin: :prelude: :*;
use diesel_adapter:: {ConnOptions, DieselAdapter} ;
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let mut conn opts = ConnOptions::default() ;
conn_opts
. set_hostname ("127.0.0.1”)
. set_port (3306)
.set_host (7127.0.0.1:3306”) // overwrite hostname, port config
. set_database (“casbin”)
.set_auth(“casbin rs”, “casbin rs”);

let a = DieselAdapter: :new(conn opts)?;
let mut e = Enforcer: :new(“examples/basic model. conf”, a).await?;

PHP

// https://github. com/php—casbin/dbal-adapter

use Casbin\Enforcer;
use CasbinAdapter\DBAL\Adapter as DatabaseAdapter;

$config = [

// Either 'driver’ with one of the following values:

pdo _mysql, pdo sqlite, pdo pgsql, pdo oci (unstable), pdo sqlsrv, pdo sqlsrv,

// mysqli, sqlanywhere, sqlsrv, ibm db2 (unstable), drizzle pdo mysql
" driver’ => ’pdo mysql’,

“host” => 7127.0.0.1,

’dbname’ => " test’,

“user’ => 'root’,

> password” => 77,

“port’ => 3306,
iF

$a = DatabaseAdapter: :newAdapter ($config) ;
$e

new Enforcer (" examples/basic model. conf’, $a);

£ B &Madapter

TR A IR s 17 A 4 i SRS R A -

import (
”github. com/casbin/casbin”
”github. com/your-username/your-repo”

a := yourpackage. NewAdapter (params)
casbin. NewEnforcer (“examples/basic_model. conf”, a)

FERTH T INRRRFEER R

TSR ATERIGR A i SR 0 38520 5 SR, B DRAE BT 0 SR <

/7 MBEZICONF I 2 F AR
e. LoadModel ()

/I B E A 2 TR s o
e. LoadPolicy ()

/) AREEZL TS GEAEH Cashin APTEC)E) & 6] XA 55015 7 .
e. SavePolicy ()
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B3R

HAZRAEHLH] (Auto-Save) RIEEA R —.

U A B IEAC A5 SR E B IRAPRRIE, IZIEHC A5 7 LA A7 i b AR I — A S R

M, B WA R R B — N SRR . X 5 SavePolicy (VAN[A], KA G #o5 HIBR A it b BTG SREms I, K BT SR AU M
Casbin enforcerff {7 EI47-i . Htk, MHEmg R gt s 2 nt, i SavePolicy()nlfg 2 UM RE i &,

3 I % S A SRR LI, %8 AT LLiEE Enforcer.EnableAutoSave() BRI B Bk L]

U RIERCAS SCRF H BT .

NOTE

BN 8 HiZak i

1. Auto-Save FifE 2. Adaptern] IEF T LIE .

N

. Auto-Save H{ECasbin enforcerfdi FlffjadaptersZ £ & i 445 %%

3. WS EINER PR TR A SRS 5, LLEE B SR A GRS SR

R F W I Auto-Save il

import (
“github.com/casbin/casbin”
“github.com/casbin/xorm-adapter”
_ “github.com/go-sql-driver/mysql”
)

[/ enforcer£:ERiAF J5 AutoSave#Liil.

a := xormadapter.NewAdapter(“mysdl”, “mysql_username:mysqlpassword@tcp(127.0.0.1:3306)/")
e := casbin.NewEnforcer(“examples/basicmodel.conf”, a)

/] #EH AutoSave#li
e.EnableAutoSave(false)

/] IR T AutoSave, 41 5k 1) e A8 TR A7 H AR 3k

1] X BEHEMKAERF A2 P AT A AR 1
e.AddPolicy(...)
e.RemovePolicy(...)

/] IT J& AutoSave i
e.EnableAutoSave(true)

1 RATT IR T AutoSavediLiil,  BUE AT H (K 25 E 2 R0 0] 5 SR A2

e.AddPolicy(...)
e.RemovePolicy(...)

AREZRG, ESW:

2o Y45 Adapter

https://github. com/casbin/xorm-adapter/blob/master/adapter test.go

Adapter N SE¥lAdapter H5E R, HA b ZiseHii) NLoadPolicy (model model.Model) errorfliSavePolicy (model mode

1. Model) error.

Fofth =R KR AT L -

nfadapter X FfAuto—SavefEtE, MIRIZSZIEAT.

[sx gtk |deki Tl | wrffiidek |

| \ | |

| LoadPolicy ) | Sl | MAFAEHINERATA SN |

| SavePolicy ) [T | H4HrA kB MR BIfE iR |
| AddPolicy() | WIEHEM | AEREHA MRS RN |

|RemovePolicy () | AT 345 A | AT it il ok o5 s R |

|RemoveFilteredPolicy ()

NOTE

| TSR 1 | AT o 4 T T 5 2 5% 1 S s L |
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[ AddPolicy IR fE# IR T — 2% SRIE R .
func (a *Adapter) AddPolicy(sec string, ptype string, rule []string) error {
return errors.New(“not implemented”)

}

/I RemovePolicy MAEfifi a5 H RS b — 4% SR B I o
func (a *Adapter) RemovePolicy(sec string, ptype string, rule []string) error {
return errors.New(“not implemented”)

}

/I RemovekFilteredPolicy MAFfifi# o # B AT UL LI 8 35 1Y SR HE AL o

func (a *Adapter) RemoveFilteredPolicy(sec string, ptype string, fieldlndex int, fieldValues ...string) error {
return errors.New(“not implemented”)

}

Casbin enforcer?e il lix = ANl iESLBL#E 1, 22 Z0% IR [Fl fjnot implemented 4% .

R AR

TENZ5E, adapterRiiZReNs HNEIE A4 NcasbinfI B E (WIREAFAERNTE , IKILH TR E. AEiES%
Xorm adapterffjsei:https://github.com/casbin/xorm-adapter
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WA RAL I 4 A U B R G, BN eted KRS 2 A Casbinth T8 Sl 2 [ — 2tk . BRI, RATI ™ mT BAIR] 66 24
Casbin T8 KRB R IIBURK AT K .

LA adaptersZil, IATKA IEwatcherAIYRAE LR AR B B RS0 SCRRL i E Jywatcherfe ksl
Bl. 5% Casbin watchers#IZ M TR,  WOUMEME =I5 % watcher BEATHIOTTR, A0 RA TS RIFAT, BORHE B
ZAFIER )

Go

ok I WL BR ok E3is e L]

Etcd Watcher KV store Casbin etcd WIS

Redis Watcher KV store Casbin Watcher for Redis

Redis Watcher KV store @billcobbler Watcher for Redis
M i Watcher for Apach

Kafka Watcher €55aging @wgarunap archertor Apache
system Kafka

NATS Watcher Messaging ¢ juto Watcher for NATS
system
M i Watcher for Apach

ZooKeeper Watcher €s5aging Grepsr archertor Apache
system ZooKeeper

Watcher based on Go

NATS, RabbitMQ, GCP Cloud Dev Kit that

M i ks with leadi
Publsub, AWS SNS & (SRS @rusenask A0 R RS
SQS, Kafka, InMemory y ud provi
self-hosted
infrastructure
RocketMQ Watcher Messaging @fmyxyz Watcher for Apache
system RocketMQ

WatcherEx

In order to support incremental synchronization between multiple instances, we provide the WatcherEx
interface. We hope it can notify other instances when the policy changes, but there is currently no
implementation of WatcherEx. We recommend that you use dispatcher to achieve this.

Compared with Watcher interface, with implementing WatcherEx what kind of update action can be
distinguished, etc AddPolicy, RemovePolicy, etc.

WatcherEx Apis:
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api

SetUpdateCallback(func(string)) error

Update() error

Close()

UpdateForAddPolicy(params ...string)
error

UpdateForRemoveFilteredPolicy(fieldIndex
int, fieldValues ...string) error

UpdateForSavePolicy(model
model.Model) error
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description

SetUpdateCallback sets the callbacl
that the watcher will call, when the
has been changed by other instance
callback is Enforcer.LoadPolicy().

Update calls the update callback of
instances to synchronize their polic
usually called after changing the po
like Enforcer.SavePolicy(), Enforcer./
Enforcer.RemovePolicy(), etc.

Close stops and releases the watche
callback function will not be called ¢

UpdateForAddPolicy calls the updat:
other instances to synchronize their
called after Enforcer.AddPolicy()

UpdateForRemoveFilteredPolicy call
update callback of other instances t
synchronize their policy. It is called
Enforcer.RemoveFilteredNamedGrot

UpdateForSavePolicy calls the upda
of other instances to synchronize th
is called after

Enforcer.RemoveFilteredNamedGrot
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RS VLY AP Sy Wi 5 Casbinflgs G i ik, X kR Z/ECashin A . P AT BAEH B Casbin
RGP E B api.

AN AR AR B LTI, AR S IIR T i, IS EI SRS R R B, Bl A AR . BOE AR A

NOTE A T4 B FE 2R AE IS AT I A fRCasb inAT I — Btk DRIE, A SRAIIAICIT SRIEA — B, SIS L IEH T1E.
JEAE I R P A 2 I R AR P SRR S — 2

SeAEfICasbinifE AR FHR.  FRATVGHER FATMT 2 =7 MRS, HEmaRa], POBEmi B2 Z )
Go

VR P2 R E3iC I () i

Hashicorp Raft Dispatcher raft Casbin #HF hashicorp/raft B E2S

SARRPAT

DistributedEnforcer Jyiil i #5134 SyncedEnforcer.

Go

e, _ := casbin. NewDistributedEnforcer (“examples/basic model.conf”, “examples/basic policy.csv”)
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Okta. AuthO. Azure AD%F) Wz MG, RATCRAM OGBSI, v 7 AR RS, RAITBAEMEE R
BRI O 32 B R (BRAA IR VP R AR BR AN . I HE4E 1 Casbinfii B AR 10 5e B FIFR . WA AR 55 = )5 %t 4 (L B 2% 14T
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Go
Role manager = Ut B
Default Rol . e ,

clautroe Casbin SRRt Casbin 5 T f €24 K ety

Manager (built-in)
Session Role EDOMO XFFF#AE Casbin HE g o I A (8 )2 IR S5 14
Manager Systems DL R I A Y L i £ 1%
Okta Role Manager Casbin Supports role hierarchy stored in Okta
AuthO Role Casbin Supports role hierarchy stored in AuthO’s
Manager Authorization Extension

For developers: all role managers must implement the RoleManager interface. Session Role Manager can be
used as a reference implementation.
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GraphQL Middlewares

GraphQL Middlewares

GraphQL Middlewares

Casbin follows the officially suggested way to provide authorization for GraphQL endpoints by having a single
source of truth for authorization: https://graphql.org/learn/authorization/ . In another word, Casbin should be

placed between GraphQL layer and your business logic.

'/ Casbin authorization logic lives inside postRepository

var postRepository = require (’ postRepository’) ;

var postType = new GraphQLObjectType ({
name: ‘Post’ ,
fields: {
body: {
type: GraphQLString
resolve: (post, args, context, { rootValue }) => {
return postRepository. getBody (context. user, post) ;

Supported GraphQL middlewares

A complete list of Casbin GraphQL middlewares is provided as below. Any 3rd-party contribution on a new
GraphQL middleware is welcomed, please inform us and we will put it in this list:)

Go

GraphQL
Implementation

*Middleware *

graphgl-casbin graphql

gqlgen_casbin_RBAC _example gqlgen
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Cloud Native

Cloud Native

Cloud Native

With the Cloud Native developing rapidly, Casbin community is also actively participating in the working on
supporting Cloud Native plugins.

Here are some Cloud Native projects relating to Casbin, welcome to add your projects to the table.

Go

*k

Project Author Description
k%

Traefik Traefik is a modern HTTP reverse proxy and load

traefik . . .
Labs balancer that makes deploying microservices easy

We are also working on Kubenetes plugins which can implement the management of K8S clusters, please stay
tuned. If you are interested in developing the project, welcome to join in Casbin community!!
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APl Overview

API Overview

This overview only shows you how to use Casbin APIs and doesn’t explain how Casbin is installed and how it
works. You can find those tutorials here: installation of Casbin and how Cashin works. So, when you start
reading this tutorial, we assume that you have fully installed and imported Casbin into your code.

Enforce API

Let’s start at the Enforce APIs of Casbin. We will load a RBAC model from model.conf, and load policies from
policy.csv. You can learn the Model syntax here, and we won’t talk about it in this tutorial. We assume that you
can understand the config files given below:

model.conf

[request_definition]
r = sub, obj, act

[policy definition]
p = sub, obj, act

[role_definition]
z = o |

[policy effect]
e = some (where (p.eft == allow))

[matchers]
m = g(r.sub, p.sub) & r.obj == p.obj && r.act == p.act

policy.csv

p, admin, datal, read
p, admin, datal, write
p, admin, data2, read
p, admin, data2, write
p, alice, datal, read
p, bob, data2, write
g, amber, admin

g, abc, admin
After reading the config files, please read the following code.

load information from files
enforcer, err := casbin.NewEnforcer (”. /example/model. conf”, ”./example/policy.csv”)
if err != nil {

log. Fatalf ("error, detail: %s”, err)
}

ok, err := enforcer.Enforce(“alice”, “datal”, “read”)

This code loads the access control model and policies from local files. Function casbin.NewEnforcer() will return
an enforcer. It will recognize its 2 parameters as file paths, and load the files from there. Errors occurred in the
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process are stored in err. This code used the default adapter to load model and policies. And of course you can
get the same result by using a third-party adapter.

Code ok, err := enforcer.Enforce(“alice”, “datal”, “read”) is to confirm access permissions. If alice can access

the datal with the operation read, the returned value ok will be true, otherwise it'll be false. In this example,
the value of ok is true.

EnforceEx API

Sometimes you may wonder which policy allowed the request, so we prepared the function EnforceEx(). You
can use it like this:

ok, reason, err := enforcer.EnforceEx(“amber”, “datal”, “read”)

fmt. Println(ok, reason) // true [admin datal read]

function EnforceEx() will return the exact policy string in the return value reason. In this example, amber is a
role of admin, so policy p, admin, datal, read made this request true. The out put of this code is in the
comment.

Casbin prepared a lot of APIs like this. Those APIs added some extra functions on the basic one. They are:

« ok, err := enforcer.EnforceWithMatcher(matcher, request)
With a matcher.

« ok, reason, err := enforcer.EnforceExWithMatcher(matcher, request)
A combination of EnforceWithMatcher() and EnforceEx().

« boolArray, err := enforcer.BatchEnforce(requests)

Do a list job, returns an array.

This is a simple use of Casbin. You can use Casbin to start an authorization server via these APIs. We will show
you some other types of APIs in the next paragraphs.

Management API

Get API

These APIs are used to get exact objects in policies. This time we loaded an enforcer like the last example and
get something from it.

Please read the following code:

enforcer, err := casbin. NewEnforcer (”. /example/model. conf”, ”./example/policy.csv”)
if err != nil {
fmt. Printf ("Error, details: %s\n”, err)
}
allSubjects := enforcer.GetAllSubjects ()
fmt. Println(allSubjects)

Same as the last example, the first 4 lines loaded some necessary information from local files. We won't talk
about that here anymore.
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Code allSubjects := enforcer.GetAllSubjects() got all the subjects in the policy file and returned them as an
array. Then we printed that array.

Normally, the output of the code should be:
[admin alice bob]

You can also change the function GetAllSubjects() to GetAlINamedSubjects() , to get the list of subjects that
show up in the current named policy.

Similarly, we prepared GetAll functions for Objects, Actions, Roles. The only thing you need to do is to change
the word Subject in the function name to what you want if you want to access those functions.

Besides, we have more getters for policies. The call method and return value are similar to those above.

» policy = e.GetPolicy() gets all the authorization rules in the policy.

« filteredPolicy := e.GetFilteredPolicy(0, “alice”) gets all the authorization rules in the policy, field filters can
be specified.

« namedPolicy := e.GetNamedPolicy(“p”) gets all the authorization rules in the named policy.

« filteredNamedPolicy = e.GetFilteredNamedPolicy(“p”, 0, “bob”) gets all the authorization rules in the
named policy, field filters can be specified.

« groupingPolicy := e.GetGroupingPolicy() gets all the role inheritance rules in the policy.

« filteredGroupingPolicy := e.GetFilteredGroupingPolicy(0, “alice”) gets all the role inheritance rules in the
policy, field filters can be specified.

« namedGroupingPolicy := e.GetNamedGroupingPolicy(“g"”) gets all the role inheritance rules in the policy.

« namedGroupingPolicy := e.GetFilteredNamedGroupingPolicy(“g”, 0, “alice”) gets all the role inheritance

rules in the policy.

Add, Delete, Update API

Casbin prepared a lot of APIs for policies. These APIs allow you to add, delete or edit policies dynamically at
runtime.

This code shows you how to add, remove and update your policies, and told you how to confirm that a policy
exists:

// load information from files
enforcer, err := casbin. NewEnforcer (”. /example/model. conf”, ”./example/policy.csv”)
if err != nil {

fmt. Printf (“"Error, details: %s\n”, err)

// add a policy, then use HasPolicy() to confirm that

enforcer. AddPolicy (“added user”, “datal”, “read”)

hasPolicy := enforcer.HasPolicy (“added user”, “datal”, “read”)
fmt. Println (hasPolicy) // true, we added that policy successfully

// remove a policy, then use HasPolicy() to confirm that

enforcer. RemovePolicy (“alice”, “datal”, “read”)

hasPolicy = enforcer.HasPolicy (“alice”, “datal”, “read”)

fmt. Println(hasPolicy) // false, we deleted that policy successfully

// update a policy, then use HasPolicy() to confirm that
enforcer. UpdatePolicy ([]string{”added user”, “datal”, “read”}, []string{”added user”, “datal”, “write”})
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hasPolicy = enforcer.HasPolicy (“added user”, “datal”, “read”)

fmt. Println (hasPolicy) // false, the origin policy has lapsed
hasPolicy = enforcer.HasPolicy (“added user”, “datal”, “write”)
fmt. Println(hasPolicy) // true, the new policy is in use

Using these four kinds of APIs can edit your policies. Like these, we prepared same kinds of APIs to
FilteredPolicy, NamedPolicy, FilteredNamedPolicy, GroupingPolicy, NamedGroupingPolicy,
FilteredGroupingPolicy, FilteredNamedGroupingPolicy. To use them, you only need to replace word Policy in the
function name to the words above.

Besides, if you change parameters to arrays, you can batch edit you policies.

For example, to functions like this:

enforcer. UpdatePolicy ([Istring{”eve”, “data3”, “read”}, [lstring{”eve”, “data3”, “write”})

if we change Policy to Policies, and edit the parameter to:

enforcer. UpdatePolicies ([][]string{{”eve”, “data3”, “read”}, {”jack”, “data3”, “read”}}, [][]string{{”eve”,
“data3”, “write”}, {”jack”, “data3”, “write”}})

then we can batch edit these policies.

Same operations also useful to GroupingPolicy, NamedGroupingPolicy.

RBAC API

Casbin provided come APIs for you to modify the RBAC model and policies. If you are familiar with RBAC, you
can use these APIs easily.

Here we only show you how to use RBAC APIs of Casbin and won’t talk about RBAC itself. You can get more
details here.

We use this code to load model and policies just like before.

enforcer, err := casbin. NewEnforcer (”. /example/model. conf”, ”./example/policy.csv”)
if err != nil {
fmt. Printf ("Error, details: %s\n”, err)

then, use a instance of Enforcer enforcer to access these APIs.

roles, err := enforcer.GetRolesForUser (“amber”)
fmt. Println(roles) // [admin]
users, err := enforcer.GetUsersForRole(“admin”)

fmt. Println(users) // [amber abc]

GetRolesForUser() returned an array that contained all roles contained amber. In this example, amber has only
one role admin, so array roles is [admin]. And similarly, you can use GetUsersForRole() to get users belongs to
the role. The return value of this function is also an array.

enforcer. HasRoleForUser (“amber”, “admin”) // true
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You can use HasRoleForUser() to confirm whether the user belongs to the role. In this example, amber is a
member of admin, so the return value of the function is true.

fmt. Print1n (enforcer. Enforce (“"bob”, “data2”, “write”)) // true
enforcer. DeletePermission (“data2”, “write”)
fmt. Print1n (enforcer. Enforce ("bob”, “data2”, “write”)) // false

You can use DeletePermission() to delete a permission.

fmt. Print1n (enforcer. Enforce (“alice”, “datal”, “read”)) // true
enforcer. DeletePermissionForUser ("alice”, “datal”, “read”)
fmt. Print1n (enforcer. Enforce (“alice”, “datal”, “read”)) // false

And use DeletePermissionForUser() to delete a permission for a user.

Casbin have a lot of APIs like this. Their call methods and return values have the same style as the above APIs.
You can find these APIs in next documents.
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Filtered API

Almost all filtered api has the same parameters (fieldindex int, fieldValues ...string). fieldindex is the index
where matching start, fieldValues denotes the values result should have. Note that empty string in fieldValues

could be any word.

Example:

p, alice, book, read

p, bob, book, read

p, bob, book, write

p, alice, pen, get

p, bob, pen ,get

e.GetFilteredPolicy (1, “book”) // will return: [[alice book read] [bob book read] [bob book write]]
e.GetFilteredPolicy (1, “book”, “read”) // will return: [[alice book read] [bob book read]]

e.GetFilteredPolicy (0, “alice”, ””, “read”) // will return: [[alice book read]]

e.GetFilteredPolicy (0, “alice”) // will return: [[alice book read] [alice pen get]]

Reference
global variable e is Enforcer instance.

Go
e, err := NewEnforcer (“examples/rbac model. conf”, “examples/rbac policy. csv”)

Enforce()

Enforce decides whether a “subject” can access a “object” with the operation “action”, input parameters are
usually: (sub, obj, act).

For example:

Go
ok, err := e.Enforce (request)

EnforceWithMatcher()

EnforceWithMatcher use a custom matcher to decides whether a “subject” can access a “object” with the
operation “action”, input parameters are usually: (matcher, sub, obj, act), use model matcher by default when

“wn

matcher is “".
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15t :
Go

ok, err := e.EnforceWithMatcher (matcher, request)
EnforceEx()

EnforceEx explain enforcement by informing matched rules.
il

Go

ok, reason, err := e.EnforceEx(request)

EnforceExWithMatcher()

EnforceExWithMatcher use a custom matcher and explain enforcement by informing matched rules.
il -

Go
ok, reason, err := e.EnforceExWithMatcher (matcher, request)

BatchEnforce()

BatchEnforce enforces each request and returns result in a bool array
il

Go

boolArray, err := e.BatchEnforce (requests)

GetAllSubjects()

GetAllSubjects gets the list of subjects that show up in the current policy.
15t s

Go

allSubjects := e.GetAllSubjects ()

GetAlINamedSubjects()

GetAllNamedSubjects gets the list of subjects that show up in the current named policy.
il

Go

allNamedSubjects := e.GetAllNamedSubjects(“p”)
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GetAllObjects()

GetAllObjects gets the list of objects that show up in the current policy.
filan .

Go
allObjects := e.GetAllObjects ()

GetAlINamedObjects()

GetAlINamedObijects gets the list of objects that show up in the current named policy.
15 s

Go

allNamedObjects := e.GetAllNamedObjects (“p”)

GetAllActions()

GetAllActions gets the list of actions that show up in the current policy.
il -

Go

allActions := e.GetAllActions ()

GetAlINamedActions()

GetAlINamedActions gets the list of actions that show up in the current named policy.
i

Go

allNamedActions := e.GetAllNamedActions(“p”)

GetAllRoles()

GetAllRoles gets the list of roles that show up in the current policy.
Blhn:

Go
allRoles = e.GetAllRoles ()

GetAlINamedRoles()

GetAlINamedRoles gets the list of roles that show up in the current named policy.
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il

Go

allNamedRoles := e.GetAllNamedRoles(“g”)

GetPolicy()

GetPolicy gets all the authorization rules in the policy.
Bl

Go

policy = e.GetPolicy()

GetFilteredPolicy()

GetFilteredPolicy gets all the authorization rules in the policy, field filters can be specified.
il -

Go
filteredPolicy := e.GetFilteredPolicy (0, “alice”)

GetNamedPolicy()

GetNamedPolicy gets all the authorization rules in the named policy.
Bt

Go

namedPolicy := e.GetNamedPolicy (“p”)

GetFilteredNamedPolicy()
GetFilteredNamedPolicy gets all the authorization rules in the named policy, field filters can be specified.
15t s

Go

filteredNamedPolicy = e.GetFilteredNamedPolicy (“p”, 0, “bob”)

GetGroupingPolicy()

GetGroupingPolicy gets all the role inheritance rules in the policy.
il

Go

groupingPolicy := e.GetGroupingPolicy ()
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GetFilteredGroupingPolicy()

GetFilteredGroupingPolicy gets all the role inheritance rules in the policy, field filters can be specified.
filan .

Go
filteredGroupingPolicy := e.GetFilteredGroupingPolicy (0, “alice”)

GetNamedGroupingPolicy()

GetNamedGroupingPolicy gets all the role inheritance rules in the policy.
(LE

Go

”

namedGroupingPolicy := e.GetNamedGroupingPolicy (“g”)

GetFilteredNamedGroupingPolicy()

GetFilteredNamedGroupingPolicy gets all the role inheritance rules in the policy.
il -

Go

namedGroupingPolicy := e.GetFilteredNamedGroupingPolicy (“g”, 0, “alice”)

HasPolicy()

HasPolicy determines whether an authorization rule exists.
i

Go

hasPolicy := e.HasPolicy(“data2 admin”, “data2”, “read”)

HasNamedPolicy()

HasNamedPolicy determines whether a named authorization rule exists.
il

Go

”_»

hasNamedPolicy := e.HasNamedPolicy("p”, “data?2 admin”, “data2”, “read”)

AddPolicy()

AddPolicy adds an authorization rule to the current policy. If the rule already exists, the function returns false
and the rule will not be added. Otherwise the function returns true by adding the new rule.
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il

Go

added := e.AddPolicy (“eve”, “data3”, “read”)

AddPolicies()

AddPolicies adds authorization rules to the current policy. The operation is atomic in nature. Hence, if
authorization rules consists of rules which are not consistent with the current policy, the function returns false
and no policy rule is added to the current policy. If all the authorization rules are consistent with the policy
rules, the function returns true and each policy rule is added to the current policy.

i

Go

rules := [][] string {

[Istring {”jack”, “data4”, “read”},
[Istring {"katy”, “data4”, “write”},
[Istring {"leyo”, “data4”, “read”},
[Istring {“ham”, “data4”, “write”},

areRulesAdded := e.AddPolicies (rules)

AddNamedPolicy()

AddNamedPolicy adds an authorization rule to the current named policy. If the rule already exists, the function
returns false and the rule will not be added. Otherwise the function returns true by adding the new rule.

15t :

Go
added := e.AddNamedPolicy("p”, “eve”, “data3”, “read”)

AddNamedPolicies()

AddNamedPolicies adds authorization rules to the current named policy. The operation is atomic in nature.
Hence, if authorization rules consists of rules which are not consistent with the current policy, the function
returns false and no policy rule is added to the current policy. If all the authorization rules are consistent with
the policy rules, the function returns true and each policy rule is added to the current policy.

Bl

Go

rules := [][] string {
{”jack”, “datad”, “read”},
[Istring {“katy”, “data4”, “write”},
[Istring {”leyo”, “data4”, “read”},
{"ham”, “data4”, “write”},

[Istring

[Istring

areRulesAdded := e.AddNamedPolicies(“"p”, rules)
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RemovePolicy()

RemovePolicy removes an authorization rule from the current policy.

il

Go

removed := e.RemovePolicy(“alice”, “datal”, “read”)
RemovePolicies()

RemovePolicies removes authorization rules from the current policy. The operation is atomic in nature. Hence,
if authorization rules consists of rules which are not consistent with the current policy, the function returns
false and no policy rule is removed from the current policy. If all the authorization rules are consistent with the
policy rules, the function returns true and each policy rule is removed from the current policy.

15t :

Go

rules := [][] string {

[Istring {”jack”, “data4”, “read”},
[Istring {"katy”, “datad4”, “write”},
[Istring {"leyo”, “data4”, “read”},
[Istring {“ham”, “data4”, “write”},
}
areRulesRemoved := e.RemovePolicies(rules)

RemoveFilteredPolicy()

RemoverFilteredPolicy removes an authorization rule from the current policy, field filters can be specified.
RemovePolicy removes an authorization rule from the current policy.

Bl

Go

removed := e.RemoveFilteredPolicy(0, “alice”, “datal”, “read”)

RemoveNamedPolicy()

RemoveNamedPolicy removes an authorization rule from the current named policy.
it

Go

removed := e.RemoveNamedPolicy (“p”, “alice”, “datal”, “read”)

RemoveNamedPolicies()
RemoveNamedPolicies removes authorization rules from the current named policy. The operation is atomic in

nature. Hence, if authorization rules consists of rules which are not consistent with the current policy, the
function returns false and no policy rule is removed from the current policy. If all the authorization rules are
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consistent with the policy rules, the function returns true and each policy rule is removed from the current
policy.

ot

Go

rules := [1[] string {

jack”, “datad4”, “read”},
“katy”, “datad”, “write”},

{
{
{,,
{

[Istring
[Istring
[Istring {"leyo”, “datad4”, “read”},

[Istring {“ham”, “data4”, “write”},

”_”

areRulesRemoved := e.RemoveNamedPolicies(“p”, rules)

RemoveFilteredNamedPolicy()

RemoveFilteredNamedPolicy removes an authorization rule from the current named policy, field filters can be
specified.

f5il

Go

removed := e.RemoveFilteredNamedPolicy(“p”, 0, “alice”, “datal”, “read”)
HasGroupingPolicy()

HasGroupingPolicy determines whether a role inheritance rule exists.
it

Go

has := e.HasGroupingPolicy (“alice”, “data2 admin”)

HasNamedGroupingPolicy()

HasNamedGroupingPolicy determines whether a named role inheritance rule exists.

it .
Go

has := e.HasNamedGroupingPolicy (“g”, “alice”, “data2 admin”)
AddGroupingPolicy()

AddGroupingPolicy adds a role inheritance rule to the current policy. If the rule already exists, the function
returns false and the rule will not be added. Otherwise the function returns true by adding the new rule.

i

Go

AR RSO (www. topgoer.cn) - 71 -



3 AP

added := e.AddGroupingPolicy(“groupl”, “data2 admin”)

AddGroupingPolicies()

AddGroupingPolicies adds role inheritance rules to the current policy. The operation is atomic in nature. Hence,
if authorization rules consists of rules which are not consistent with the current policy, the function returns
false and no policy rule is added to the current policy. If all authorization the rules are consistent with the
policy rules, the function returns true and each policy rule is added to the current policy.

i

Go

rules := [][] string {

”jack”, “data4”, “read”},
“katy”, “datad”, “write”},
leyo”, ”“datad4”, “read”},
“ham”, “datad”, “write”},

[Istring
[Istring

”

[Istring

===

[Istring

areRulesAdded := e.AddGroupingPolicies (rules)

AddNamedGroupingPolicy()
AddNamedGroupingPolicy adds a named role inheritance rule to the current policy. If the rule already exists,

the function returns false and the rule will not be added. Otherwise the function returns true by adding the new
rule.

fgi

Go

added := e.AddNamedGroupingPolicy(“g”, “groupl”, “data2 admin”)

AddNamedGroupingPolicies()

AddNamedGroupingPolicies adds named role inheritance rules to the current policy. The operation is atomic in
nature. Hence, if authorization rules consists of rules which are not consistent with the current policy, the
function returns false and no policy rule is added to the current policy. If all the authorization rules are
consistent with the policy rules, the function returns true and each policy rule is added to the current policy.

Bign:

Go

rules := [J[] string {

”jack”, “data4”, “read”},
katy”, “data4”, “write”},
leyo”, ”“datad4”, “read”},
“ham”, “data4”, “write”},

[Istring

”

[Istring

{

{
[Istring {”
{

[Istring

areRulesAdded := e.AddNamedGroupingPolicies(“g”, rules)

RemoveGroupingPolicy()

RemoveGroupingPolicy removes a role inheritance rule from the current policy.

AT RS A B RSO (www. topgoer.cn) - 72 -



3 AP

i

Go
removed := e.RemoveGroupingPolicy(“alice”, “data2 admin”)

RemoveGroupingPolicies()

RemoveGroupingPolicies removes role inheritance rules from the current policy. The operation is atomic in
nature. Hence, if authorization rules consists of rules which are not consistent with the current policy, the
function returns false and no policy rule is removed from the current policy. If all the authorization rules are
consistent with the policy rules, the function returns true and each policy rule is removed from the current

policy.
il

Go

rules := [][] string {

”

[Istring {”jack”, “data4”, “read”},

"katy”, “data4”, “write”},

"leyo”, “data4”, “read”},

“ham”, “data4”, “write”},

[Istring
[Istring

—— s e

[Istring

areRulesRemoved := e.RemoveGroupingPolicies (rules)

RemoveFilteredGroupingPolicy()

RemoveFilteredGroupingPolicy removes a role inheritance rule from the current policy, field filters can be
specified.

Bi:

Go
removed := e.RemoveFilteredGroupingPolicy (0, “alice”)

RemoveNamedGroupingPolicy()
RemoveNamedGroupingPolicy removes a role inheritance rule from the current named policy.
il

Go

removed := e.RemoveNamedGroupingPolicy (“g”, “alice”)

RemoveNamedGroupingPolicies()

RemoveNamedGroupingPolicies removes named role inheritance rules from the current policy. The operation is
atomic in nature. Hence, if authorization rules consists of rules which are not consistent with the current policy,
the function returns false and no policy rule is removed from the current policy. If all the authorization rules are
consistent with the policy rules, the function returns true and each policy rule is removed from the current

policy.

For example:
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Go

rules := [][] string {

[Istring {”jack”, “data4”, “read”},
[Istring {"katy”, “data4”, “write”},
[I1string {"leyo”, “data4”, “read”},
[Istring {“ham”, “data4”, “write”},
}
areRulesRemoved := e.RemoveNamedGroupingPolicies(”g”, rules)

RemoveFilteredNamedGroupingPolicy()

RemoveFilteredNamedGroupingPolicy removes a role inheritance rule from the current named policy, field
filters can be specified.

il
Go

removed := e.RemoveFilteredNamedGroupingPolicy(“g”, 0, “alice”)
UpdatePolicy()

UpdatePolicy update a old policy to new policy.
il

Go
updated, err := e.UpdatePolicy([]string{”eve”, “data3”, “read”}, [lstring{”eve”, “data3”, “write”})

UpdatePolicies()
UpdatePolicies updates all old policies to new policies.
fail

Go

updated, err := e.UpdatePolicies([][]string{{”eve”, “data3”, “read”}, {”jack”, “data3”, “read”}}, [][]string
{{"eve”, “datald”, “write”}, {”jack”, “data3”, “write”}})

AddFunction()
AddFunction adds a customized function.
i

Go

func CustomFunction(keyl string, key2 string) bool {
if keyl == ”“/alice data2/myid/using/res id” && key2 == ”/alice data/:resource” {
return true
} else if keyl == ”“/alice data2/myid/using/res id” && key2 == ”/alice data2/:id/using/:resld” {
return true
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} else {
return false

func CustomFunctionWrapper (args ... interface{}) (interface{}, error) {
keyl := args[0]. (string)
key2 := args[1]. (string)

return bool (CustomFunction (keyl, key2)), nil

e. AddFunction (“keyMatchCustom”, CustomFunctionWrapper)

LoadFilteredPolicy()

LoadFilteredPolicy loads filtered policies from file/database.
il

Go

err := e.LoadFilteredPolicy()

LoadincrementalFilteredPolicy()

LoadIncrementalFilteredPolicy append a filtered policy from file/database.
il

Go

err := e.LoadIncrementalFilteredPolicy ()
UpdateGroupingPolicy()
UpdateGroupingPolicy updates oldRule to newRulein g section

i

Go

succeed, err : = e.UpdateGroupingPolicy([]string{”data3 admin”, “data4 admin”}, []string{”admin”, “data4 admi

n"})

UpdateNamedGroupingPolicy()
UpdateNamedGroupingPolicy updates oldRule named ptype to newRulein g section
For example:

Go

succeed, err : = e.UpdateGroupingPolicy (“gl”, [Istring{”data3 admin”, “data4 admin”}, [Jstring{”admin”, “data4
admin”})
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RBAC API

RBAC API
— AN ZUFRBAC APl.  iXNAPLEManagement APt 4. RBACH /] LUAE A X AN APER fifb AR
%

AR AR e St L.

Go
e, err := NewEnforcer (“examples/rbac model.conf”, “examples/rbac policy.csv”)
GetRolesForUser()

GetRolesForUser 3KHUH 7 BB A .

il
Go

res := e.GetRolesForUser (“alice”)
GetUsersForRole()

GetUsersForRole 3kEUE A M.

i
Go

res := e.GetUsersForRole(“datal admin”)
HasRoleForUser()

HasRoleForUser fffs& Fil F& 7 A M .

151
Go

res := e.HasRoleForUser(“alice”, “datal admin”)
AddRoleForUser()

AddRoleForUser N s ta., wif )y oaiifizmt (akahzigm) , NiklEfalse.
it

Go
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e. AddRoleForUser (“alice”, “data2 admin”)

AddRolesForUser()

AddRolesForUser adds multiple roles for a user. Returns false if the user already has one of these roles (aka not
affected).

For example:

Rust

let roles = vec![”datal admin”. to owned(), “data2 admin”.to owned()];
let all added = e.add roles for user(“alice”, roles, None).await?; // No domain

DeleteRoleForUser()

DeleteRoleForUser deletes a role for a user. Returns false if the user does not have the role (aka not affected).
5l

Go
e.DeleteRoleForUser (“alice”, “datal admin”)

DeleteRolesForUser()

DeleteRolesForUser deletes all roles for a user. Returns false if the user does not have any roles (aka not
affected).

15t :

Go

e.DeleteRolesForUser (“alice”)

DeleteUser()

DeleteUser deletes a user. Returns false if the user does not exist (aka not affected).
it :

Go

e.DeleteUser (“alice”)

DeleteRole()

DeleteRole deletes a role.
15t

Go

e.DeleteRole (“data2 admin”)
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DeletePermission()
DeletePermission deletes a permission. Returns false if the permission does not exist (aka not affected).
Bl

Go

e.DeletePermission (“read”)

AddPermissionForUser()

AddPermissionForUser adds a permission for a user or role. Returns false if the user or role already has the
permission (aka not affected).

il

Go

e. AddPermissionForUser (“bob”, “read”)

AddPermissionsForUser()

AddPermissionsForUser adds multiple permissions for a user or role. Returns false if the user or role already
has one of the permissions (aka not affected).

ot

Rust

let permissions = vec![
vec![“datal”. to_owned(), “read”.to_owned()],
vec! [“data2”. to_owned (), “write”. to_owned()],

1;

let all added = e.add permissions for user(“bob”, permissions).await?;

DeletePermissionForUser()

DeletePermissionForUser deletes a permission for a user or role. Returns false if the user or role does not have
the permission (aka not affected).

gt :

Go

e.DeletePermissionForUser (“bob”, “read”)

DeletePermissionsForUser()

DeletePermissionsForUser deletes permissions for a user or role. Returns false if the user or role does not have
any permissions (aka not affected).

il

Go
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e.DeletePermissionsForUser (“bob”)

GetPermissionsForUser()
GetPermissionsForUser gets permissions for a user or role.
For example:

Go

e. GetPermissionsForUser (“bob”)

HasPermissionForUser()
HasPermissionForUser determines whether a user has a permission.
il

Go
e. HasPermissionForUser (“alice”, []string{”read”})

GetIimplicitRolesForUser()

GetlmplicitRolesForUser gets implicit roles that a user has. Compared to GetRolesForUser(), this function
retrieves indirect roles besides direct roles.

For example:
g, alice, role:admin

g, role;tadmin, role:user

GetRolesForUser(“alice”) can only get: [“role:admin”].
But GetlmplicitRolesForUser(“alice”) will get: [“role:zadmin”, “role:user”].

For example:

Go

e.GetImplicitRolesForUser(“alice”)

GetlmplicitUsersForRole()

GetlmplicitUsersForRole gets all users inheriting the role. Compared to GetUsersForRole(), this function
retrieves indirect users.

For example:
g, alice, role:admin

g, role:admin, role:user

GetUsersForRole(“role:user”) can only get: [“role:admin”].
But GetlmplicitUesrsForRole(“role:user”) will get: [“role:admin”, “alice”].

il

Go
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users := e.GetImplicitUsersForRole (“role:user”)

GetlmplicitPermissionsForUser()

GetlmplicitPermissionsForUser gets implicit permissions for a user or role.
Compared to GetPermissionsForUser(), this function retrieves permissions for inherited roles.

For example:
p, admin, datal, read
p, alice, data2, read

g, alice, admin

GetPermissionsForUser(“alice”) can only get: [[“alice”, “data2”, “read”]].
But GetlmplicitPermissionsForUser(“alice”) will get: [[“admin”, “datal”, “read”], [“alice”, “data2”, “read”]].

For example:

Go

e. GetImplicitPermissionsForUser (“alice”)

GetDomainsForUser()

GetDomainsForUser gets all domains which a user has.

For example: p, admin, domainl, datal, read p, admin, domain2, data2, read p, admin, domain2, data2, write
g, alice, admin, domainl g, alice, admin, domain2

GetDomainsForUser(“alice”) could get [“domainl”, “domain2”]
For example:

Go
result, err := e.GetDomainsForUser (“alice”)

GetlmplicitResourcesForUser()
GetlmplicitResourcesForUser returns all policies that should be true for user.

For example:

p, alice, datal, read

p, bob, data2, write

p, data2 admin, data2, read
p, data2 admin, data2, write

g, alice, data2 admin

GetlmplicitResourcesForUser(“alice”) will return [[alice datal read] [alice data2 read] [alice data2 write]]

Go

resources, err := e.GetImplicitResourcesForUser (“alice”)
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RBAC with Domains API

RBAC with Domains API

A more friendly API for RBAC with domains. This APl is a subset of Management APIl. The RBAC users could use
this API to simplify the code.

Reference
global variable e is Enforcer instance.

Go
e, err := NewEnforcer (“examples/rbac model. conf”, “examples/rbac policy. csv”)

etUsersForRoleinDomain()

GetUsersForRolelnDomain 3KEUE A 5 A1 (i .
fa

Go

res := e.GetUsersForRoleInDomain (“alice”, “domainl”)

GetRolesForUserinDomain()

GetRolesForUserInDomain gets the roles that a user has inside a domain.
For example:

Go
res := e.GetRolesForUserInDomain(“admin”, “domainl”)

GetPermissionsForUserinDomain()

GetPermissionsForUserinDomain gets permissions for a user or role inside a domain.
For example:

Go
res := e.GetPermissionsForUserInDomain(“alice”, “domainl”)

AddRoleForUserinDomain()

AddRoleForUserinDomain adds a role for a user inside a domain. Returns false if the user already has the role
(aka not affected).

For example:

Go
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ok, err := e.AddRoleForUserInDomain(“alice”, “admin”, ”“domainl”)

DeleteRoleForUserinDomain()

DeleteRoleForUserinDomain deletes a role for a user inside a domain. Returns false if the user does not have
the role (aka not affected).

For example:
Go
ok, err := e.DeleteRoleForUserInDomain(“alice”, “admin”, “domainl”)

DeleteRolesForUserinDomain()

DeleteRolesForUserInDomain deletes all roles for a user inside a domain. Returns false if the user does not
have any roles (aka not affected).

For example:
Go
ok, err := e.DeleteRolesForUserInDomain(“alice”, “domainl”)

GetAllUsersByDomain()

GetAllUsersByDomain would get all users associated with the domain. Returns empty string array if has no
domain defined in model.

For example:

Go

res := e.GetAl1UsersByDomain(“domainl”)

DeleteAllUserByDomain()

DeleteAllUsersByDomain would delete all users associated with the domain. Returns false if has no domain
defined in model.

For example:

Go
ok, err := e.GetUsersForRoleInDomain(“alice”, “domainl”)
DeleteDomains()

DeleteDomains would delete all associated users and roles. It would delete all domains if parameter is not
provided.

For example:

Go
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ok, err := e.DeleteDomains(“domainl”, “domain2”)

NOTE If you are handling a domain like name::domain,

reversed keyword, just like for, if in a programming language, we should never put ::
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RoleManager API

RoleManager API

RoleManager

RoleManager provides interface to define the operations for managing roles. Adding matching function to

rolemanager allows using wildcards in role name and domain.

AddNamedMatchingFunc()

AddNamedMatchingFunc add MatchingFunc by ptype RoleManager. MatchingFuncl £ {F f (VLR LA .

e. AddNamedMatchingFunc (“g”, 7”7, util.KeyMatch)
, _ = e.AddGroupingPolicies ([][Jstring{{”*”, “admin”, “domainl”}})

, _ = e.GetRoleManager (). HasLink ("bob”, “admin”, “domainl”) // —> true, nil
f5il
Go
e, _ := casbin. NewEnforcer (“path/to/model”, “path/to/policy”)

e. AddNamedMatchingFunc (“g”, ””, util.MatchKey)

AddNamedDomainMatchingFunc()

AddNamedDomainMatchingFunc i#id ptype {!MatchingFunc #s/n#| RoleManagert.

T _ETH 5 H 9 MatchingFunc

f5il
Go
e, _ := casbin. NewEnforcer (“path/to/model”, “path/to/policy”)
e. AddNamedDomainMatchingFunc (“g”, ””, util.MatchKey)
GetRoleManager()

GetRoleManager 3KIUELA7 I g firole manager.
il

Go

rm := e.GetRoleManager ()

Clear()
Cleariii ki i B A7t 50 1% £ o B3 1 8 BT IRAS
il

Go
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rm. Clear ()

AddLink()

AddLinkZEin 7 A 2 A4k R 8. Mth: &R A M. 4F2 Domain is a prefix to the roles (can be used
for other purposes).

fai

Go

rm. AddLink ("ul”, “gl”, ”“domainl”)

DeleteLink()

DeleteLink deletes the inheritance link between two roles. role: namel and role: name2. Domain is a prefix to
the roles (can be used for other purposes).

foil
Go

rm := DeleteLink(“ul”, “gl”, ”“domainl”)
HasLink()

HasLink determines whether a link exists between two roles. role: namel inherits role: name2. Domain is a
prefix to the roles (can be used for other purposes).

fgi

Go

rm. HasLink ("ul”, “gl”, “domainl”)

GetRoles()

GetRoles gets the roles that a user inherits. Domain is a prefix to the roles (can be used for other purposes).
il

Go

”

rm. GetRoles (“ul”, “domainl”)

GetUsers()

GetUsers gets the users that inherits a role. Domain is a prefix to the users (can be used for other purposes).
fil

Go

rm. GetUsers (“gl”)
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PrintRoles()

PrintRoles prints all the roles to log.
il

Go

rm. PrintRoles ()

SetLogger()
SetLoggeri & ffi (A & #L 2 1 H &
il

Go

logger := log.DefaultLogger {}
logger. EnableLog (true)
rm. SetLogger (&logger)
_ = rm. PrintRoles ()

GetDomains()

GetDomains gets domains that a user has
For example:

Go

result, err := rm. GetDomains (name)
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Data Permissions

Data Permissions
We have two solutions for data permissions (filtering). Using implicit assignment APIs. Or just use
BatchEnforce() API.

1. Query implicit roles or permissions
When a user inherits a role or permission via RBAC hierarchy instead of directly assigning them in a policy
rule, we call such type of assignment as implicit. To query such implicit relations, you need to use these 2
APIs: GetlmplicitRolesForUser() and GetimplicitPermissionsForUser instead of GetRolesForUser() and
GetPermissionsForUser. For more details, please see this GitHub issue.

2. Use BatchEnforce()
BatchEnforce enforces each request and returns result in a bool array

For example:

Go

boolArray, err := e.BatchEnforce (requests)
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W DL 2R 1 5 0% F Casbin, & 7T LAE i Casbin enforcerff [0
41:https://github.com/casbin/casbin/blob/master/enforcer_synced.go.

BIR T AutoLoad ik, X R W HET OIS HIN & A4 T i, Casbin enforcerts M i DB AN X LM . 1
StartAutoLoadPolicy ()& 3 # H 3l in# kg, 1 StopAutoLoadPolicy ()5 il 5 .
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FEAENN

FEAED 1

FEAEWA

FHSHAT I i fEmodel_b_test.gor TN . Tt
YRR WEZ 17-6700HQ CPU @ 2. 60GHz, 2601 Mhz, 4 #%, 8 bRz

go test -bench=fFE#ENIR4E . -benchmem I~ (op = an Enforce() call, ms = millisecond, KB = kilo bytes):

iz A HRMI A AR REFFHE
(ms/op) (KB)
ACL 2 F#im (2R 0.015493 5.649
RBAC SEHIN AR, 11MAR) 0.021738 7.522
RBAC (/)\&) 11005530 (1000F8F, 100/M@ER) 0.164309 80.620
RBAC () 1100055F1M (10000FBF7, 1000 MAE) 2.258262 765.152
RBAC (AH) 110000555 (100000F8F, 100007ME 23.916776 7606
)

BEERRAEN 65 AR, 21fAf) 0.021146 7.906
RBAC

WAER/FEFIRBAC 6 &N @MER, 17MEE, 27h) 0.032696 10.755
ABAC 0 Fmy (0FBF) 0.007510 2.328
RESTful s M (3FEF) 0.045398 91.774
e 653N A, 11MAf) 0.023281 8370
{54 9N R, 21Af) 0.016389 5313
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45 T30 A T 73 VPR P SRS BR A2 SR B, 6T B {ECasin (BRI B BIRERERESE, A AR
"R

FEAPBPRIOTEREEARR FER, it - Casbinse AR s REILEI 100005615 K. FEIXARELL T, {5 —4>Casbinsflii
WMLV ST SR . BUAEA PRI IR

iz Z &Rz T 24 Casbinszfil, XFELSREM AT A7 5 FIHNLAS T AT W% HERBIESN: 248
FCasbins il #E BINL AL (2 L) . I Watchersk#fi T Casbinseflizir—5. VERE1ESM: Watcher.

NOTE & m] AR A Bk 773, liniCasbiniBE R0 QRN S . B A YL RN B A 5N EREAH £ Casbinys il
PATER.

DR ) S I
ERERE M INE T, RTRE T ST 7T 4RSI o REIRHAT I R EL A A S IS RO ) T B A O . X eIl
WA DO R BLR LRy (g

o fEHCasbint A s NI BT P4 AN 0F . RS BRI R SRR 3 RN A OS2, IR A B gl b 21— A
FEHNOZO(< 100):  Bildn: ErT DAEFTAA AL 2 [0 73 52— Se BRI, bR RS B U . B 5 SORIN ]
DA R BRI an R AT SR BE IR, 1K GitHub issue’zi% #]Casbinif & .

o JEILEIFCasbin AT E NS E N &/ NERMIN, #a0: enforcer_0 X htenant_0 Fltenant 99#EHLk %,
enforcer_1 Hgtenant_100%Itenant 199424tk 5s. R TEEMEFA HRISHNE—5, WHRHIESH o RIgTEMNEK

o LM TRBACHI MR, HUREHR TH FRIR. CasbinffYRBAC I Mt 4k 25 SR SEBLIN (T A EAE) . BRILE T 25400
AliceIXFEFH AL, Casbin RAEHO(L) I (Al i) RBACKH KERHUA (4 F 7 6 RIFIATHRAE . RGN g BINIA S
%22, MARBAC BEREANT EHAT R . WIS TE S IR % i
https://github.com/casbin/casbin/issues/681#issuecomment-763801583
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Authorization of Kubernetes

Authorization of Kubernetes

Authorization of Kubernetes

K8s-authz is a Kubernetes (k8s) RBAC & ABAC authorization middleware based on Casbin. This middleware
uses K8s validation admission webhook to check the policies defined by casbin, for every request related to
the pods. These custom admission controllers perform some kind of validation on the request object that was
forwarded by api server and based on a logic, sends back a response to api server that contains information on
whether to allow or reject the request. These controllers are registered with Kubernetes using the
ValidatingAdmissionWebhook.

The K8s API server needs to know when to send the incoming request to our admission controller. For this part,
we have defined a validation webhook which would proxy the requests for the pods and perform policy
verification on it. The user would be allowed to perform the operations on the pods, only if the casbin enforcer
authorizes it. The enforcer checks the roles of the user defined in the policies. This middleware would be
deployed on the K8s cluster.

Requirements
Before proceeding, make sure to have the following-

« A running k8s Cluster. You can either run the clusters through Docker by enabling it on the Docker Desktop
or you can setup the complete K8s ecosytem locally or on your server. You can follow this detailed guide to
setup the k8s cluster locally on Windows or this guide if want to setup for Linux.

« Kubectl CLI This is the guide to setup it on Windows and this guide for Linux.

« OpenSSL

Usage

« Generate the certificates and keys for every user by using openssl and running make certs or the following

script:-
. /gen cert. sh

« Build the docker image from the Dockerfile manually by running the following command and then change

the build version here and at the deployment file, as per the builds.
docker build -t casbin/k8s authz:0.1 .

« Define the casbin policies in the model.conf and policy.csv. You can refer the docs to get to know more

about the working of these policies.

« Before deploying, you can change the ports in main.go and also in the validation webhook configuration

file depending on your usage.

« Deploy the validation controller and the webhook on k8s cluster by running:-

kubectl apply —f deployment. yaml
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http://https//github.com/casbin/k8s-authz/blob/master/config/model.conf
http://https//github.com/casbin/k8s-authz/blob/master/config/policy.csv
http://https//github.com/casbin/k8s-authz/blob/master/main.go
http://https//github.com/casbin/k8s-authz/blob/master/manifests/deployment.yaml

Authorization of Kubernetes

Now the server should be running and ready to validate the requests for the operations on the pods.

In case of any query, you can ask on on our gitter channel.
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BRI S

G
FAEGE T — A TR BB B 1T M Casdoor

Y

PML Model Editor

[raquest_definition]
r = tenant, sub, obj, act, service
[policy_definition]
p = tenant, sub, obj, act, service, eft
[role_definition]
a=__
[palicy_effect]
& = pricritylp.eft) || deny
[matchars]
m = r.tenant == p.tenant &8 gir.sub, psub) && keyMatch(r.obj, p.obj) &8& (ract ==
pact || p.act == "**) && {r.service == p.service || p.service == "*")
y . - O b
/[ PML Policy Editor )
&« C | O 127.0.0.0:3000/FalicyEditer htmI?policy_name=custom-policy.csvBitenant_id=tena... o H
Tenant List |/ Policy Tree | PML Policy Editor Welcome, Company A
Policy List
Rule Type  Tenant User Resource Path  Action Service  Auth Effect Option =
P * | [tenantl admini f* | * k allows  * ® &
P * | |tenantl userl2 '.-"* | * nova allow v ®e
P T tenantl | userl3 f* | s alance allow ®e
9 v luserll | adminl | @@

HEAE=T7IIEREIH , A Casbinff RS 2, fmT DU T IX 205 H 22 37 4 H C) Cabin 55

Go

Tt T 3 Dzian — NN e
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Casbin k%

Casbin k%

Casbin g%

W F CasbinfE N RS ?

CasbiniiZ. #FgRPCHIE J7Casbin as a Service, #fit “Management API fI

RBAC API.
PaySuper , . .
Casbin PaySuper’s fork of the above official Casbin-Server but more
actively maintained. ‘& Casbin #8424t go-micro £,
Server
middleware- . .
acl RESTful access control middleware based on Casbin.

AT RS A b RSO (www. topgoer.cn) i 7- 97 -
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http://https//grpc.io/
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H& & FriRAbH

H& & fEiRACH

HE & SHiRgHE
H&

CabinZRiIMEH N E N log ¥ H &S 2li=H &, Wi
2017/07/15 19:43:56 [Request: alice, datal, read ———> true]

LCFEARBGNG IR, Ay L@ Enforcer.EnableLog() Bt NewEnforcer() g%t (18 Ja — NS HCRVI#E .

NOTE BATCE T H MR sibliER. Mo, Golangilg. #n] LLE U H E i H R0 R Casbin, Wi 48 E7E 48 H
Python, pycasbin £FZMIERIAMN Python H&EHLHI. Pycasbin #IFE A logging. getlogger O KRB HE. B T HIIHI

B RER ) H SR R4, ARERREENHE. GRS HEFAREMARE, ERALSERREpycasbinf HEH
H

XA RIBAT 2 62 R A R 1R 88
SRAPUT BT DU DL RERID RS B, I HAT RIS AT M AT

ifif AR Ll id NewEnterer()ifjf e — M S8 H —MEAIKH &, GUREMEH M7 2RI HAT S, T HEH
JAMIR B e S e, AN A R I 2 8

) REERINILR A (E A RAT 25 e 1 1107 45
/WA ] L3 PR E B AT B 2 e 1 110 R4
el. SetLogger (&Log. Defaul tLogger {})

7/ BB — AR BAT e 2] H & 1D 7 -
e2. SetLogger (&YouOwnLogger)

B AT 45 e 30T 18 B T R 45
e3, _ := casbin. NewEnforcer (“examples/rbac model. conf”, a, logger)

SRR

FRATHPE 1 — L sk W B Il R AE B

TR A =24 VLA

:ZZ?;:TWE) Casbin  BRilfEifgolangH .

Zap logger Casbin I‘f;”; Z:F’Eff;jz?jﬁ% Fl, AR [ 2 zap-
WIS — Mo T

T WIS N %528 Logger $11,
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http://https//github.com/uber-go/zap
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H& & FriRAb

BiE x8 15288

EnableLog()  B#IlY EHIESITEHER
IsEnabled() EHIl ErSeIHESERRE,
LogModel()  BHIEY SEREEXNEEES.
LogEnforce() 3EHIAY SHTEEEXAHEER
LogRole() EH SHeEXINEFEEER.
LogPolicy() EHEN  SEBREXNEEEER

TR LUS B E 5 X logger 1445 Enforcer.SetlLogger() g6 %L .

XA KT H E X Golangid sk 25 (17 -

import (
" et
"log”
”strings”
)

" Bk H A2 € golang FIL& 9 H &L 8 o
type DefaultLogger struct {
enabled bool
}

func (1 *DefaultlLogger) EnableLog(enable bool) {
1. enabled = enable

}

func (1 #DefaultLogger) IsEnabled() bool {
return 1. enabled

}

func (1 *DefaultLogger) LogModel (model [][]string) {
if !l.enabled {
return
t
var str strings.Builder
str. WriteString ("Model: ”)
for , v := range model {
str. WriteString (fmt. Sprintf ("%v\n”, v))
}

log. Println(str. String())
}

func (1 *DefaultLogger) LogEnforce(matcher string, request []interface{}, result bool, explains [][]string) {
if !1.enabled {
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return

var reqStr strings.Builder
reqStr. WriteString ("Request: ”)
for i, rval := range request {
if i != len(request)-1 {
reqStr. WriteString (fmt. Sprintf (“%v, ”, rval))
} else {
reqStr. WriteString (fmt. Sprintf (“%v”, rval))

}
reqStr. WriteString (fmt. Sprintf (” —> %t\n”, result))

reqStr. WriteString ("Hit Policy: ”)
for i, pval := range explains {
if i != len(explains)-1 {
reqStr. WriteString (fmt. Sprintf (“%v, ”, pval))
} else {
reqStr. WriteString (fmt. Sprintf (“%v \n”, pval))

log. Println(reqStr. String())

func (1 *DefaultLogger) LogPolicy (policy map[string] []J[]string) {
if !l1.enabled {
return

var str strings.Builder
str. WriteString ("Policy: ”)
for k, v := range policy {
str. WriteString (fmt. Sprintf ("%s : %v\n”, k, v))

log. Println(str. String())

func (1 #*DefaultLogger) LogRole(roles []string) {
if !l1.enabled {

return
}
log. Println("Roles: ”, roles)
}
iR E

&3 Casbini mf fig2x B 1 LU R JR AR AR A5 -

1. Model=zfF (. conf) HfiEAa .

2. policy Xt (. csv) LR IR,

3. >KadapterfJ H & R G E (A EREMySQLAID) .
4. Casbinftjbug.

AN

BREEE LT AT E R I error:
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B 3 ST A

NewEnforcer() i [Alerror

LoadModel() i [Alerror
LoadPolicy() iR [Alerror
SavePolicy() R[elerror
Enforce() iR [alerror

NEWENFORCER () @i 9B LOADMODEL () 1 LOADPOLICY() o FrRA4#&fif]  NEWENFORCER()  BRZHTA
T LA R

BR & %A

it i Enforcer.EnableEnforce() /5%, AT LAZEHIEnforcer. 4B #ZEHN;, Enforcer.Enforce() ¥ s 2iklnl true.
{ERHAEAE (Bl meipolicy) ARZ5m. LU AR5

e := casbin. NewEnforcer (“examples/basic _model. conf”, “examples/basic policy.csv”)

7/ B AR
V BRAESL FHAT A G -
e. Enforce ("non-authorized-user”, “datal”, “read”)

/) TEIBLTHI 22 enforcer
e. EnableEnforce (false)

/) XHETIE R AR el true

e. Enforce (“non-authorized-user”, “datal”, “read”)

7/ BRI FHAT 78
e. EnableEnforce (true)

e. Enforce (“non—authorized-user”, “datal”, “read”)
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http://https//pkg.go.dev/github.com/casbin/casbin#Enforcer.LoadModel
http://https//pkg.go.dev/github.com/casbin/casbin#Enforcer.LoadPolicy
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GIEKEWE

B A
Casbin. js f— A~ A5 15 RIS o520 £ LR A0 Casbin TR AR A«

B

npm install casbin. js
npm install casbin

e
yarn add casbin. js

POETT 46

TR DAES R A NI RE AR manual #2K,  JRBE i AR .

const casbinjs = require(“casbin. js”);
/) BEHFRR
/] LAl Rl e datal fldata2FF H o] PL 5 Adatal
const permission = {
“read”: [“datal”, “data2”],
“write”: [“datal”]

// Hmanual BRI & HCasbin. jsFEEEF5)ik B IR

const authorizer = new casbinjs. Authorizer (“manual”) ;

BUEIRATE T — /M8 authorizer. & Ai1a] LUl id {6 FIAPI authorizer.can()flauthorizer.cannot() IR EEVF AT HIN] . X
24NAPIfIR [FME /& JavaScript Promise (4145 5 ArbAFRATINZ(E A then() IR [EMER777%, flln:

result = authorizer.can(“write”, “datal”);
result. then((success, failed) => {
if (success) {
console. log(“you can write datal”);
| else {
console. log(“you cannot write datal”);
}
1
// i AL Ndatal

cannnot() PAIRIFEJ7 g -

result = authorizer. cannot (“read”, “data2”);
result. then((success, failed) => {
if (success) {
console. log(“you cannot read data2”);
| else {
console. log(“you can read data2”);
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1
// s e LLiskidata2

fE LA, A success BRAE HRIRMEARMA A AR, WABRERMME true failed BARRIINTER R
HAEERI L P IR A6 5 o

B ZERAMReact Pk & H Casbin. jsHschr k.
RERE
Casbin. jsfe At 17— A58 F IR 7 SRR A0 i o7 190 42 1) B B i Casbin i 95— 4k .

1EYIERAL Casbin.js Authorizeritf /1] auto B IFRE /RIS omitbht, &2 A E PRI ATk .

const casbinjs = require( casbin. js’);

B JE diiCasbinfR %url
const authorizer = new casbinjs. Authorizer (
Jauto’, // #zC
{endpoint: ’http://your endpoint/api/casbin’}

/) BRI
// Casbin. js £ H315 4 ]G5 Casbin/iR 4 AR
authorizer. setUser ("Tom”) ;

/ PR
result = authorizer.can(“read”, “datal”);
result. then ((success, failed) => {
if (success) {

LRI

1

R, R EIFC— A2 O (10— RestAP) R OIEALB X GIF44 FaR M 25T uh . FEIRE APL 426254, 8
Casbin)sGetUserPermission PAGIERRY S . N &—4> Beego HEL 1R

I3 s 55 5 AR [ 2B T P 2%

“other”:”other”,

“data”: “What you get from ~CasbinJsGetPermissionForUser ”

/B

beego. Router (“api/casbin”, &controllers. APIController{}, ”“GET:GetFrontendPermission”)

/) A
func (c *APIController) GetFrontendPermission() {
/) TE GET 15 RIS H 3% . (i casbin subject”)
visitor := c. Input().Get(“casbin subject”)
/ e E— MG ICasbin EnforcersEf
c.Data[”perm”] = casbin. CasbinJsGetPermissionForUser (e, visitor)
/) PG B i o
c. ServeJSON ()
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[IEEESSE

NOTE HH CasbinJsGetPermissionForUser api A % #%Go Casbin Ml Node—Casbin. HIREHFEX Napi XFHEIES, F
IR AT issue BE B T ikib.

API 5%

« setPermission(permission: string)

o WHEBIRNR. H%IE manual B,

» setUser(user: string)

o WHEIESMIFEHIR. %A autoBih .

« can(action: string, object: string)

o KA SRR object $h4T action.

« cannot(action: string, object: string)

=

oA PR AN object #4447 action.

« canAll(action: string, objects: Array)

=

2 2 TS e fEobjects i T A7 4 S HhiTaction.

« canAny(action: string, objects: Array)

=

G2 R TS A objects HUAT R —ANT action.

&

H4i%#% Casbin.js

ATAT g4 niENode-CasbinflCasbin.jsZ [AI X 5l . &K, Node-Casbin &—/H Node)S FFEEsLIL
Casbin #%y, ‘BB S /E— iR TR, Casbin.js & — N EEH B 7L %/ i A6 ] Casbin AR R 5T HL (1)
FH P B 1T 5

W, BTN, B E S Casbin 9% IFAE R RS PATRAUHAT A Z 2 1

i A NJR BRI, AT A IR, RS AR R iR R RO SRS . R R S Bl P Ok EUR IR ) 9
KA T O I 4 P
i, T S B HOIN L R ) B oA A KU
i, DX 7 i A I 55 8 A RRATE (R A A TR X o
PAr 1A B iU Wi1E Casbin BismIF A T A, 5:b5 I, Casbin.js BA%CAR1ER S St i S OB . IEQIR
JERI, Casbin.js \—MEE MG IEHESE . XMEF 25 Casbin iRk 5 =2 R BUSAUR Bl 2 5
FERE LA Casbin.js St DRAE TS0 ELR 459

Casbin.js 6 1 LA B3R S RIPIA A Casbin 855 ANl S SR B, IR HL%& ) 3 55 I 55 B 2 7] 4% 325 Bl SRR
A BATIEE G 1R T B SRS AR A AL AT O 1 R P (X REIRAE 5 SR HIRIR , e i o i sl R L LA
FIBLR T Y 00— JCRT A . EAh, Casbin.js i AE A R AE S BUE B0 T AR AR 2 ) o1 MV IR 553 «
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PRt AT A I FE 24 4453 (https://casbin.org/en/editor/) TEARKIN s P 4R K Casbin B A SNg . e fefit 1 —28 b
kR LA AN X R D e, AUR AR TE & IDE—#¢.
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IDE i

IDE 4

IDE #Ef#
BATH IX L DESR F:
JetBrains

o T#: https://plugins.jetbrains.com/plugin/14809-casbin
o JEAEL: https://github.com/will7200/casbin-idea-plugin

VSCode (IEZEHI{E)

o JEMRIG: https://github.com/casbin/casbin-vscode-plugin
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