H

S
=
o

N

(=
H

%
N AFE
SRR
RGN
HE 24
U TR
T 5
NRESPNY

EREES

PN T A

SQL#E:AE

99 2817 >R

IR 25 #45% i T 4

Web % Iz}

Wi [ 4y 4

S B

Yy I 47 1)

IR

ARSCRS S H RSO (www.topgoer.cn) - 1 -



/\;H

1

(N EE X =]

T FF RN ARG 22 2185, B EAEEAPZ T RS SO SR AT 52 vT 4T 1 22 2 Y b 7
%o

B

3t DevSecOpsELE:, Ay EMIT A& o5 17 SNHid 22 e gmid i 5, 515 WL
s

My AT H
C/C++%4FhH 2021-05-18

JavaScriptZz4x{5#  2021-05-18

NodeZ 4454 2021-05-18
Go%4=fami 2021-05-18
Java =18/ 2021-05-18
Python% 45w 2021-05-18
SEER
A2z 44751 v HT LU 5t
o HRANZHEZ%
o YRS LA RAARKNE
o ZAEMMIFR
o JWiAEERRY
TR

Xl Issue s PR B AZIEIT W, 7~ PIan T

ASCRS £ s RO (www. topgoer.cn) F - 2 -


https://gitee.com/tgzhome/tencent-code-security-guide/blob/main/C,C++%E5%AE%89%E5%85%A8%E6%8C%87%E5%8D%97.md
https://gitee.com/tgzhome/tencent-code-security-guide/blob/main/JavaScript%E5%AE%89%E5%85%A8%E6%8C%87%E5%8D%97.md
https://gitee.com/tgzhome/tencent-code-security-guide/blob/main/JavaScript%E5%AE%89%E5%85%A8%E6%8C%87%E5%8D%97.md#2
https://gitee.com/tgzhome/tencent-code-security-guide/blob/main/Go%E5%AE%89%E5%85%A8%E6%8C%87%E5%8D%97.md
https://gitee.com/tgzhome/tencent-code-security-guide/blob/main/Java%E5%AE%89%E5%85%A8%E6%8C%87%E5%8D%97.md
https://gitee.com/tgzhome/tencent-code-security-guide/blob/main/Python%E5%AE%89%E5%85%A8%E6%8C%87%E5%8D%97.md

Friii: #JavaScript# MYE1. 3. 1% &Y
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1. [ IR
JavaScriptfRi% & ME R (1. 3. 145 MRAE BCE BFrHIMLJE 1589, T th7e

2. fRREW
AN FE R B R e

area. href. input. formaction. button. formaction
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CLaE

A7

RER S
1. L] Y1 KRR

o fEXTSlicetATHAERS, WAUHIBIK RS EVE, BilkfE/Fpanic

// bad: KAWrdatafJKE, A[S# index out of range
func decode(data [] byte) bool {
if datal0] == 'F && datall] == U && data[2] == "7 && datal[3] =="7 && d
ata[4] == 'E && datal[5] == "R {
fmt. PrintIn(”"Bad”)
return true

return false

// bad: slice bounds out of range

func foo() {
var slice = []int{0, 1, 2, 3, 4, 5, 6}
fmt. Println(slice[:10])

/) good: (€M datafy VA /EAzE &G
func decode(data [] byte) bool {
if len(data) == 6 {
if datal0] == 'F && data[l] = "U && datal[2] =="7" && datal3] =7
&& datal4] == 'E && data[b] == 'R {
fmt. Print1n(“Good”)
return true

return false

2. [BR]) nildgétHkr

ASCRS £ s RO (www. topgoer.cn) f - 5 -
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o BEATIRETERAEIS, ZUFIWZAREZ S Jnil, PiikfEpanic, JUHAEREAT A K

Unmarshalfsf

type Packet struct {

PackeyType uint8
PackeyVersion uint8
Data *Data

type Data struct {
Stat uint8
Len uint8
Buf [8]byte

func (p *Packet) UnmarshalBinary(b []byte) error {
if len(b) < 2 {
return io. EOF

p. PackeyType = b[0]
p. PackeyVersion = b[1]

/) HEREEET2, HA AEnew Data
if len(b) > 2 {

p.Data = new(Data)

// Unmarshal (b[i:], p.Data)

return nil

// bad: RFIWrIGEH2 7 Hnil
func main() {
packet := new(Packet)
data := make ([]byte, 2)

if err := packet.UnmarshalBinary(data); err != nil {
fmt. Println(“Failed to unmarshal packet”)
return

1

fmt. Printf (“Stat: %v\n”, packet.Data.Stat)

// good: HlBDatatqéf 27 Anil

A SR 3 R RS (www. topgoer.cn) ) - 6 -
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func main() {

packet := new(Packet)
data := make ([]byte, 2)

if err := packet.UnmarshalBinary(data); err != nil {
fmt. Println(“Failed to unmarshal packet”)
return

if packet.Data == nil {
return

fmt. Printf (“Stat: %v\n”, packet.Data.Stat)

3. [%51])] BHZE

o EHMTECFISFRIER, R IR, B RS N S S B

o

HRTCTT 5 B BUS N A 2 e

FORA 15 5 B BUS N A 2 1 B
i DR BE TR B Iy AN 2t LA I 43R
B R R AN 2 R DUAT 5 R

o

o

o

o LURI R 20 K AT K RE PR -

o fENHHZR T
o MERTRINK LB K/
o VEABANAT CUMERTEH T3

// bad: RIRHIKE, FEEL R H

func overflow(numControlByUser int32) {
var numlnt int32 = 0
numInt = numControlByUser + 1
JIXT K ERFNA Y, -FECEELL i
fmt. Printf (“%d\n”, numInt)
/M numInt, A FE-FECE AR

func main() {

ARSCRS f s RO (www. topgoer.cn) - 7 -
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overflow(2147483647)

// good:
func overflow(numControlByUser int32) {
var numlnt int32 = 0
numInt = numControlByUser + 1
if numInt < 0 {
fmt. Println(“integer overflow”)
return;

}

fmt. PrintIn(“integer ok”)

func main() {
overflow(2147483647)

4. [ 441] make B K ERHE

o fEdtfTmake M BCNAFIN, 7R EXIAMNETT AR AT RS, B IERE Y panic.

// bad
func parse(lenControlByUser int, datal[] byte) {
size := lenControlByUser

S/ XSGR EBEA W size, 1T EFIB %S Eipanic
buffer := make([]byte, size)
copy (buffer, data)

// good
func parse(lenControlByUser int, datal[] byte) ([]byte, error) {
size := lenControlByUser

/R 51 28 5] 55 T4 K 71 [
if size > 64%1024%1024 {
return nil, errors.New(“value too large”)

}

buffer := make([]byte, size)
copy (buffer, data)

return buffer, nil

5. [1X4i] 2 ikSetFinalizerfIB4- 9534 5] H [FrE
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o YRR MBGCIET RN AEZ AT, runtime.SetFinalizer() AT, BT
IR AW H R AR AR R A 5 " EARRE B GCIER AL, (A i T ik e
Finalizerfk#iisif7, M JCi%E 1 H runtime.SetFinalizer(), ‘S H brxt % Io3248 i ml i8R
A, AT s A A7 oV W

// bad

func foo() {
var a, b Data
a.o = &b
b.o = &a

S/ IEEEH G, SetFinalizer () TGy IE i i fH

runtime. SetFinalizer (&a, func(d *Data) {
fmt. Printf (“a %p final.\n”, d)

)

runtime. SetFinalizer (&b, func(d *Data) {
fmt. Printf (“b %p final.\n”, d)

1))
}
func main() {
for {
foo ()

time. Sleep (time. Millisecond)

6. [ 7] #ZiEES i channel

o HEERIM—BAETRFEREAR H, S BB Yl E i 5w SR 7 EE RN
channel, W&flkiziTH 24, Mg DoSHH: .

// bad
func foo(c chan int) {
defer close(c)
err := processBusiness()
if err != nil {
c <=0
closele) // EEFEchannel
return
1
c <— 1

ASCRS £ s RO (www. topgoer.cn) F - 9 -
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// good
func foo(c chan int) {
defer close(c) // f&}defer#EiRFHlchannel
err := processBusiness ()
if err != nil {
c <=0
return

1
c <-1

7. LA0] HREAPHERTREIR H

o REI—AMREM S DA, EREABENELT, WRERRE BEIR I ET,
TR T hRE sk & 78, B S I SRIRTGIERL, TR RN AR ER .

// bad: PHEEIZA R’ EIRH FAF
func doWaiter (name string, second int) {
for {
time. Sleep (time. Duration (second) * time.Second)
fmt. Println(name, ” is ready!”)

8. [##] ~MfHunsafefd

o fHiFunsafeflgeid T Golang MW AL A EN, — MR UE - ZERA LA, SN
TERR, Rl i iz, &0 Hunsafet  (Efasr, WML <25 .

// bad: #HilunsafetE(EIR1G75%f
func unsafePointer() {

b := make ([]byte, 1)

foo := (xint) (unsafe. Pointer (uintptr (unsafe. Pointer (&b[0])) + uintptr (Oxffff
fffe)))

fmt. Print (kfoo + 1)

// [signal SIGSEGV: segmentation violation code=0x1 addr=0xcl00068f55 pc=0x49142
bJ

AT RS A b RSO (www. topgoer.cn) 47 10 -
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9. [i#E¥] NMiHslicelE ARBAS

o slice@ 3| HIRA, EAEARBASH R R IEALE, Xslice B Bith 2R [ 4R K

// bad
// slicelEEREN ST 2 b £i%
func modify (array [lint) {
array[0] = 10 // XA Zslicel]it & 152057200 J7 16 57
}

func main() {
array := [lint{l, 2, 3, 4, 5}

modify (array)
fmt. Println(array) // output: [10 2 3 4 5]

// good

/) BATERASH], T AZEslice

func modify(array [5]int) {
array[0] = 10

}

func main() {
/) AEASH, B Fslice I X B
array := [5]int{l, 2, 3, 4, 5}

modify (array)
fmt. Println(array)

A SR 3 R CRS (www. topgoer.cn) % - 11 -
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SCArBRAE
1. (4] BEFERE

o (EBHATSCPFERARRS WSRO SRR AR NI SCAF 2 RMPR ], P BE P BUE RS R EE R
SAFEN, PEA RSB HAT .

// bad: (FEIXAFEEH
func handler (w http. ResponseWriter, r *http.Request) {
path := r.URL. Query() [“path”][0]

/) RILPEANFEEFE, A E-FETE L
data,  := ioutil.ReadFile(path)
w. Write (data)

/) XTGP EBEA B A4 3, 1 75 B R E 2 T AL, . /AR 7B XA
data, = ioutil.ReadFile(filepath. Join(” /home/user/”, path))
w. Write (data)

// bad: FEXHFEA
func unzip(f string) {

r, _ := zip.OpenReader (f)
for , f := range r.File {
p,  := filepath. Abs (f. Name)

/) RBUFER A5, FIREFEL. . /FE R T, (FREXMBEESA
ioutil. WriteFile(p, [Ibyte(“present”), 0640)

// good: ILEIEATHI X FE AT CE. . B2 FBFFIF 777, B FEEA
func unzipGood(f string) bool {
r, err := zip.OpenReader (f)
if err != nil {
fmt. Println ("read zip file fail”)
return false

for , f := range r.File {
p,  := filepath. Abs (f. Name)

if !strings.Contains(p, ”7..”) {

A SR 3 R SCRS (www.topgoer.cn) 4 - 12 -
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ioutil. WriteFile(p, [lbyte(”“present”), 0640)

}

return true

2. LAY SOV RBURR

o HRAR QIR SO BB PE B B L VT AR, A 1L RO e FE R BUR P B
pitn, WESCHBRS: | —rwr——

ioutil.WriteFile(p, []byte(“present”), 0640)

AT RS A B R SCRS (www. topgoer.cn) - 13 -
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RGO
1. [AF] L PUTRE

o fif
H  exec.Command .  exec.CommandContext .  syscall.StartProcess . os.St
artProcess ZFEHRHEN, F—NSE (path) BN ANER, AT E 4% 50 e ]
PAT A2, AfevrfEAN bash . emd . sh @b

o f#ifl exec.Command . exec. CommandContext 4R %, @
it bash . emd . sh ZfEshell, -c/EHISE (arg) PHEANEREN, MidiE\n
$ & ;| () BB E T

/" bad

func foo() {
userInputedVal := “&& echo 'hello’ ” // 1S FEN 1Z2 & H
cmdName := “ping ” + userInputedVal

(/R BT SF FBIN A B AP AE iy SVEANFA, G sh il & i STEA

cmd := exec. Command (“sh”, “—c”, cmdName)
output,  := cmd. CombinedOutput ()

fmt. Println (string (output))

cmdName := “1s”

/) RFWBT S SN A 27 A2 T i
cmd := exec. Command (cmdName)
output,  := cmd. CombinedOutput ()
fmt. Println(string (output))

e il
// 800c

func checkIllegal (cmdName string) bool {

if strings. Contains(cmdName, “&”) || strings.Contains(cmdName, ”|”) || strin
gs. Contains (cmdName, ”;”) ||
strings. Contains (cmdName, “$”) || strings.Contains(cmdName, 7 ”) || stri

n>n” ‘ ‘

ngs. Contains (cmdName,
strings. Contains (cmdName, ”(”) || strings.Contains(cmdName, ”)”) || stri
ngs. Contains (cmdName, “\””) {
return true

A% SR B R SCRS (www.topgoer.cn) i 4E- 14 -
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}

return false

func main() {
userInputedVal := “&& echo " hello’”
cmdName := “ping ” + userlnputedVal

if checkIllegal (cmdName) { // #ZF (%45 shifir &2 &5 G HFHFHF
return // fFAEFFIR T 1T EZreturn

}
cmd := exec. Command (“sh”, “—c¢”, cmdName)
output,  := cmd. CombinedOutput ()

fmt. Println (string (output))

AR s BRSO (www. topgoer.cn) F - 15 -
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BfsRe
1. [A0] M BERATLS R

o WASCARSIIEAE Vil B 3T O R R K e A XK, P B A BhFR G i RE S 80 2 24
AR, PR A AR F 28 /D TLS ) 22 438 A5 77 AARIEIEAE %24, Bl ingRPC/Websocket#fif#
HTLS1.3.

'/ good
func main() {
http. HandleFunc (“/”, func (w http. ResponseWriter, req *http.Request) {

w. Header (). Add (“Strict-Transport-Security”, “max—age=63072000; includeSubDom
ains”)
w. Write ([Ibyte (“This is an example server.\n”))

1y

/IR A D & E 15 -5 /£
log. Fatal (http. ListenAndServeTLS (”:443”, “yourCert.pem”, “yourKey.pem”, nil))

}

2. (3] TLS B HiEBRF

o TLSUEF N 2 A %00 AR, HACEIEFIRERA, AP PR IR 55 v 2 E FIE 558
il

// bad

import (
“crypto/tls”
“net/http”

func doAuthReq(authReq *http. Request) *http. Response {
tr := &http. Transport {
TLSClientConfig: &tls.Config{InsecureSkipVerify: true},

1

client := &http.Client {Transport: tr}
res,  := client. Do (authReq)

return res

ARSI B R SCRS (www. topgoer.cn) - 16 -



// good

import (
“crypto/tls”
“net/http”

func doAuthReq(authReq *http. Request) *http. Response {
tr := &http. Transport {
TLSClientConfig: &tls.Config{InsecureSkipVerify: false},

}

client := &http.Client {Transport: tr}
res,  := client.Do(authReq)

return res

A SR I RSO (www.topgoer.cn) # - 17 -
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Rl TR 3

BRI RT
1. [64] BRBE B VIH

o B HURE B gRIDAEREEY, BEVRES K BURE BB BRI, B e
Y3 1 M P
o HAME LRSS HEFHEHEER

2. [AZR]) SUBREEsh

o R nZN RN EEER, %2 R 7 BUR R SR BURAE B R
o AREAEH SR CBIE I SCHESFIE SCE) | UG R
o XF iU KIBURE R, AT A B B R

/" bad
func serve() {
http. HandleFunc (" /register”, func(w http. ResponseWriter, r *http.Request) f{
r. ParseForm()
user := r.Form. Get (“user”)
pw := r.Form. Get ("password”)

log. Printf ("Registering new user %s with password %s.\n”, user, pw)

)
http. ListenAndServe (”:80”, nil)

'/ good
func servel() {
http. HandleFunc (“/register”, func(w http.ResponseWriter, r *http. Request) f{
r. ParseForm ()
user := r.Form. Get (“user”)
pw := r.Form. Get ("password”)

log. Printf ("Registering new user %s.\n”, user)

ﬁée(pw)

})
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AR

=

http. ListenAndServe (“:80”, nil)

o BRI GET k. AR, B 75507 il i BUR(E 2

3. (U] BURBHEF%

o RUBCKHE A FISHA2 . RSAZERVLIEAT N A7 6k
o TRURHCHE N AE ARSI AE A = JRAE S IR JZ TR U R P24
o AT RBURAE BRI SR ERGEAE — BAN P R5 BN ST 2 I R

4. LAZR] R AEEMH BB

o NAHEMf Hpanic. recover. deferib® R4 5, G A S S50 H BT

defer func () {
if r := recover(); r != nil {

fmt. Println (“Recovered in start()”)

}
1O

o XPHPAEIZEIETIT H debugéia, SCRHAR FPIsAT H S i 2 Al i

BRI
dlv —listen=:2345 —headless=true ——api-version=2 debug test. go
IEH) £

dlv debug test. go
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kg
1. LAR] NSRS HR/ 5 H

o (ERHATHI BB, N EASERAERT, ASEACAS B S i  H B AT I AR
VB C B AT A B A I B

// bad
const (
user = “dbuser”

password = “s3cretp4ssword”

func connect() *sql.DB {
connStr := fmt. Sprintf (“postgres://%s:%s@localhost/pggotest”, user, passwor

d)
db, err := sql.Open(“postgres”, connStr)
if err != nil {
return nil
1
return db
}
// bad
var (
commonkey = []byte(”0123456789abcdef”)
)
func AesEncrypt (plaintext string) (string, error) f{
block, err := aes.NewCipher (commonkey)
if err != nil {

return 7”7, err

2. [A] BEHAFERE

o TEAEAIXIARE M ENEN, FERPGFINESY. D50 Uk, WsEE, mhEddr
XK SR N s . HAh BO AU B i, w] DA AR 5955 5 AU fR I 3

A RS A B RSO (www. topgoer.cn) i 20 -
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#,
3. [#EF] MERSHFRHEE

o LEMEAIINE SRRy, AU I sm R8s 1 Bk

crypto/des, crypto/md5, crypto/shal, crypto/rc4%E.

ARSI HB R SCRS (www. topgoer.cn) - 21 -



IRUESray
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ENFRIER
1. [##] FHregexpi#fTENRER LA
o EMFA RS A AT TDoSKL, JEMURS AT, HE#4 Hregexp Lt IE
Lk ITHT. regexplRiE T 4 Vi PR R HERO S, HHARAT IS, 4% SERIAT 51 920
HEAF T AL, (Fregexp /R ckE Bl F IE NIk AURF e, finll 25 OB HEASE, Tllregexp

ANEAH
o [Al#5| FIBackreferencesfli& % Lookaround

// good
matched, err := regexp.MatchString( a.b , “aaxbb”)

fmt. Println(matched) // true
fmt. Println(err) // nil (regexp is valid)

ARSCR f T RSO (www. topgoer.cn) 1 - 22 -
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YN L
SQL#E
P48 R

IR 55 B8 i VL
Web#3,

W 4 H
SEEHE

i I el
FHREY
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LN

PN L

AN
1. [AZR] #REGHAT RS

o FTASMNEMAKIZE, BAEH  validator #E4TH RS, KA S EFREAR T HdE

I AN CTTREN = NI €T AR CRST [ W L v IS BN ) VA [

// good
import (
“fmt
”github. com/go—playground/validator/v10”

”

var validate *validator.Validate
validate = validator. New()
func validateVariable() {

myEmail := “abc@tencent. com”
errs := validate.Var(myEmail, “required, email”)
if errs != nil {

fmt. Println(errs)
return

S/ FIERAT

Y B, AT

o Tkl (44 BRI 1 A
A html.EscapeString .  text/template 8¢ bluemonday Xt < >, & ,”

FAFREAT I IE B A

import (
“text/template”

// TestHIMLEscapeString HIMLHFHKF1F3% X
func main(inputValue string) string/{
escapedResult := template. HTMLEscapeString (inputValue)

2% SR B RSO (www. topgoer.cn) 4 - 24 -
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return escapedResult
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SQL#:AE

SQL#E
1. [X41] SQLIEABRINERA MR EH S TR

o {fifl database/sql HKIprepare. Queryzifii HHGORMZORMHf7SQLEAE

import (
”github. com/ jinzhu/gorm”
_ “github. com/jinzhu/gorm/dialects/sqlite”

type Product struct {
gorm. Model
Code string
Price uint

var product Product
db. First (&product, 1)

o MHZHCEN), EPHESQLIES], AN T ANSHH Torder byl 4 1) 2 it

LA

// bad
import (
”database/sql”
7 fmt”
"net/http”

func handler (db *sql.DB, req *http.Request) {
q := fmt.Sprintf ("SELECT ITEM, PRICE FROM PRODUCT WHERE ITEM CATEGORY="%s’

ORDER BY PRICE”,
req. URL. Query () [“category”])
db. Query (q)

// good
func handlerGood(db *sql.DB, req *http.Request) {

2R SR B RSO (www. topgoer.cn) 4 - 26 -
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S/ EH? 7
q := ”“SELECT ITEM, PRICE FROM PRODUCT WHERE ITEM CATEGORY="?" ORDER BY PRIC
5
db. Query (g, req.URL.Query() [“category”])

ARSCRS S H RSO (www.topgoer.cn) i - 27 -
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o] 24 3R

PIZEER
1. [AZ0] RIFERLIBEAE

o il “net/http” FHI¥E http. Get(url) . http. Post (url, contentType,
body) . http. Head (url ) . http. PostForm (url,
data) . http.Do(req) B, MIAZRAEANEAE GENSEHPEAZRED , RIXFIER
H bR ZEAT A% 1) 2 A

o UIENRBEIAZ TEE SR, MR a.qg.com Ml b.qgq.com , NEHAZH
PR A EH B8, NS E D IR

o 5 14, HAVFHTTPE(HTTPS MY

5 2 8. T HARURL, RICEHOST

o

o ¥ 3 4. MHTHOST, FKHXHOSTHE A IPHk4% #e i Long MY

%40, lAEIPHILER G AAMIP, FEA:

o

/7 CIRFCIE X HTE B M2 RB, W HE XA PETRIIAZE LT [ 812
10.0.0.0/8

172.16.0.0/12

192. 168. 0. 0/16

127.0.0.0/8

o % 5. WHRKURL

o 6 4. WAEkE, BEEEIITL, SNELRIRRipARA, MURLAGEE K

o B  encoding/xml  ASZERAMBSLARGIH, A# % EE AT E A xxe s

import (
“encoding/xml”
“fmt”
" 08"
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func main() {
type Person struct {
XMLName  xml.Name ~xml:”person”
1d int “xml:”id, attr”
UserName string  xml:”name>first”

Comment string xml:”, comment”

v := &Person{Id: 13, UserName: ”“John”}
v.Comment = ” Need more details.

enc := xml.NewEncoder (os. Stdout)
enc. Indent (© 7, ” ”)
if err := enc.Encode(v); err != nil {

fmt. Printf (“error: %v\n”, err)
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JIR 5 2% Y IE e
1. [AZE] AR E S I8 50 E

o fli] text/template B3 html/template & JUASiAR I 25 (4 Zh N S5 N
O S NN EZE NS

// bad
func handler (w http. ResponseWriter, r *http.Request) {
r. ParseForm ()

X := r.Form. Get ("name”)

var tmpl = <!DOCTYPE html><html><body>
<{form action="/" method="post”>
First name:<br>
{input type="text” name="name” value="">
<input type="submit” value="Submit”>
Sform><p>  + x +  </p></body></html>

t := template.New(“main”)
t, = t.Parse(tmpl)
t. Execute (w, “Hello”)

// good
import (
“fmt
”github. com/go—playground/validator/v10”

”

var validate *validator.Validate
validate = validator. New()
func validateVariable (val) {
errs := validate.Var(val, “gte=1, 1te=100")//FRHI L2 1-100F] 1EEE %]
if errs != nil {
fmt. Println (errs)
return False

}

return True
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func handler (w http. ResponseWriter, r *http.Request) f{
r. ParseForm ()

x := r.Form. Get ("name”)

if validateVariable (x) :
var tmpl = <!DOCTYPE html><html><body>
{form action="/" method="post”>
First name:<br>
<input type="text” name="name” value="">
<input type="submit” value="Submit”>
Sform><p> + x +  </p></body></html>

t := template.New(“main”)

t, = t.Parse(tmpl)

t. Execute (w, “Hello”)
else:
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Web# 1

Web % I,

WebB 1,
1. [A40] BB R IEILECORS FR#IE R IR

o CORSIERMRY A 0] S 2 fgUsfs Sl RN 24 ™ 4% 15 B Access-Control-Allow-
Origin i F [F] Y5 S ug HEAT IR

// good

¢ := cors. New(cors. Options {
AllowedOrigins: [Jstring{"http://qaq.com”, “https://qq.com”},
AllowCredentials: true,
Debug: false,

D)

//GIA A [E]
handler = c.Handler (handler)
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] )57 4 HH

i 7 A H

el 3 HY
1. L] B IEHKHTTPR M ERE

o Nk Content-Type 5 SEPrm N N ZS, NORFF—F. Wi: AP N s 80 Zjson, i

MNIAER  application/json ; #roAxml, MEEN  text/xml

2. [AZR] HmEEm Rk

o RN, T, WMk  X-Content-Type-Options: nosniff
o FTEHZO. UM, WIMMINSk  X-Frame-Options . #& A HKEHL VG,
#5:  DENY .  SAMEORIGIN .  ALLOW-FROM origin . JH#EZ%: MDN Y

3. [BA]) A APFHERIHT TP R L B BE T I8

o RS AN T S BRI HT TP RSk b, il 45 75 B2 00 75 2 3o 8
Bo\r o \n FEHATE, BUCEIRLLIET HUT RS AN o

4. [BH] S APHESIresponse I BT BT 4 g AL 3

o HHhtmI T s AR A htmI DT 1, HEZE ] text/template  H3WHwAY, B3
1  html. EscapeString 8% text/template X < >, & ,7 EZEEFHATHG.

import (
“html/template”
)

func outtemplate(w http. ResponseWriter,r *http.Request) {
paraml := r.URL. Query (). Get (“paraml”)
tmpl := template. New(“hello”)
tmpl, = tmpl.Parse( {{define "T”}} {{. }} {{end}} )
tmpl. ExecuteTemplate (w, “T”, paraml)
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SR R

mUEH

SiEEHE
1. [ A] Z&e4'sessionfE B

o JHPUESEN N E A session, 1B H S i Hsession.

import (
“net/http”
”github. com/gorilla/mux”
”github. com/gorilla/handlers”

// Bl cookie

func setToken(res http. ResponseWriter, req *http. Request) {
expireToken := time.Now().Add (time.Minute * 30).Unix ()
expireCookie := time.Now().Add (time.Minute * 30)

cookie := http. Cookie{
Name: “Auth”,
Value: signedToken,

Expires: expireCookie, // 1/ 444
HttpOnly: true,
Path: /7,

Domain: “127.0.0.17,
Secure: true

http. SetCookie (res, &cookie)
http. Redirect (res, req, “/profile”, 307)
}
/) Wgcookie
func logout (res http. ResponseWriter, req *http.Request) {
deleteCookie := http. Cookie{
Name: “Auth”,
Value: “none”,
Expires: time. Now()
1
http. SetCookie (res, &deleteCookie)
return
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SR R

2. [%%i] CSRFBi{F

o WRARGBUSRERAE ST SIEURE B D RS, Referer  EGURM  csrf token .

// good

import (
"net/http”
”github. com/gorilla/csrf”
”github. com/gorilla/mux”

func main() {
r := mux. NewRouter ()
r. HandleFunc (“/signup”, ShowSignupForm)
r. HandleFunc (“/signup/post”, SubmitSignupForm)
J/MEHesrf token#ilF
http. ListenAndServe (”:80007,
csrf. Protect ([]byte ("32-byte—long—auth-key”)) (r))
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V7 7 ]

T 18] 5 |

Vi I
1. L2 BRINEAL

o BRARBIRSE ARG BN ARSEBONAT B O aiE, A E A4 5005 sUBO0T AN TR 2
TIE 4% B DT

o HEVRIRIONLE R R A G, DR MU BN, BRI, sz A AT
BRI, BRAT . R A A

o VR E B AR I BB 1S b ZRIGIE 6 SRS T B A B AU, 8 G A R AR

— e

select id from table where id=:id and userid=session. userid

o WAMIIKSHRMIIARSHER Q@ = BE Fx, ARRSMEM S8R
MR5s  Eak, HAE K S B 8 S IR 55 7 EE A NG UE A S IR BIE

SRS A b RSO (www. topgoer.cn) - 36 -



IR

HRARY
HREG
1. (0] FIEER A EERR R 2R

o EMEAFEBIAE, HIFEF AR TEANRGHME, BT A ERN R A E
PR TS, ERRIAT A R .

// bad

func main() {
runtime. GOMAXPROCS (runtime. NumCPU () )
var group sync. WaitGroup

for i :=0; i < 5; i++ {
group. Add (1)
go func() {
defer group. Done ()
fmt. Printf ("%-2d", i) //XEFTEHIITi AT
10
1
group. Wait ()

// good

func main() {
runtime. GOMAXPROCS (runtime. NumCPU () )
var group sync. WaitGroup

for i :=0; i <5; i++ {
group. Add (1)
go func(j int) {
defer func() {
if r := recover(); r != nil {
fmt. Println (“Recovered in start()”)

}
group. Done ()
10
fmt. Printf ("%-2d", j) // MG G52 E
YE) 1 AE R R AHE 48 P e
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IR

group. Wait ()

2. [] #Zik3H R Emap
o RS maps S R EOE AR, BB

// bad
func main() {
m := make (map[int]int)
S/ HEREE
go func() {
for {
_ = m[1]
}
1O
go func() {
for {
m(2] =1
}
10
select {}

3. [%41])] #atRIFRZE

BRI SRR IR 22 2 ), T SEOER IS R, HE Rl 2 IR et T
SR T BT

i DB = A

// good
var count int
func Count (lock *sync.Mutex) {
lock. Lock () // 15 4
count++
fmt. Println(count)
lock. Unlock () // MEE i, (Ffif—"1Lock () 8{RLock () 275 ZARUEXNT A Unlock () BRUn
lock ()
}

func main() {
lock := &sync. Mutex {}
for i :=0; i < 10; i++ {
go Count (lock) //fEiL7641 42 T By il BREL A T8 AL F A — 2L
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IR AR

1
for {
lock. Lock ()
c := count
lock. Unlock ()
runtime. Gosched () /& Hilbf [A] F 25
if ¢ > 10 {
break

o ffiff] sync/atomic HUTIETHEAE

// good
import (
” Sync”

”sync/atomic”

func main() {
type Map map[stringlstring
var m atomic. Value
m. Store (make (Map) )
var mu sync. Mutex // used only by writers
read := func(key string) (val string) {
ml := m. Load(). (Map)
return ml [key]
1
insert := func(key, val string) {
mu. Lock ) // SiEESA [FH
defer mu. Unlock ()
ml := m. Load(). Map) // FAstruct 45
m2 := make (Map) /) G
for k, v := range ml {
m2[k] = v

}
m2[key] = val
m. Store(m2)  // HEHIEACHHIN R

, _ = read, insert
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