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Microsoft Windows HP [hf 5.1.26881
‘5 1985-2801 Microsoft Corp.

C:“Documents and Settings*wother>netstat —na —p tcp
ictive Connections

Address
A:88
135
t445
3386
3389
LB A6
5988
8888
TGP .1:1826
TCP .1:36897 LISTEMING
TCP 5 .2.188:139 LISTENING
TCP 122. .2.188:1412 5 .1.184:8123 ESTABLISHED
TGP 1922, .2.188:1428 5 1.181:2693 ESTABLISHED

Proto
TGP
TCP
TCP
TCP
TGP
TCP
TCP
TCP

Address Btate

LISTEMING
LISTEMING
LISTENING
LISTEMING
LISTEMING
LISTEMING
LISTENING
LISTEMING
LISTEMING
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7 N%im B HIERIEN, WLIEH, EF 192.168.2.100 FTERT NAT HIAK IP:
192.168.1.102 &7 | TCP &%,

A\FIRDO¥S =ystemnd2icad. exe

ICP 192.168.3.188:1888 192.168.1.1684:49988 TIME_MAIT
ICP 1922.168.3.188:1889 192.168.1.1684:8125 TIME_UAIT
ICP 192 .168.3.188:1693 192 .168.1.164:47641 TIME_WAIT
ICP 192.168.3.188:18%94 192.168.1.1682:1369 ESTABLISHED

C-“Documents and Settings“Administratorinetstat —-na —p tcp
Active Connections

Proto Local Address ve 1 State

ICP B.8.8.8:135 H LISTENING
ICP B.0.8.8:-445% LISTENING
ICP A.A.8.68:3877 LISTENING
ICP 127.8.8.1:1825 .8.8. LISTENING
ICP 192 .168.3.1098:139% .A.8.8: LISTENING
ICP 192.168.3.10A:1824 I I TIHE_UAIT
ICP 192 .168.3.1068:1024 168, TIME_UWAIT
ICP 192 .168.3.108:1885 I TIME_UAIT
ICP 192.168.3.108:1886 I I ESTABLISHED
ICP 192 .168.3.1068:1088 1681, TIME_UWAIT
ICP 192 .168.3.108:18897 I TIME_UAIT
ICP 192.168.3.180R:18%3 1681, TIME_UAIT
ICP 192 .168.3.1688:18%4 -168.1. ESTABLISHED
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C:\Documents and Settings“Administrator> B
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Abstract

NAT(Network Address Translation) is becoming increasingly prevalent, and supported by many
firewall devices. Now most solution implement base on UDP. Unfortunately, compared to UDP,
establishing TCP connection is more complicated. Because TCP need a three-way handshake to
establish a connection. This paper investigate the rationale and taxonomy of NAT, analyzes the current
methods used for UDP Traversal, proposes and implements a TCP Traversal solution based on STUNT.
This solution first send a low TTL syn to get a ICMP error message from local NAT. then fake a TCP
connection use the TCP sequence number and other information from that ICMP message. At last,we
implement and test this solution. Prove it is feasible.

Keywords: TCP; NAT; STUN;STUNT;

Ve FEW, 59, 1983 4F4:, fi-LIoTA, FEWIS T 1A NAT k.



