H =

AN
PN GO EAS
Prometheusfij/
#JiiPrometheus
‘ZX#:Prometheus Server
fii FHNode Exporters%4 £yl 55
fi FI Prom QL7 iy 13 % B
o 45 O AT AL
F 55 FSE A5
Prometheust% 0 2H1F
NG
HZPromQL
PR AR ] 5 471
MetricsZ i
#JiRPromQL
PromQLIg{EFF
PromQLE & #:4F
PromQL & R %L
FEHTTP APl f{PromQL
ARSI 4 SRR USE 7%
/NG
Prometheus % kb3
Prometheus % fiij /1
A & X Prometheus 2 # i
#h# AlertManager
Alertmanagerfic & ik
BT AR ) 2 b P B
fii FHReceiverfZ it &5 B
R &R 4
£ Slack
AN
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SERETET: 3T Webhook 4
T BT A
37 i P 1
{§i FHRecoding Rulesfiifb 1 fig
/NG
Exporterifi#
Exporter@& {4
W HExporter
AR iiE: cAdvisor
HEMySQLiz17R#4&: MySQLD Exporter
W 258 Blackbox Exporter
fli FHJavaH 5& X Exporter
ffF Client Javaty & Exporterfs)¥
7 M. H N B Prometheus 2 F
/N
Him 5L
f# FfiConsole Template
Grafanaff) A&
Grafana5 ## nT #i 4k
Bikiats. GraphiEik
SAiGeit: Heatmapiiiti
LHPIRA: SingleStatii
FitRk kb Dashboard
/N
L5 mATH
A HAF i
TTEFRAFiE
WS T
Prometheusi Al ]
Alertmanagers n] A
/NG
Prometheusfii %5 & 8l
Prometheus5 ik %5 k& 81l
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BT 3O AR S5 R I
T Consul it i 45 & B
Ik 55 % I Relabel
/N

¥ Kubernetes
#JiKubernetes
& Prometheus
Kubernetes T i i % & 21
Wi ¥EKubernetes4E#f
HF Prometheus it 3 A 4
/N

Prometheus Operator
t+4 7 Prometheus Operator
i H Operatori #Prometheus
1 i Operatori& ¥ s 5 i &
7£Prometheus Operator 1§ i 5 & X il &

NG

ARSCRS S H RSO (www.topgoer.cn) 4 - 3 -



EoR LEA I

X B EERCAEALinux RS L DockerHi R — @ AR, WAl %)ava, GolangiXFEIgmfEiE s, EAT R
A S HELE BN BHR T F .

AKFEEH: https://github.com/yunlzheng/prometheus-book

H1%, fEPrometheusH:fliffigrd, wid—/ME R LEE (i fHPrometheus R4 F AL RIZEAE) K T ffPrometheus/&ft
Qs B4, LIS IR RS st ) S A T A B BE X Promentheus i — NS AR I B AR R AR .

2%, AW THEIPrometheus AR B, DLREHAF AL, [FI 222 2] 2 @i{a R Prometheus AHE 1) 15 &
PrmQL(Prometheus Query Language)xf i HdEdir &ifl. Ba. iHE%.

3%, BATE S BAE Sy, (ENRIE AR E IR )1 —, BAAHEHE LN TR RSN, X R
B I W fEPrometheus s H 5 U ZRUN,  [FIN T f& a7 4 AlertManagerst & & F 47 4b 22

FA%, /réHPrometheusH —L85 Y Exporter i 75t UL 51k, 2 ek &t # i@l JavafGolang L H & X
[Exporter, [FIM 1 a0 i AE BiAT B R 48 L st Prometheus Sc i, AT ST FH 2 T (1 1 42 36t 4

MHELZRFATZ IR HR AT R Y, X R MR B IS 4 N RO nT LRI S, JF HLERS i /1] Prometheus
HKTER—EERA N H AR5 . R PR WA 2R B Prometheus @ 2 AR 7 -

#5%, "You can't fix what you can’t see”. FHALRIEIEIIZ O HIRZ —, XK 24T Grafanaix —n #i46 LA Ll
IR AL, I BT EGrafanaff y—ANiE A T ik A2 il 5 Prometheus AT lC A 11 .

6w, e TRl Prometheus RS A BLRE DT, B B A IS Le 55 S 45 K BRI SS o Rl 2P Bl
waCEG T, BRI QA R A ARG TS, RS I B 2 R I H bR, BEREFE ) T fk Prometheus iz 4
EIIMENE

H7%, FERADTIEIL N Prometheusie s feka 58 O LU F /i I AR AR (AR BE,  (HUZ 2 i1 H AR BHI DL Bt AR A
FEORRI, FAT T LB Prometheus id Jig 23X — & 45 i 8 i i Prometheus s vl I 75 I AE 7T -

H8w, X T RIAIM A ALEE L S Kubernetests & 617, X B IRAT& w41 S AT Kubernetes i — AMEAR AR, I

HiEidPrometheus @RI AR = IE RS . I HAHaT@E T Prometheus 5 Kubernetes 4t & S BN 2 - [ g A
4ii o

ASCRS £ s RO (www. topgoer.cn) F - 4 -
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Pl
\m
H

PN

NCIDE

ARBAENEPBTER, AW S T MPrometheusHI T tH4A2E, Prometheus & aifi ok 22 (1) M5 451 & v B s H oy T~ —
AW RGO 1% o (AL 3t — AN A7 B 451 77 A5 BE T i Prometheus /& 40T TR, M T fitPrometheus i — Lk

FAY &S Al S

« Prometheusfiiit44:
o ffifiPrometheusi# EH1
o PromthuesfytZ C 41 Rtk &

ASCR S R OO (www. topgoer.cn) f - 5 -



Prometheusf#/

Prometheusfaif)

Prometheus# 3 % T-GooglefjBrogmoni{s £4; (HMIKubernetes & \GoogleftiBrog £ 4451 2K) , M20124ETF
i AT Google TAii7E Soundcloud AR M AT R, F BT 201545 F st /& A - MARR A . 201645 J 4k
KubernetesZ i N2 — AN IEXUIMACNCFRE S 2T H, [AFE6H IEXRAIL.OMA . 201 74K AKAG T 5T A8 fE66212.0
WA, BRI SRR G o FEES.

Lots of work on:

. P"O"f'_'I_ES'fSEUS 2.0 prep Very soon now!
January 2015 July 2016 : ::::ote read/write Prometheus 2.0
Publicized Prometheus 1.0 e _and much more
) 20 20, 20, 20, @) >@)r---->
Fall 2012 May 2016 August 2016 August 2017
Created Joined CNCF PromCon 2016 PromCon 2017

PrometheusfE N — R = EAMEE 28, H D& #iE650+0 51k % 2 5 %|Prometheusfiff &k LI L, I Hiid
120+ 0158 =TT o

B3 B

1t (SRE: Googleiz#4tf#) — iR, WisRGH U AN AR B i, Wil AaEaens 1 gL A i
PRag AT RAs, I or Mg 15 bR UL EE RENS 00 W] RE B RA 10 R, AT X VS £ A A R SR AT A AL . T SR s, W LA
HTTPHREF, TCPIRETSE, WTLAE R G m 55 11 2B N RE s BB AN SR N b AT b B, Sl iy se i i &, A
AR H #:

o RKIUEEE BT I MR AR IR SR G, MR AT KU S A . Bl S A A (AL
FNE, AT AT DA A TR A R A 2 IR )5 55 5 2R B AT 2

o NFMEIAT: ARSI R GUSAT BRAE IB DL S W0 2 FEA R BT 0L T RGO AR B a2 J i i Be s
J5 fE AT ZGEREAT BRER AN LA

o . RGPS MUK DU, R AR S R SN I T B, AT RE NS0 1] RELEEAT PR P b B N B
TR DR A A 8 G I 55 (R R«

o WRANT S AL BRSO AT AT AR I . S X AN IR s s LR P S R AT, BR S AR B
GRARIR i

o B AL, S P OCR AL RENS FLESRIA SR ISR BRI O LRSS IS RS EEMIE R .

5ERLEZERGHLER

MR RS, WNagios. ZabbixfH i s, HEIEARRRIFRf R BRI, X HLINagiosyfl, Wi FE R~
Nagiosilifs REHIIEA LR :

A SR 3 R RS (www. topgoer.cn) ) - 6 -



Prometheusfii/;

Administrator browser

send-nsca
l nrpe Linux
Nagios Daemon snmp

Web Service NSCA

—_— naclient++

. — Windows

Nagios
NodUtils plugins

Nagiosff) = Z e PRk oS M EHL. Nagios# s B — GMIL MRS s LIBAT, 2SS Smopiiz G, &6
PERIRECE WL Wi 55 # TG 2L AT — A5 P b0 M 55 s AT 45 (INagios B fF Ja S 2, mT AL N Agent sl 461 -

Host Status Details For All Host

Groups
ot T owws JlewChock T |Dwation 1 [Sean inlormadion |

Bt SRP unennmm o Madm MNOOK.Packetion 0% RTA- 3 e
Mmlinds PO OK - Pachet lons = 0%, BTA = §.27 5
faThiimdte  PIOOK - Pacsl o » 0%, RTA » 015 o
“mlate PG OK - Packsl ious = 0%, RTA = 241 =n
DI5HS0m S0 PO OK . Packsl s » 0%, ATA = 034 e
ATniimite PG OK - Pachelbas = 0% ATA = 6 1=
10h e tin PO OK. Packst bas = 0% RTA = 283 =
Tn2omisa PG OK - Packet e = 0% RTA = 2. W=

CGATMI0m B PG OK - Packet iowt = 0% BTA = 517 ms

B B 43300200137 Mt WNOOK - %, KA
- T I o+ 1o oa 17 tsemIiele  CRTICAL - Mow Usreschasis (B 181137 147)

E-RLFLLE PG OK - Packst s = 0% RTA = 221 =m
EATRI0m B PO OX - Pachel e = %, BTA = 035 m
AT dtmddn PG OK - Packel ions « I% RTA = 6 M en
SATHI0mdte PO OK- Packet kon = 0%, RTA = 1 80 =
4 Th0m e PNGOK . Pechelloss » (% RTA= 122 mm
GATNM=IM PG OK. Packel b = 0%, RTA ~ 031 me

TR

Xt FNagiosTi &, KHBA I M5 B8 FIH0 AL B 58 R G0 — Le i bk (1 L, 3 B R GRS R BE IR IR IR A5 LA B S F R 1P 1)
A PE. #lin: Nagiosifiidtcheck diskdfifhnl LA TG &/ AL 21, check load F TR A CPU M # % . X SLfiff- &k [ml4Fh
Nagiosml iHAIHPIRAS, O(OK)F/RIER, 1(WARNING)#H/RZ®, 2(CRITTCAL)E RH%, 3(UNKNOWN)E R AmAT %, F
Bt Web ULER k.

X FNagiosix KRG &, HAZ LR TR (check&alert) 1l iz REUEAL . 0f TR T AL IR 15 &R 40 = A
AEAFAE LU fi

o SV SBE RS WP R GRCR R PSR AR  S AR B R R SRR R . I LR T AT RE SRR AR R IR 55 (AT A
55 FSLAZEZR, % R LU A REAR M R G T 257 A0

o BTN R: NagiosiX —JMids REA s gEig BIAE DR LUK, W 24 T A Lt AT 2e%e, MUY EL, i Hid
TEFFAT 8

o AIYIREAR:  IEARZGA S, DUE N IR AR

o ANEUERIMEIER: R R (LI BN F R ST E . AE SIS AR TR TR
TN LIRS LRSS AT L, I BRR L 5, I 5 A5 B F AN REA R SRR T 0T T BRI 120 AL ) 237 5 £

A SR RSO (www.topgoer.cn) # - 7 -



Prometheusf&i/>

Prometheus L

Prometheus & — MFIR SER IR T %, HAHMES s RGN 5 SR T T RIS, TR 1 2T gefb i
M Gi— T i . TG 1% R 4tPrometheus FL A7 LU AR A4

BT EH

PrometheustZ iy RA — A B ZBERISCrE, AEAEAE MRS = r RO (BRI, A7 5548) . WE— R E gl A TR,
PRl A 2 R A R B P R

Prometheusst T-Pull Al (i 2e i J7 20, AT CATEATffdth )y CARMb e, JFRIAEL, MRS BEBRNMEERS. ST &g
ZeHfE I, B AT LA Prometheusii 4 & Bl (Service Discovery)fg 11 sl &4 #IEH% H AR

BERFHABBITRE

PometheusHi il 7t i 5 i 55 i N BBIRAS, % T-Prometheus=E & (ClientFE, HI ™ AT U HFA I E B2 I FE R i s et
Prometheus=cRF, ML AT DLERECIR 55 F1RE FH A 30 B E IS AT IR A

& N & - -

LN OE € bic)

P REE I I E 4 AR AR (metric) I E sQERA7 £ 3 LI 18] F2 51 8l e =4 vh (TSDB) o T FIFEARER 1 ZEAS ISR 42 Pk LA
by B — A TR LA RFIL AR 2E -

LU

http request status{code=" 200", content path="/api/path’, environment="produment’} => [valuel@timestampl, value
2@timestamp?2. . . ]

http request status{code=" 200", content path="/api/path?2’, environment=" produment’} => [valuel@timestampl, valu
e2@timestamp?. . . ]

B2 WS[R35 i 46 b5 4 Fk (Metrics Name) BL K — 4525 (Labels) ME—FRiR o 45 2 I H) 77 1) 42 HE S 18] 18 56 Ja I A6l — SR 51 11
FEAAE.

FERYERE PIFREE T REACR TR B WA 0 R AS,  Heincode=4048(# content_path=/api/path. AT AERIE T HIVR RIS
£ X, tlnenvironment=produment. 3&TiXLelabelsFA1n] ULy Wi B BT R &, g, #il.

BAKEWIESPromQL

Prometheusi B 1 — 3 KA EE 215 5 PromQL.  EidPromQLAS LS M 5 i Al . B 4. A PromQLB i
N FHEETT AL (I Grafana) bA R 542 v,

i PromQUIT A FA 2 5 01T bLF il

o TEILF— Bt ] 1 95 Yo i FH A 3R BT 0] (14 43 A1 Vg [l 2
o TUNTEA/NESJE, REALASE GRS A ALY

AR I H R OO (www. topgoer.cn) Fy 2- 8 -



Prometheusfij/

o CPU S HIZEHTSALAORSS A HELE ? (L 3E)

[

TR RGNS, KEMREES LRSS KEMEIE 4. MiPrometheust] L i AL #LIX L6545, X T Hi—
Prometheus Serversfilifi = & a LAAbHE

o HULE TR R

o BRI TTIEE A

CIEN:

Prometheus 2 Wit &, [FULARTT LAEREAS it ot . B HIBAZ 474102 fIPrometheus Sevrer. Prometheusif T4

FEMIZFE, nTLikZNPrometheussLfilf=A —ANZHAERE, 2 H3fPrometheus Serverih B{T 45 &k i, @il H )
fit 7> X (sharding) + I 4 2 (federation) i) LU 4T3 2 .

2 TR

ffi fiPrometheus i AP A H 5 4%, I HLURT LAARS 75 (s re 52 AR b idb A7 48 k. HRTSZFE:  Java, JMX, Python,
Go, Ruby, .Net, Node.jsZ%iEF K% iiSDK, e T-iX4eSDK ] LLPUHE LE R 27 49N EIPrometheus i i % 4, B¢
FEIFR A ORI BRI X s 2% P SR I AR s, AU S R Prometheus, i RE R GraphiteiX 26 1At )
Wi T H,

[AiF Prometheusid 3 ## 5 A ) Wi 15 R 4iET4EH: Graphite, Statsd, Collected, Scollector, muini, Nagios%.,
Prometheustt DXL FR AL T K& =7 Sl A5 805 RASCHF: JMX,  CloudWatch, EC2, MySQL, PostgresSQL,

Haskell, Bash, SNMP, Consul, Haproxy, Mesos, Bind, CouchDB, Django, Memcached, RabbitMQ,
Redis, RethinkDB, Rsyslog%%.

Cip kA
Prometheus Servert {7 7 —/"Prometheus Ul, #iliXNUIRT L7 (3 B 0 Bm it AT 25ih,  3F B3R B DURTRAL R
KK . [FPrometheusitf2 it 7 — sz 3L T-Ruby On RailsfiDashboardfii# ik 5 %Promdash. ##ftiGrafana

ATRAL T B A 4R T 525 ) Prometheus 3 FF, 3T -Grafana ] LLGEE 55 ks 2 (1 2 % . 55 T-Prometheust it [ API
AT LSEELE SR rT AR UL,

FrtE

A S AT R AR, AR B2 R SR SO AT N S 2 R P R S . DRI R PP 2 S P s R
WP RGEHATYRE o N 1 I XTGBT s R A BRI O T RS T 35 22 A VRt LR AR I ] Th AR B 1 R R SCRE, Bt
AESM A 22 0 B R 55 RGBT AS IR ) 4 2R 4

1MixfFPrometheus>kiit, {ffPrometheusiiclient libraryffi 4% z0A 132 FPrometheus i UL A, o] LA i S2
FrH e i RS 0kE Uil linGraphite.

PR AR L 28 1T DAAE ANl I Prometheus {53 R, K APrometheusificlient library i ib 4R i1 i FFE 5 5 5 35 B K4 .

PRk, fEARR YT, KA iEE & Prometheus & il 4% R 4010 f e Lo

ASCRS £ s RO (www. topgoer.cn) F - 9 -



¥JiHPrometheus

¥1iHPrometheus

Prometheus & —/MFchE i i F e g7 %8, F P Al LA 5 1) 22 3 A F Prometheus 3t HLASE IR J5 (8 10 HdbATH g .
NT R EINE AL T fiPrometheus Server, T RIA PG LA 21T —~Prometheus Serversiff, j#itNode
ExporterR&E L ai EHLIN RS RIS HIE M. i Grafana g —AN & 5 e Ak A R4

A% SR 3 RSO (www. topgoer.cn) #%E- 10 -



Z3EPrometheus Server

7R Prometheus Server

PrometheusstT-Golang%i'S, fik)a M, AR T E =7 ikf. FH J S N Esd - G 0 ki, fEIe
FLAS IO A (¥ i 2 B AT 1E % 5 2 Prometheus Server,

*tFAEDockerfl ;. "I LM https://prometheus.io/download/4kE & #i A IPrometheus Sevreri {441

export VERSION=2.4.3
curl -LO https://github. com/prometheus/prometheus/releases/download/v§VERSION/prometheus—$VERSION. darwin—amd
64. tar. gz

k&, J¥PrometheustoeHim 4, WM R LR AL

tar —xzf prometheus—$ {VERSION}. darwin—amd64. tar. gz
cd prometheus—$ {VERSION}. darwin—amd64

fil 5 S 2470 H st 25 Bl Prometheusit B S #Fpromethes.yml:

# my global config

global:
scrape_interval: 15s # Set the scrape interval to every 15 seconds. Default is every 1 minute.
evaluation interval: 15s # Evaluate rules every 15 seconds. The default is every I minute.

# scrape timeout is set to the global default (10s).

# Alertmanager configuration
alerting:
alertmanagers:
— static configs:
— targets:
# — alertmanager:9093

# Load rules once and periodically evaluate them according to the global ’evaluation interval’.
rule files:
# - “first rules. yml”

# — "second rules. yml”

# A scrape configuration containing exactly one endpoint to scrape:
# Here it’s Prometheus itself.
scrape_configs:
# The job name is added as a label job=<job name> to any timeseries scraped from this config.

— job name: ’prometheus’

# metrics path defaults to '/metrics’

253

scheme defaults to ’http’.

static configs:
- targets: [ localhost:9090’ ]

Promtheusft: y— ANl 1 B e, HoRAR A BU £ OO B AP e A, BRARIAF R RN data/ , DRIBEIR
M7 Z ST Z H 5%

mkdir -p data

AR s BRSO (www. topgoer.cn) F - 11 -


https://prometheus.io/download/

‘Z3EPrometheus Server

P WA LUE 2% ——storage. tsdb. path="data/”  {BEAHE IR Z0E KRR 1% .

Jaziprometheusfiiiss, HaBLAINE a1 2 F iprometheus.yamIsCfF:
. /prometheus
IEEBIEGLR, VR0 DG B LA R 4 2

level=info ts=2018-10-23T14:55:14. 4994847 caller=main. go:554 msg="Starting TSDB ...”

level=info ts=2018-10-23T14:55:14. 4995317 caller=web. go:397 component=web msg="Start listening for connection
s” address=0. 0. 0. 0:9090

level=info ts=2018-10-23T14:55:14.507999Z caller=main. go:564 msg="TSDB started”

level=info ts=2018-10-23T14:55:14.508068Z caller=main. go:624 msg="Loading configuration file” filename=promet
heus. yml

level=info ts=2018-10-23T14:55:14.509509Z caller=main. go:650 msg="Completed loading of configuration file” fi
lename=prometheus. yml

level=info ts=2018-10-23T14:55:14.509537Z caller=main. go:523 msg="Server is ready to receive web requests.”

*tT-DockerH 7, E#:dH Prometheus 44 1 o] J5 2 Prometheus Server:

docker run —p 9090:9090 -v /etc/prometheus/prometheus. yml:/etc/prometheus/prometheus. yml prom/prometheus

Jashse G, Al LLEE http://localhost: 90904 i) Prometheus (Ul 7 :

Prometheus

& Enable query history

[Expression (press Shift+Enter for newlines)

Execute - insert metric at cursor - :

Graph Console

Element Value

no data

Add Graph

Remove Graph

ARS8 T B R SCRS (www. topgoer.cn) # #- 12 -


http://localhost:9090/

i fINode Exporter%& EHLEIE

ffINode ExporterX & FHL &

%3 Node Exporter

fEPrometheusf 211+, Prometheus ServerdfAs B 45 I i B iw, HETALS i8R e, gt Exs
AN A S . IO T RENSRENE WS SR R0, WAL CPUME 3R, FRA11 75 EAE I #Exporter. Prometheus/4
A MExporters: #2 MHTTPAR Skl GEH & /metrics) $7 BRI FEA R

ML T8 A AT B Exporter a] DU — /N TR, T B2 — ML IS AT AR AL T 4 H AR bLAh, T BLg
BEE R EAE AR A bR . HEEEENS (] Prometheust& hbrifh i 20 i 45 R A Kl B v

XHONT B RSB LN AT IRARCPU, WAF, BTSSR . AT LA Node Exporter.,

Node Exporter[dl#tKHGolang4i5, I HAAATEARATIIEE =7, HFEE T, MERITEET. n
https://prometheus.io/download/3kHEH Inode exporterfiiAs i) ik il £ .

curl —OL https://github. com/prometheus/node exporter/releases/download/v0. 15.2/node exporter—0. 15. 2. darwin—am
d64. tar. gz
tar —xzf node exporter—0.15. 2. darwin—amd64. tar. gz

iz{1Tnode exporter:

cd node_exporter—0. 15. 2. darwin—amd64
cp node exporter—0. 15. 2. darwin—amd64/node exporter /usr/local/bin/

node exporter
JRENRI G, WLAE B LD

INFO[0000] Listening on :9100 source="node exporter. go:76”
Vil http://localhost:9100/w] LA F LA T :

< C (D localhost:2100

Node Exporter

Metrics

¥i#ENode ExporteriifEiiz

Jilnhttp://localhost:9100/metrics, HLLEF| X HTnode exportersREXEI 2415 AL T A 508, W FAR:

AT RS A B R SCRS (www. topgoer.cn) - 13 -


https://github.com/prometheus/node_exporter
https://prometheus.io/download/
http://localhost:9100/
http://localhost:9100/metrics

i fINode ExporterX& L1 EE

&« | @ localhost:8100/metrics r

# HELP go_gc_duration_seconds A summary of the GC invocation durations.

# TYPE go_gc_duration_seconds summary

go_ge_duration seconds{guantile="0"} 0

go_ge_duration_ seconds{guantile="0.25"} 0

go_ge_duration seconds{guantile="0.5"} 0

go_ge_duration seconds{guantile="0.75"} 0

go_ge_duration seconds{gquantile="1"} 0

go_ge_duration seconds sum 0

go_ge_duration seconds count 0

# HELP go goroutines Number of goroutines that currently exist.

# TYPE go gorcutines gauge

go_goroutines 10

# HELP geo info Information about the Go environment.

# TYPE geo info gauge

go_info{versicn="gol.92.2"} 1

# HELP go memstats_alloc bytes Number of bytes allocated and still in use.

# TYPE go memstats_alloc bytes gauge

go_memstats alloc bytes 1.023536e+06

# HELP go memstats_alloc bytes_total Teotal number of bytes allocated, even if freed.
# TYPE go memstats_alleoc bytes total counter

go_memstats alloc bytes total 1.023536e+06

# HELP go memstats_buck hash sys bytes Number of bytes used by the profiling bucket hash tab
# TYPE go memstats_buck hash sys bytes gauge

go_memstats buck hash_sys bytes 3070

# HELP go memstats frees_total Total number of frees.

# TYPE go memstats_ frees_ total counter

go_memstats frees total 231

# HELP go memstats_ge cpu_fraction The fraction of this program's awvailable CPU time used by

R . |

— AR AT A — BERALT RIS B

# HELP node cpu Seconds the cpus spent in each mode.
# TYPE node cpu counter
node_cpu {cpu="cpu0”, mode="idle”} 362812. 7890625
# HELP node loadl Im load average.
# TYPE node loadl gauge
node loadl 3.0703125

JLPRHELPH F MR A48 bR 15 30, TYPEN UL M aTfabr it il 28 . 76 BT 17 Fnode_cpulfiE R i T fabr &
cpuO_LidledkfE 5 FCPURERTIE], CPU (& A R —AN RIS B & diihs, MR Al LG Hinode_cpulff S 27 i
TH#E (counter), SiZIEARIsEPR & L —5. X #liinode_load LiZFa s st 17 24 57 EHLAE feils— %%EPLM\]E’Jﬁ*k Hil, R
R DL 23 Bl R G BEIR A A AR 4k, IRltknode_load 1 B i 2 iR A, Kol vl et it T fgk b, MR T LG Y
HERBA I E S (gauge), S8R Wi sEhrdr L —F.

B IR DUSL, ARSI IRIE B EHLR SR, RG] RER E0 N AR AR AR

. node_boot_time: FH4i/Hzh A

« node_cpu: RECPUfHH &

« node_disk_*: Bi#IO

. node_filesystem *. Wi RGHI &
. node_loadl: R&ifiEk

« node_memeory *: NIFfEHE

« node_network *: %5

« node_time: 47 REHIIA

« go_*: node exporterfigoiikighs

« process_*: node exporterf &N SE TR

MNode Exporterfiiss e

AR T H RSO (www. topgoer.cn) % - 14 -



{i FiINode Exportersif F 15

N7 EEWiLPrometheus Serverfgiy M Hinode exportersk B EI 58, X B H Z &t Prometheusic B 3. 4l

prometheus.yml3£7Escrape_configsi s FEInLL T M %

scrape configs:
— job name: ’prometheus’
static configs:
- targets: [ localhost:9090’ ]

node exporterti

— job name: ’node’
static_configs:
- targets: [ localhost:9100’]

& H7 A shPrometheus Server

Jilalhttp://localhost:9090, ¥ AFIPrometheus Server. WIRH A “up” i H AT AT LIS, 7T LAGE B0 F 45 53

O Enable guery history

up

- insert metric at cursor - =

Graph Console

Element
up{instance="localhost:9090" job="prometheus"}

up{instance="localhost:8100" job="node"}

i dPrometheusfEns IE# Mnode exportersiHUEE, W25 LU T 455

up {instance="1ocalhost:9090”, job="prometheus”} 1
up {instance="1localhost:9100”, job="node”} 1

Hrp“1"FoRIER, 20" NARH .

SR I B R SCRY (www. topgoer.cn) i - 15 -

P

Load time: 10ms
Resolution: 14s
Total time series: 2

Value

Remove Graph


http://localhost:9090/

14 Prom QL7 i) s 2 £ 42

% FHProm QL7 i) W f 53

Prometheus Ul;ZPrometheus Py & i — /Nl AL B SR, 383 Prometheus UIF T RERSEFA [ T fifPrometheus 24 i 1R
B, WHESBTRAS, Wik Graph TR, MPFEHREEEMEM  PromQL  Si A M

& Enable query history

press Shift+Enter for newlines)

‘ Express

Execute - insert metric at cursor -

Graph  Console

Element Value

no data

Add Graph

Remove Graph

D] Graph  midR, F7 AT LS Prom QLA SNE A4S I P dRpn O I il . 0 R s, B AL RS B, T
LM#EIIREE T node loadl W LLEEifHH Prometheus RE R AL SR MIFEA K, X LEREAEAR F22 RN 15 56 ) g7
Ry TEE T ERUGRBE T )AL 3 Bk

node_load1 Load time: 21ms

Resolution: 14s
- insert metric at cursols

Total time series: 1
Graph = Console

- | 1n + | | &/ unti W || Res.(s) & stacked

node_load1{instance="localhost:9100" job="node"}

Remove Graph

PromQL;&Prometheus H & X —E K TG =, Bk IR VIR 7 DOy, ENE FRERME,
Bt — o0 i P e AT A B BIAORER] rate ) BREL, ATLATHEEAR AL [A) N REAEOE I AL IS LRI R, DAk
T % BR BCRATT AT U AL 8 i CPUAE A B (8] TS CPUIRI R 3.

rate (node_cpu[2m])

ARSI B R SCRS (www. topgoer.cn) - 16 -



fifi FHProm QLT i i 2 254/

rate(node_cpul2m]) P IF.;;!Z‘ Eirlme: 811de
z ion: 14s

Total time series: 16
=GN Gl | - insert metric at cursols

Graph = Console

T + |« umi w || Res. (s

{cpu="cpu3”,instan
{cpu="cpu3”,instance="
{cpu="cpu3~,instan
{cpu="cpu3~,instan
{cpu="cpu2",instan
{cpu="cpu2®,instance="
{cpu="cpu®,instan
{cpu="cpu2”,instan
{cpu="cpu1®,instan
{cpu="cpu1",instan
{cpu="cpu1",instan
{cpu="cpu1",instan
{cpu="cpul”,instan
{cpu="cpul”,instan
ce'}
localhost:8100" job="node" mode="idle"}

Remaove Graph

X IS SR 2 S AN CPURY, Wi B without#Rik X, B hrZECPU LR G B A Bdis B ay .
avg without (cpu) (rate(node_cpu[2m]))

Load time: 33ms.
Resolution: 14s
Total time series: 4

="CETCl | - insert metric at cursols

Graph Gensole

T + ||« unl W | [ Res.(s)

{instance="localhost8100" job="node",mode="user"}
{instance="localhost:8100"] 'node”,mode="system"}
{instance="localhost:8100" job="node",mode="nica"}
{instance="localhost:8100" 'node”,mode="1dle"}

Remove Graph

AR E ARG CPURY R 2, T HFER R 500 B A CPUE I 3 B AT 3845

1 - avg without(cpu) (rate(node cpu{mode="idle”}[2m]))

A SRS T b RS0 (www. topgoer.cn) i - 17 -



{5 I Prom QL7 ¥ s 45 #5in

1 - avg without(cpu) {rate{node_cpu{mode="idle"}[2m]))

(=TT Cl | - insert metric at cursory
Graph = Console

- 1n + ||« | unt

Load time: 18ms
Resclution: 14s
Total time series: 1

{instance="localhost9100" job="node",mode="idle"}

I PromQLEA TR LAAEH 7 B KX Bl BT 2, 1L, DURCRG, iR, X E MR A, MR A
P

ARSI A, A

Remove Graph

g5k IE L 558 G S -

AR SCR A s BRSO (www. topgoer.cn) F - 18 -



32 B AT AL

1A do5 2k y
I E s ] AL
Prometheus UMt T PEIIEProm QLLL K I i vl AL L RERE Sy, AERZE 5 FEI NI RGUEH IEFH EM T LLK

HAAE A ) s 2 2 s T AL AR (Dashboard) o X 2 AT LA e Ad I 55 =7 i M4k L R anGrafana, Grafanasz—/N T
P&, FEEIREE T X Prometheus i 52 #37 #

docker run —-d —p 3000:3000 grafana/grafana

vilnhttp://localhost:3000k 7] LA #|Grafanalf St m o, EREOL T K admin/adminidt {7 & 5. {EGrafanag it
P RERAAME T RS, S 2. ISR, fEEDashboard. E R BLR 2 B R 1 S s S AR

Home Dashboard

‘Add data source

X R mPrometheusE NBAMEHEIE, W TEFR, fEa 8RR 2EE N Prometheus it H % & Prometheus i) A Huhl: B
A, ERCEIEFRIE AT S eAdd  #, SRREEE T BE B

Add data source

Config Dashboards

Prometheus Default

Prometheus

HTTP settings

URL http://localhost:9090

Access direct

HTTP Auth

Basic Auth With Credentials

Scrape interval

1858 B IR R N 2 5 st il PAZEGrafanarb 6@ AT Mtk Dashboard 7. Grafanaffit 7 xfPromQLI 5 #3 #, W ~FT
N, it Grafana¥sinDashboardt H yizDashboardisin—/~ 2854 " Graph” TR « - FEEIX AR ¥ Metrics " 0 @ik
Prom QLT i) 75 Z2 AT A4 A £ dh: -

AR RSO (www.topgoer.cn) #%- 19 -


http://localhost:3000/

~ %2 Newdashboard - Backto dashboard € ZoomOut » (@ Last30 minutes £

2236 2238 22:40 22:42 22:44 22:46 22:48 22:50 22:52 22554 2256 22:58

{instance="localhost:9100" job="node",mode="idle"} = {instance="localhost:3100"job="node",mode="nice"} == {instance="localhost:3100" job="node",mode="system"} == {instance="localhost:9100" job="node",mode="user"}

Gr ﬂ'Ph General Metrics Axes Legend Display Alert Time range
&  DataSource default v » Query Inspector
avg without(cpu) (rate(node_cpu[2m]))

Legend format Min step Resolution  1/2 v Formatas Timeseries v Instant

Add Query

Al G P AR, AN T IRAIIE — ATk Dashboard 1. 4SRE IR, Grafanatt X 5
Dashboardi@ithttps://grafana.com/dashboards®sfi, w] LAFEE] K & ] 5440 fl (i Dashboard:

Dashboards

Official & community built dashboards

Filter by:

Downloads: 622

Downloads: 32

@ CPU Utilization Details (Cores)
= Downloads: 314
ERCON|

Docker and system monitoring

‘@ Downloads: 5970

Docker and system monitorin
Share your dashboards 4 9 Downloads: 320

% p Docker Dashboard
Downloads: 8054

Grafana# i f)Dashboardi@id)SONHH T3 =, FaEkIF A T NIXEESONTSAE, il v] DA B F248 A X £ 248 e LI/
Dashboard:

A SRS I H RSO (www. topgoer.cn) Fy 2 - 20 -


https://grafana.com/dashboards

%8 Host Stats -
mari:9100 -

Memory

Disk I/O Utilisation Filesystem Fullness Filesystem Fill Up Time

SRS 1 b R SCRS (www. topgoer.cn) i
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155 A SE 45

15—/, EifEprometheus.ymIfic & SCfF 4, wsinin NAcE . FAilikPrometheust L )inode exporter# # 11k %
FPR I 4% H bR A o

scrape_configs:
— job name: ’prometheus’
static_configs:
- targets: [ localhost:9090 ]
- job name: 'node’
static configs:
- targets: [ localhost:9100’]

YRV FHERERF I ARFR (I 6. MySQL. Nginx)isf, FoAl1 N i Ea 47 M R e i3 SRR, JFHAE
Prometheus Serverfli&ix $¢Exporterszfil i i Hidlk . 7EPrometheustr, F— 55 SRR SR HTTPIR S o — A
SEfl. e 2417 B HL_EIE T HInode exportern] AR A— 926l (Instance).

17— 4L TR H S, sl R — S REEERE I 2 A AR I — > —AMESS (Job) AT A 2 .

* job: node
* instance 2: 1.2.3.4:9100
* instance 4: 5.6.7.8:9100

TR ob R EASTH T FAS L E (static_configs) 17 Hue IS Hir. B T #AE E B —1Job K& Instance ik L)
4k, Prometheusit sz #:5DNS. Consul. E2C. KubernetesZ:it {78 sl A s & FlInstanceskfil, JEMiXLinstance -

K 7l A up” Rk sUE I A FT A Instance PR LASE, 8wl Bl Prometheus Ul i Targets iliii & & 4§ i A A
FERSRALSS, DABAMES T T L RR

Targets
prometheus (1/1 up)
Endpoint state Labels Last Scrape Error
htp:/Mocalhost:9080/metrics w 45205 ago

AW AT A7 1A http://192.168.33.10:9090/targets F#% MPrometheus KU 25 5 24 il BT BT 55 LL A2 AN 55546 IR ) i
Bilfs S

Prometheus

Targets

0O Only unhealthy jobs

node (1/1 up)

Endpoint State Labels Last Scrape  Error

http://localhost:9100/metrics urP Instance="localhost:8100" 4.551s ago

prometheus (1/1 up)

Endpoint State Labels Last Scrape  Error

http:/flocalhost:0080/metrics up 10.708s ago

SR B R SCRY (www. topgoer.cn) i - 22 -


http://192.168.33.10:9090/targets

Prometheust 0404

Prometheust%.Cr 41t

L/, i E Node Exporterd AT sh FIREE] T 2415 AL BRI S . 32 N oRIATH MPrometheus (194244 #
PEA 4 Prometheus E & i & AN 411

& R Prometheus i3 A 48 4

[ Sheort-lived jobs Service Discovery PagerDuty Email
&

« DNS T T
« Kubemetes
I « Consul natity
. E:.ustom integratia
Pushgateway
find Alertmanager
targets
Prometheus Server push aleris
pull metrics :

v

Retrieval Storage PromQL
“l_, . Web UI

Grafana

Y y r AP clients
L 2
Node L. HDD / SSD
Jobs / Exporters

h J

u Prometheus Server

Prometheus Server

Prometheus Server/&Prometheus4l {4 H fIA% 0o 7, F1 57 SO IR B 3R, £76k DL R & i

Prometheus Servern] DUl g 25 e & & B 4% H bR, 0] DB A8 F Service Discovery )77 A& BIEAE HiR, H X
S s H AR SRR . L kPrometheus Server i ZU6 R AL B ISR 4R 21T /76%, Prometheus Serverd & i /g — /N
7R PR K SR S M 2 A e B 1) e 30 0 5 sRAT A AE AR R A 24 b . Bt /S Prometheus Serverdd #ME 4L T & S
PromQLiE T, SEHUECE 1 25 i LA 434

Prometheus Serveriy & [fJExpress Browser Ul, @i X A~UIT] DL E #2581 Prom QLSE A 40 11 A9 LA nf AL .

Prometheus Server {3 AERERE J7 0] LU H A A I Prometheus Serverscfil 3k B s, PRI AE KB I P RS ol
] LB BT AR DL R Ih g 43 X 1 )7 2k Prometheus Serverif 17y i .

Exporters

Exporter{ i 5 R A 1 it Ul HTTPAR 45 19 72 303 #5 45 Prometheus Server, Prometheus Serverifiidij i i%
Exporterf& it Endpointii s, BI R HRIL SN 5 2R 42 1 Wi 50k .

— kUL AT LUK Exportersy 225

o HBERME: X—ZExporterE#: N E T X PrometheusiE i 152 #F, thincAdvisor, Kubernetes, Etcd, Gokit%, #f
EENE T T FPrometheus % # W 250 (1 4 .

A5 SR B RSO (www. topgoer.cn) i 4 - 23 -



Prometheust 401

o AMESRAE: (AR, JEAT M HARIEA BB S FFPrometheus, [ALIRAT Zif ik PrometheustZ [ Client Library4
iz H b s R . #lin:  Mysql Exporter, JMX Exporter, Consul Exporter4s.

AlertManager

7EPrometheus Serverd S FF5EFProm QLA a2 2, 4n S i /£ Prom QLE SR, Tl S57= A — A e, i o5 2 1) Jm 4
WEERAEN B AlertManager#H T . 7EAlertManagersH EA T LLSHEM:, Slackss5 Py & ryid s 77 ST 4e ik, i nl LA
itWebhook [ 7& i 4375 3. AlertManagerlPrometheustd £ 0 £ 2 4b 3 bt

PushGateway

HJ-Prometheus#dli R A IE T PUllBEAYIEAT LT, AIRAE 48 IR 55 1 B L 412 iPrometheus Serverft i Bk 5
Exporterdf A7l 5. X FhLs #5 R IoVE B 2, 3 Al LR A PushGateway kit 47 e . I LLillid PushGateway# 4
I 2% (1 W 45 B0 = 5hPush B Gateway 24 1. TiiPrometheus Server U] LUK FEEPull (575 M PushGateway H13k B E)

2% SR B RSO (www. topgoer.cn) 4 - 24 -



NG

/NG

fEIX—Zart, Jfi 11 1 i 7 Prometheus bL AR EL T HMAR AT SR sh . T DU BEE fE L PRI AR T SRIN, $R 40— 1
2%, AR ENN4 7 PrometheusAEAS LLKRAZ L EETT, LEAMLfE I PrometheusfINodeExporterf& i | — A LML 2 113
855, FFEX BT 7R A DU, AME S I A E g g X Prometheus 7 — A LWL IR .

A SRS T b RS0 (www. topgoer.cn) i £ - 25 -



RZPromQL

ZPromQL

A B AL E R Prometheus ) [ 52 XA #1155 PromQL. @i Prom QL] P a] LAE 77 (o) W 3 REASKR 34T 48 114>
BT, PromQLSZHFH WIS FARMERE, [FIN Prom QLA FR AL T KK N B bR K nT LSS SO () s b B . 48R 72 3]
PromQLZ /i, /T2 T fifPrometheusIFEA SR . PromQLfE APrometheus 4% RE J1 B T S BB (%] 4015 1)
FREIL, (AR 2 W 2 th S AR i Prom QLS B

ARE LR A

o Prometheus/f £ 55

o Prometheus i 4R bRl 2
« RAPromQL

o ANEGIEFRAIUSET L

A SRS T b BRSO (www. topgoer.cn) #4 £ - 26 -



A I 1) 471

BN 18] 4]

1.27424 0, iEidNode Exporter#FE IHTTPHRS:, Prometheusn] LIRS /T EHLE W48 br OREA B . Bt

1S3

HELP node cpu Seconds the cpus spent in each mode.
# TYPE node cpu counter

node_cpu {cpu="cpu0”, mode="idle”} 362812. 7890625

# HELP node loadl Im load average.

# TYPE node loadl gauge

node loadl 3.0703125

HorpAR# Ik IR —1730R ZTifNode ExporterRIEFI —MEIEFEA: node_cpufinode load15&W] 1 HalfEbri 44 Fk. K
5 T RIAR A U S 1 2 AR AR (0 — SRR AE RO P L V7 O i I A R A 1 A

A

Prometheus£= i i A K45 B I RE A BE LA A 751 (time-series) 175 RARAELE I AE B ek, I B AR AE 20 4 |
time-series 1% I i A BORMEL I 7 S PR, AT IR 2 A & (vector). £f4ktime-seriesifiid #5474 Fx (metrics name)
F—4r25 i (labelset) i . W NN, AILLEtime-seriesE i Jy— A~ LA 8] Y il it $ -40 F «

................. . . node cpuf{cpu="cpu0”, mode="idle”}

|
| . node_cpu {cpu="cpu0”, mode="system”}
| . node loadl {}

|

fEtime-series T R — A S —ANFEAR (sample) , FEAH LT =57 24k

o IEbr(metric): metric name ik M i FE A4 L labelsets;
o EEk(timestamp): — AR R R (1 [R) K
o FEAA{E(value): —/Mloat64 i i B A R LR FEA I .

(e metric ><{-timestamp —><-value—>
http request total {status="200", method="GET”}@1434417560938 => 94355
http request total {status="200", method="GET”}@1434417561287 => 94334

http request total {status="404", method="GET”}@1434417560938 => 38473
http request total {status="404", method="GET”}@1434417561287 => 38544

http request total {status="200", method="POST”}@1434417560938 => 4748
http request total {status="200", method="POST”}@1434417561287 => 4785

f8hr(Metric)
A, B rfEtR(Metric) #E I an R g X bras

<metric name>{<label name>=<label value>, ...}

A5 SR B RSO (www.topgoer.cn) i 4 - 27 -
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fabri Ak (metric name) ] DU RS ZEREAS (K& 3L (et http_request_total - FoR AT RGIRITEIIHTTPIFR
MDD o R BEASCIFRF . Bt TR E SARIF LA & EMRER  [azA-Z :][a2A-20-9_:]*

b (label) s 7 2 T REAR R HEAE T, @ I 2e 4t ) Prometheus i] DU FEA KRBT 78, RAE%. WA A 6
ASCIF7F . By LR N IR IR 2 EMFRIEX [a2zA-7 ] [a-2A-70-9_]*

i TENTTSRRIbRZE, R RGIR B AORHE T, AR RGN . ARZEAE I AT LB B EfTUnicode it )

Fo fEPrometheus i Z LI FRFR A FRSERR FJ/ELL name  =<metric name>  MITEIRAFIEEMEE R, FLLL
iy NI IR I [F — 4k time-series:

api_http requests total {method="POST”, handler="/messages”}

AT

{ name ="api http requests total”, method="POST”, handler="/messages”}

1EPrometheusyihd it v LR B4R bR (Metric) xf B R 454, W~ pis:

type Metric LabelSet
type LabelSet map[LabelName]LabelValue
type LabelName string

type LabelValue string

A SRS T b BRSO (www. topgoer.cn) i £ - 28 -



Metrics2 7

Metricsz5 2

TE_L—/NT AR T T Prometheus 2588, #EPrometheus 476t SE I L AT A I 5 FEARHT 2 Lltime-
seriesE AR/ EPrometheus /£ TSDB (74 %), Tiitime-series it B i # fhr (metric) 12 @i
labelseti#t{THE—fr %1

WAk FoR BT SR R brmetric#R R AHF Y, (HREAF IR N X emetric VAT — 241530 % 5. #lln, {ENode
ExporteriZ [l {1 fE A fabrnode_load 112 Al RGN FUECIRAS, b5 I 8] 128 X SR AR I 0] (B AR B0 2 75 2R
1. TMifebrnode_cpufT kLB MFEAR SR SR, e — LRI, POV IL B2 CPU RS I i), MHES E
PR RGARSHL, XM S TR K,

T eSS B P A X Sk SN [F i FR bR 2 R 22 5%, Prometheus & X T 4R[SR R 4r 28 (metric type):
Counter (it#i#%) . Gauge ({X##1) . Histogram (HJ7E) . Summary %) .

fEExporteri [MI AR &, HyER & TR, il

# HELP node cpu Seconds the cpus spent in each mode.
# TYPE node cpu counter

node_cpu {cpu="cpu0”, mode="idle”} 362812. 7890625

Counter: R¥EABWHTHEEH

CounterZS B FE bR TAE 7 RT3 —FF, RIS (BRIERGAKEEE) o W LRSS, Whttp_requests_total,
node_cpu#liECounter B I fabr.  —MTET L CounterZS B4R b 44 BRI HERE A FH_totalfE N 54

CountersZ — ANl FEAT 3K TR, Blan3RATR] AR R R P rpic e R e S R R R, g U e (R A7 i i 25 4
o, BATITLURAA R T A2 AR AR
Prom QLA & ) 5 £ # 0 o8 0T DLLE FH 7 o X e el EA T 3E— 22 9 43 # 2

hn, @itrate() B EEKEHTTPIE K & G K
rate (http_requests_total[5m])
WY ET RS, V=T 10 HTT P

topk (10, http requests total)

Gauge: AR AFIUERE

LCounterN[d), GaugeZSHL bl T~ 5N R GE M M ARA . PIUIX AR bR I RE ARSI PI3E mT0d. # D4R bR -
node_memory_MemFree (W4T H A ZE KRN « node_memory MemAvailable (FHREKR/N) #tGauge
AL 4 Fa b

Bk Gaugettbr, AT LLEIEEE RENYADRE:
node memory MemFree

X1 Gauge R kAR, i PromQLA B e rdelta () nl BLSRBUREAAE — Beinh (aliiz [n] o AP0 i 0L o 02, 157 CPUIELE
LEWAS/NES P9 02 5«

delta(cpu temp celsius{host="zeus”} [2h])

AT RS A B RSO (www. topgoer.cn) - 29 -



Metrics2 7

BRI LS deriv () TR REAR I 2 bk A A, FL 5 Al F predict_linear ()6 4 i A8 (34 EAT 0 . 0T, 500 R GERE
B MIEAN /NI Z S5 BRI AR DL

predict linear (node filesystem free{job="node”}[1h], 4 * 3600)

fE A HistogramfSummary - Hr¥dE 2 /15

k% 7 CounterfliGaugeZ& i ({445 F5 A4k, Prometheusi®sE X T HistogramAiSummary(fif&tr2s%l . Histogram#il
Summary = i TGt R BB AR 2 At i .

TERZHE LT ARG ) T e AR AR KPS M8, B CPURISF A2 i (R~ i JS2R ) o A5 2GR i AR
B, DLARGEAPI -1 220 R 1) ] Rk 22 BLAPIE SRASLERFAE 100 m s [y i 2T (] Y R P, 1004 ) 7 SR PR v JS2 6 1) 5
%5s, Mot PR LEWEB UL I 1A R 1) 7% 20 b AL L, T I AL R RO R 1

N T X BRI A R I, R T SR 7 3Ot #2 R SR AR AR s AT 2021 B, ST SEIR 7E O L0mrsiHig Rk
F o 1020ms 2 M sRECCH £ /0 o i X Fh 7y 0T BLRIE 4T R e #0518 . HistogramAlSummary #i4 Jy 1 e
fFUXFE A AE, ilid HistogramMSummary B[ s Habs,  JRATRT DAPRIE 1 i 48 R 20 A i 0 o

#iltn, Frbrprometheus_tsdb_wal_fsync_duration_secondsffifi#35 A ySummary. ‘Eid3k T Prometheus Servert
wal_fsynciabFRff 4L FRI ], J@iLi I Prometheus Serverffi/metricsiitit, 7 LASREUEILL T Wi 5 RE A H -

# HELP prometheus tsdb wal fsync duration seconds Duration of WAL fsync.
# TYPE prometheus tsdb wal fsync duration seconds summary

prometheus tsdb wal fsync duration seconds{quantile="0.5"} 0.012352463
prometheus tsdb wal fsync duration seconds{quantile="0.9"} 0.014458005
prometheus tsdb wal fsync duration seconds{quantile="0.99”} 0.017316173
prometheus tsdb wal fsync duration seconds sum 2.888716127000002
prometheus tsdb wal fsync duration seconds count 216

M\ TH I REA R LU S0 24 T Prometheus Serveritfrwal_fsyncifE Bk Bh2167k, #E1$2.888716127000002s.
iz % (quantile=0.5) fI#ERT~0.012352463, 9% (quantile=0.9) KJ#Eif40.014458005s.

fEPrometheus Serverd &R FIIFEALSE T, BATLHEIR FIZEA A Histogram i I # 45 4x
prometheus_tsdb_compaction_chunk_range_bucket.

# HELP prometheus tsdb compaction chunk range Final time range of chunks on their first compaction

# TYPE prometheus tsdb compaction chunk range histogram

prometheus tsdb compaction chunk range bucket {1e="100"} 0

prometheus tsdb compaction chunk range bucket {1e="400"} 0

prometheus tsdb compaction chunk range bucket{le="1600"} 0

prometheus tsdb compaction chunk range bucket{le="6400"} 0

prometheus tsdb compaction chunk range bucket{le="25600"} 0
{1e="102400"} 0

prometheus tsdb compaction chunk range bucket {1e="409600"} 0

prometheus tsdb compaction chunk range bucket{le="1.6384e+06”} 260

prometheus tsdb compaction chunk range bucket{le="6.5536e+06”} 780

prometheus tsdb compaction chunk range bucket {le="2.62144e+07”} 780

prometheus tsdb compaction chunk range bucket {le="+Inf"} 780

prometheus tsdb compaction chunk range bucket

prometheus_tsdb_compaction chunk range sum 1.1540798e+09
prometheus tsdb compaction chunk range count 780

LSummary A bR 2 AR TE T Histogram R REAS [ R 2 S22 Ji FEbn IO R KL B (Lcount (E W 45) LR HAE 1Y
B (BlsumfENIESD o AFFET Histogram$fbs B SN 1 7EAF X 0] WREARRIAN S, - XA EE A2 leni#i AT & Lo

[Ei %+ F-Histogram f$5 kR, F-A1ETT LT histogram_quantile() s £t HAE 9 7 8. A [FI#E T Histogramiiit
histogram_quantile s HUR7E MR 4 ST B0 8. T Sumamry 90 KU R B AR 2 P i S s il B ot T2 (R iy

SRS A B R SCRS (www. topgoer.cn) i 30 -
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THEIME . Summary el Prom QLI T & ifi i3 S AF i MERER I, hiHistogram &y FERE 2 VIR, 2 0+ F il &
FEIEFX BRI T 2N P %5 E O SE bR ST R %

HistogramyH#ER) B IR E b

AR s BRSO (www. topgoer.cn) F £k- 31 -



¥JIHPromQL

¥]iHPromQL

Prometheusi@idfits 458 (metrics name) LN —41F5% (labelset) ME—i& L—4& W AT 5. Fabn s Rt T I da
FERFIFEARRIR, Tilabel MFEX AN FEAKHE FARERI BRI T 2 A E4ERE . F P ol DU T IX SR fiE 4 FE R 98, R A
Gk = A B TS (0 — 4k Ta) 7 471

PromQL/&Prometheus iy & [ & )15 5, HARMEXTET EF 5 R £ & M, RA USRS M. IR 2
N {EPrometheus i H B 24, AR EEE A, ATk, S8 2, Al LUX AW, PromQLjEPrometheusfiifi v
R ELRY, B 5 32 PromQLZPrometheus AT THI 5 —if.

BRI S
*Prometheusifiid ExporterR 4 AH M ) i F b A8 5, FAT13E AT BLE i Prom QUL S F ke A S it 47 2«
IV EHAL A MR AR AR, W LLEORNZ RS R K FTA I R E A e
http requests total
ST
http_requests_total {}
%K AR [FIE R4 F http_requests_total (1 i i 8] 7 41 -

http requests total {code="200", handler="alerts”, instance="1ocalhost:9090”, job="prometheus”, method="get”}=(208
89@1518096812. 326)

http requests total {code="200", handler="graph”, instance="1localhost:9090”, job="prometheus”, method="get”}=(2128
7@1518096812. 326)

Prom QLA SZH RS N 1] 5 71 ) b 25 DG B AR AT I (] P AT 10, 2 2SR P R C ACAR 3K e DL ECM IE LR .
PromQLECFHER = A1 1= FFhSE AR E .

o JEIAEH]  label=value A RAEFEASLERRLE T 2 21k 2UE LA A4
o [RZAEH  labell=value W] LARRAEbRZEVLBCHERRIN (8] FF 51

iy, A SRIRAT A T A T A http_requests_totaliif [ F7 41 ol i dr %k instance ylocalhost: 9090 I [H] R 41, AT LA
AN ik

http requests total {instance="localhost:9090"}
RZAFH  instance!="localhost:9090”  MTJ AFERIX et 8] 551 :
http requests total {instance!="localhost:9090”}

B 1A 52 A DT C A 77 2O I ) PR 2 A7 BAST, Prom QLI ] BASCHRS I IE Mk AR N IL R %4, ANk 3z a)f
AL BT

o i label="regx RIRNEFIRLLAREEFF A IF WFIA T IR 0] 7515
o JRZAEM  label! regx  HHATHERR:
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B, A RARE W AT I )7 5 SR R R R Rk

http_requests_total {environment=""staging|testing|development”, method!="GET"}

WEER

BT RALTPromQLAE N http_requests total — ZHI[AFHNS, IR [IE R 200 B It 6] 77 1) o i) ficf i) — AN
A, SRR ] 25 R A TR 2 g R g B 1R L 1) IR 11 0 AR 2 1 R T B RIK

1 AT SRFATT AR T 2 — B IR) 5 B A P RE AR, A 00 75 T K R Iy R R [X ) 1 s QORI T 1 a2 T )
ZESAE TAEIX ) i) BB P IR ATT 7 B8 SO I FERTa L, ey i (e s [0 AT e filtn, @i
T AT LA RR IR 5 43 A (R A R AR B

http_requests_total {} [5m]
1% 7K 23 3R B2 1) B P I 1) 75 370 R s 5 438 1) BT A RE AR -

http requests total {code="200", handler="alerts”, instance="1localhost:9090”, job="prometheus”, method="get”}=[
1@1518096812. 326
1@1518096817. 326
1@1518096822. 326
1@1518096827. 326
1@1518096832. 326
1@1518096837. 325
]
http requests total {code="200", handler="graph”, instance="1localhost:9090”, job="prometheus”, method="get”}=[
4 @1518096812. 326
4@1518096817. 326
4@1518096822. 326
4@1518096827. 326
4@1518096832. 326
4@1518096837. 325

A X 1) i 0 5 AT W B0 P A5 SRR AT TR O X R P
B 1R MR 20l BLAR, Prom QLR R i) ¥ Lk J8 SRR e I ) A0 -

o« s-F
o m - 4k
o h-/hif
e d- X
o w-JH

.y
i TRl LR R A
TER o B A X ) A ok, AR LS T o At

http_request_total{} # Wik, Wb HoH i EdE
http_request_total{} [6m] # [X[A][AIEFIAN, WP LLAATIN WM, 57080 N R
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MR IATEE W, SRl AR FEACK,  BHER — R I DX TR Y AR A B e ? XA AT AT LA A 454, frfg i
TEH%HE 7 Noffset.

n LLfd FH offs et [ i 45 {F «

http_request_total {} offset 5m
http_request_total {} [1d] offset 1d

ERRGERIE

—RORUE,  WERAR AR R (labe ) PEFFARME— IS 00 T, Sl Prom QLET M Ed,  2vilR Im 2 46 AL X LRFAIE 28 2 1A e
51 T Prom QLIS & A mT LUHI SRS X et (8] S EAT AR TE, T 2T A B 1R 2 51«

# B ARG TG ht tpiE K&

sum(http request total)

# fZHEmode - HLCPULI-F (& F ] 1]
avg (node cpu) by (mode)

# JLHE B 8 AL ICPULE %
sum(sum(irate (node cpu{mode!="1idle’} [5m])) / sum(irate(node cpul[5m]))) by (instance)

W 7 A FH I 1) Rl 2R X ] ) iR ik sQRAAh, Prom QLI B 45 3CReFH 7 A8 A it (Scalar) FIE 77 H: (String)

RE (Scalar) : —PMERBEKHFEHE
RGN, BT

g :

i EE R, HHRIE count(http_requests_total), iR[IFGEEIA, HORRBFIN . T Lodid i E e
Hiscalar()H A BN [ B o bR .

FRE (String) : — MR FERFEE
BB GE, fENPromQLEAR, M4 HHHE F 1 .

“this is a string”
> these are unescaped: \n \\ \t’
“these are not unescaped: \n = 7 \t

AEKPromQLEZER

BT BIPromQLE L AL A 2 8 —MEFR R (Bl dnhttp_request_total), B — AN VURL R 2= T4 5 (bR 2L g 2
(#lin{code="200"}).

B ELR PR B A AR R
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http request total # 57/
http request total{} # &/%
{method="get”} # &4

MR FRIER, WA F

{job="". %"} # 1A

iy, BETAEM  <metric name>{label=value}  [IEXLIAL, FATERTUMEANER  name  FRZRIEE R
2R

{ name =""http request total”} # &/%
{ name =""node disk bytes read|node disk bytes written”} # &7/

ARSCR S H RSO (www. topgoer.cn) i - 35 -
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PromQL#E:ERF

{1 FFIProMQLES T 46 77 E B IEEE WO RIIET FFF SUBLSY, PromQUIE K IMRIERE, 1™ Al DR ECL e RPR it —2b
RFIFEF AT YN T SRR HORIEHE, ARG, ARIE RS,

e

i, AT LA fEFrnode_memory_free_bytes total3KHUM T EHLATH M P AE2S [0/, HFEAR B4 ABytes. 1% 24
TR vty B SR AT FH MBAE Ay B e 2SR, A0S SR 5 S0 7 98 380 (0 B 1] 3 4] R A AR A7 B 7 48 BRI

node memory free bytes total / (1024 * 1024)

node_memory_free_bytes_total#&ik ® 2 il th i i R FaE s RIS I 71, A8 B /NI e RATFRZ R IE KON 7]
Rk, IR ] R A BRI A

SIS ()t AR AT RIS SN, BOEE SAT AR U R SRIBR I 15 o 4 — AR, TS 2 — LB i () PP 51

TIUn SR BRI [ 4 5 5 ] 42 (A AT SO s T, RS B — s Bildn,  infRIRA1ERHEnode_disk_bytes_written
Finode_disk_bytes_read3RIX EHLIALION) Stk, AT LMEA i N ik

node disk bytes written + node disk bytes read

i FeIE A AT TARRNE ? AR BN S 220 B TR I (B8 se e —80 WAL EICRIETEE, WIRBHRFILR T
7, WESEERF. RPN RFEIE A E R IK.  ZRIE AR P SR 7= G T Frs:

{device="sda”, instance="1ocalhost:9100”, job="node exporter”}=>1634967552@1518146427. 807 + 864551424@151814642
7.807
{device="sdb”, instance="1localhost:9100”, job="node exporter”}=>0@1518146427. 807 + 1744384@1518146427. 807

PromQLEZ ¥ i1 £t i SEAT I R s

o+ (i)
o - (W)
o x (IR
o/ (B
o % (R
R €75 |

5 F AR R B S SRR ) 5

fEPromQUIEXE ARSI ECAER, 1™ vl DAAR IR 6] 3 9] B AR AL 208 0 AT 2R o 170 A7 2R I8 S0 S - AR IR 16 52 ) e AR
B, X ST R BE

B, @ s SRR AT DR TS, SR LT A N AR R
(node memory bytes total — node memory free bytes total) / node memory bytes total

1117 28 G B D3 A 25 R (DI % ) A AR R 24 7 PAY A7 56 P St O 5 % ¥ LI 2 Je e s A 2138 B4 T LA (58 PR 3R B 2% 45
R
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(node memory bytes total — node memory free bytes total) / node memory bytes total > 0.95

IR IR 17 £t 15 b AT A AR IS S, Prom QLI IR LA 1) it o BT AT NS 17 BURE AR FRMEL, R BB S R utrue IR B, 2 E 5

R IR 111 £k L5 R AN [ it PR BEAT A KIS S, RIREIEIR AR DCRCAE 3 RGBS A e R ILEE (250 AL
TR BEAT AN A, WRIR BT CR, M EEEF

Hiii, Prometheus il R A /RIS HAF U1

o = (M%)

o = (BHI%R)
o > (KT)

o < ()

. | o= (KFET)
. <= UMTHT)

£ Flboo MBI RF AR /R IBHAFHIT A

A RIS IVERANAT A I P Bl HEAT R I8 o MRS e AR 00 T FRATT AT BE 5 B2 FUIEAOAT /RS 2R . Bildn, A 5 B 4
BERAIHTTPIE R & &% >=1000, IR AKX T4ET1000MZ[H1 (trued HNIZHI0 (falsed o X AT LA boo &I fF AL
A RIBEIIBAT . -

http requests total > bool 1000

I HIboOMEAT, A RIS FEAS 2RI (0] FUBEAT I UE S 1102 LM IRIBRINS 170 5 o 0 8RR AN o b B B 45 R0k 1
NI F— 26387 BRI 8 5]

http_requests total {code="200", handler="query”, instance="1localhost:9090”, job="prometheus”, method="get”} 1
http requests_total {code="200", handler="query range”, instance="localhost:9090”, job="prometheus”, method="get”}
0

[l i BRI, AAGRAE PR 2 (A A 2 5, W2t ] boo i Hifs

2 = bool 2 # ZHEN1

ERESBHER

AR ) BRI AR RIS — DG 2 AN R F IR S, ATV R, EREIEsE, o e M 17 & S b
I 1 AT AR R AR A . HlT, PrometheussZFff UM R G is HAT

. and  (JFH)
. or  (HF)
. unless  (HERR)

vectorl and vector2 &:77£—/~Hivectorl e R AR M F A& . Zn®A & vectorl e ILEtvector2 it & 41
o

vectorl or vector2 477 — AN EAE, ZIE A S vectorl g KR ARE, Bl vector2d ki Svectorl L F)
FIREAR B4

vectorl unless vector2 &=/ E—ANita G, #in s oo s Hvectorl AT Svector2 ILAL 176 R 41 Rk

AT RS A B RSO (www. topgoer.cn) - 37 -
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BIERFR B
T SASIRIAR, I T WE SR AEAIE 02565

lan, R EHLIICPUMEF 2, AT LUE iR
100 * (1 — avg (irate(node cpu{mode="1idle’}[5m])) by(job) )

Herhirate/&Prom QLA N B e HL, TS5 DR 1) & b 8] P SR PP I BT K . G T W BRIy, (e N — 1 iran

s

1EPromQLERERTH LSEZ M BN AK 9«

= 15 <5 4 05 0

and, unless

o uv A wWwNE
|
i

or

ULRERE A T A

) B 1) 2 AT IS SR I e 2 BRI DL AR AR SN 5 A B R UL (BR%s 584 — 80 AL R EIG R AT
B, WARBARFILAOTER, WEEETT.

BN R AHEProm QLA AT PRI (G UCEAR R : —XF— (one-to-one) ,£%f— (many-to-one) E—%}% (one-to-
many) .

—Xf—ILAS

0 VL RO AR o AR A A 12 2 s ORI R I I o) B R LT F 4R B — DL PR (B 28 58 & — B0 MIAE A . BROATSI N, AR
LS

vectorl <operator> vector2

TEARAEA M 10 21 BRSBTS 0L, AT LU#E Fon(label list)at#ignoring(label list) kA SE 4RIV AT Hy. {5 ]
ignoreing aJ L7E DU fE iF 200 S i 2% . iiijon ) 144 VU 47 9 bR 7 78 s fdi 2 2 1y,

{vector expr> <bin-op> ignoring(<label list>) <vector expr>
{vector expr> <bin-op> on(<label list>) <vector expr>

Pl EREA

method code:http errors:ratebm{method="get”, code="500"} 24
method code:http errors:ratebm{method="get”, code="404"} 30
method code:http errors:ratebm{method="put”, code="501"} 3
method code:http errors:ratebm{method="post”, code="500"} 6
method code:http errors:ratebm{method="post”, code="404"} 21

method:http requests:rate5m{method="get”} 600
method:http requests:ratebm{method="del”} 34
method:http requests:ratebm{method="post”} 120

i FHPromQL# ik =
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method code:http errors:ratebm{code="500"} / ignoring(code) method:http requests:ratebm

1%k AR BITER 23508, HTTPIERARASHG N5 00 7E AT AT il R i L. an %A ffi Fignoring(code), #AERF ML
FIA R [ R IR [7) 2 Aok FRAS BT AT — AN bR 25 58 A AH [F) R VT AL I3

Rl EE R R
{method="get”} 0.04 // 24 / 600
{method="post”} 0.05 /) 6 /120

[ B T-method yputfidel FFEAFRARIVCAC IR, R A 23 tH I AEZE 52
X —H—H%

25— Al —x Z PR UC RO e i — "R — N R TR T LS " 2 M 2 A GRS B AL R FEAL T, Zif A
groupf&ififF: group_leftok# group rightff e mb—A i) & B AA T w34 (1 "2 "Mt .

{vector expr> <bin-op> ignoring(<label list>) group left(<label list>) <vector expr>
{vector expr> <bin-op> ignoring(<label list>) group right(<label list>) <vector expr>
{vector expr> <bin-op> on(<label list>) group left(<label list>) <vector expr>
{vector expr> <bin-op> on(<label list>) group right(<label list>) <vector expr>

20— 300 2 PRI A — 5 8 H B SR 7 1 ) ek Gl [ ) o) AR RS AN— RO L o PRI L 75 2248 Hlignoring Alon &7 2k
HERR 2 PR E DL RC AR 25 51135

LIRS E S oW
method code:http errors:ratebm / ignoring(code) group left method:http requests:rate5m

1ZFRIEA P, AmE  method code:http errors:ratebm A& HAFrZEmethodficode. Mt

f  method:http_requests:ratebm  FFHAEEHE—/Fr%Emethod, KILICHIR 75 Z4F Fignoring R & ICHE #5245 N code.
TERREVLACARAS T, A A& A e 3 i REILEC B 2 AN e M e 3R

AL iZRIER VTR A L5 —, T EAH groupf&ififrgroup_leftdi i A n) & B A T I 1340

RARE AR

{method="get”, code="500"} 0.04
{method="get”, code="404"} 0.05 30 / 600
{method="post”, code="500"} 0.05 Z 6 / 120
{method="post”, code="404"} 0.175 // 21 /120

© 24 / 600

JeME: groupfEiiift A RefE L BBz AT h A ] . fE 4RIz 5 and, unlesslor A E B E h BN S A M & T A
TLRIEATILHD .
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PromQLE & ¥4k

Prometheusi e fft 1~ N E R R AHRAERT, KSR IR 150k o ol DURE RN 28 3R ol R A Bl b AT 2R 4 Tk
—AHIRI E P4

o sum  (RAN)

o min  (H/MH)

o max  (FKfH)

o avg  (FHH)

o stddev  (hRUEZ)

o stdvar  (bRUES %)
« count (it%0)

. count_values  (®fvaluedt{Tit#)
o bottomk  (JENZINF)
o topk  (RINZI/F)
. quantile (47 %0)

1 R A AR BRI R
<aggr-op> ([parameter, ] <vector expression>) [without|by (<label 1ist>)]

HhHAE  count values quantile topk bottomk ¥ EZH(parameter).

without i T- Wit 54k B B RIS AR, TREH TR, by MR, 4R rEd LRSI IR, R
Fr. JExdwithoutAiby af LU IR ] U6 B HEAT R 7 -

Bl

sum(http requests total) without (instance)

sum(http requests total) by (code, handler, job, method)
R R AN HHTTPIE R B &, v DLE i R IE A
sum(http requests total)

count_valuesH]F 5[] )5 51 s & — MR BRI IR L. count_values2y &g ANE—IREA A 1 — 551, I B8
AN AL NS AR

11
count values(“count”, http requests total)

topkAilbottomk I T3 FEAMEHEATHEFE 3R M4 RTREAERTNGL, B J5 n LN 6] 741 .

SRHTT PR R AT S AL FEREAEHE, wr LU ik X
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topk (5, http requests total)

quantile H F -5 S aiFE ARSI 1 /5 At lquantile(g, express)HH0 = ¢ = 1.

Bt Z@J90.50F, RN HE] 2 Bk A e o () A 2

quantile (0.5, http_requests_total)

A SRS F s B SCRS (www. topgoer.cn) f - 41 -



PromQL & pi %

PromQLWN & 5 %

fE /i, BAIEAFER] 7 M Tirate VXA AL AT I B IRATHH S I PR AR OB KR . Bk Tirate USH,
Prometheusit e fft 1 e R A B R EL, AT BURHIN PR HEAT 32 5 A0 Ab B . AN IDREl R 1 — 2% T R N LR B DA
AR 7 SR 25 -

rHE CounteriBirliKER

A 1xniE Counter KA I I FR bn HoARF R RGN, 7R REEE (RS AER, NAHER) IEIL N A ER Z2Z
AWTHERET . 9 T RS S ELWL IR R R AR AL R ZIE DL, 75 B SRR A B Ik e

RS, B A St 1 R AR A AL A R R L -

80
60
40
20

increase(v range-vector) ik £E PromQLA ik 2 W B ik diz —. HiZHvaE— XN E, increase R HERHUX [
A — A G e — MREA IR I G K . Rk, ] DU PL R Rk s CounterZ BB R I IE K

increase (node cpu[2m]) / 120

X HEitnode_cpul2mFRBU )7 51 5O B 8 T A REA,  increase it 5 H UL M A B BE K&, 55 Bk AR 1 120F0 75
Flnode_cpuff AL L 4B 1P 8K 38 IR FIXAME R BAF SR ALY AU 9 43 4 1R CPUAH FH 28

7 ffi fincreasesi # L4k, PromQLH A E A B T rate(v range-vector) s #, ratepd i al LS5 X 1] ) E v AE I 8] 2
P, Rk, 3@ DL RIA T DS 2l increase iR AUMH [F] 1 45 5«

rate (node_cpu[2m])

i ZE R M rate s increase BT L T SREA T IR (Kl R, B BN R IR b, FLICR SRS AE IR (8] T 19 R
AREE R FAAA . BTN, KT U E A2 B KRS () B A, ATREAERE ANl T U R e L R S B CPU L I 100%11)
TG, E I S T S I IV g 0 PAY PP S R R A T 0 S R H % )

N Tz, PromQLIgf 153 4h— > R ) b £irate (v range-vector). irate Al #EH] T 155 DA 1) & 573,
R LSO Y R R R I HE R irate bR o I X 1A) 1R P i ISR A B R TS IXTR) ) R (R g s AR . XA 3R L S
EI ) 0 AR R IR R HART S 0T A R U, sl irate R S i i bR BE S SE AT 1 S MRE A B0 R In A2 LR

N

o
irate (node_cpu[2m])

irate s O EL T rate s SR AL TS s A R B, AN 2 55 A A (KU 2 sl 1 5 RN o, irate IR i R T A S 1 A
Tt PR KR 3 0t ol o b BT (] rate i .

WillGaugefirRibiasy
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FE—EOLT, RGN TGRS RORFSETT IS AT, 2 oxh IR 55 25 O B A0 EL AT L ) 75 BB 0, 2t 2 1) R
S12MBIN I AASR FR 15 S P T R A 5 A 2ot T 24 VR 2 T B K A I O 2 RES A AU TRy . (B
RGP RINE? Ll SRRl S5 0 I, A ] A IR T 1 U o IR, SR T A BRE 2 MR
T, ARG SRR DG AR SO M E A, RGO AT T RS FE R AR R,
TEWIHEAT PR A BE ORI 127 S BMELRE NS R A . A WA B T5ES ?

PromQL 4 & [fipredict_linear(v range-vector, t scalar) % nl LAH; B R 405 B 57 50 U (b B 254500, predict_linear
BRVHCRT LTINS 18] 5 SUVPECFD J5 HME o e 56 T 17 S 2R P Il ¢ 07 5, St beF 10 8 10 A RO RE AR B BEAT G, AT W) Aot s 1] 737 47
M7 A RS O TN o B, T2 /N R AR SR TIIN SE ML AT A R R () S AE AN NI B (i, T DU N R R A
e

predict linear(node filesystem free{job="node”}[2h], 4 * 3600) < 0

ZiitHistogram gz K46k

TEARTREE 20, AN T Prometheus YR I FE e bR, HdHistogramfSummary B8] LU F GoiFf1 o4 5
WAt OL. X BITET-Summary & BLETER 7 it 5 1 B o0 A i o 8 . i Histogram i 2 b 8ok 5 75 221 i
histogram_quantile(o float, b instant-vector) K& 15 . Hrbe (0<e<l) RRFEITHEM ML, WRFETH
S QHUE 0.5, LI EHERTA,

PLfEfrhttp_request_duration_seconds_bucketyfil:

# HELP http request duration seconds request duration histogram
# TYPE http request duration seconds histogram

http request duration seconds bucket{le="0.5"} 0

http request duration seconds bucket{le="1"} 1

http request duration seconds bucket{le="2"} 2

http request duration seconds bucket{le="3"} 3

http request duration seconds bucket{le="5"} 3

http request duration seconds bucket {le="+Inf"} 3

http request duration seconds sum 6

http request duration seconds count 3

MU AL ET, A AN N R IA
histogram quantile (0.5, http request_duration_seconds_bucket)

X Histogram R I AR, P AT DU FASRIORE A K (0 70 A R 00 o (RIS o i Tk 5, ] RAAE R D7 (8 A0 P
EEN AR S =g Atio)i S N B

160
120
80
40

P R 2B I histogram_quantilett SR - 0 8, HAERE (R, 1fi2i8idhttp_request_duration_seconds_bucket
Fihttp_request_duration_seconds_sumi it 54k

LB
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— kiR, I PromQLE W RIRF A5G, A4k T2 2 MR 4 i RD 52 2 AR 2 ki e B3R . 9 il ik up 64 7T DASR X E)
T T 847 M Exportersz il LA K HOR 2«

up {instance="1ocalhost:8080”, job="cadvisor”} 1
up {instance="1localhost:9090”, job="prometheus”} 1
up{instance="localhost:9100”, job="node”} 1

TR AL T RE S BRI AT BEARYE . instance ATjob B IEAFE Yy, AT B AL i 1 Bl b S8 R Al e, ml LA RE
label_replacets % it & P 5IA NA M fh5%5 . label_replacef H AR S5 T

label replace(v instant—vector, dst label string, replacement string, src label string, regex string)

R A AR YO v 1 — T IR A AT AR 3, il regexULiidsre_labellffE, FHULACH S relacement’S A £ldst_labelfs
e W FR:

label replace(up, “host”, ”“$17, “instance”, 7 (.%):.%")
PRACAN IS, IR A — AN hosthr%s, hosthrZE M NExportersefil it 1Pk :

up {host="1ocalhost”, instance="1localhost:8080”, job="cadvisor”} 1
up {host="1localhost”, instance="1localhost:9090”, job="prometheus”} 1
up {host="1localhost”, instance="1localhost:9100”, job="node”} 1

Kk T'label_replacell4t, Prometheusitiffit 1 label_joinek%, %k ¥a] LUK 550 vE MhrdEsre_label fffE, @itk
separator{E AT 5 A\ F— a2 dst_label

label join(v instant-vector, dst label string, separator string, src_label 1 string, src label 2 string, ...)
label_replacefilabel_joinek 22 4t 7 % (8] 7 FU bR 21 H 8 LRE ST, AT RENS B4 1) T~ P i B nT AL LR & .

HENERH

B 7 ESCARR IR L B RRELASL, PromQLISHR M 7 ORI e N B R . X ey E R SR e L DA
S, XA AP, OGBS T LR R Prometheus B U7 SORY, TR S bR K 4 D7 3R
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fEHTTP APIH{# FHPromQL

YEHTTP APIH{# FHHPromQL

Prometheus i & MIHTTP APIA] L@ /api/v1iiil .
AP A&

Prometheus APH#i ]l 7JSONHS MR I 2. 24 AP I S Ih JE ks 23 3R [ 2 XX T H T TPAR 451
2, APV JIC AT G 1] DR LR A B A HTTPARAS S

« 404 Bad Request: 4B %hiRol & Bk
« 422 Unprocessable Entity 47k il ATI .
« 503 Service Unavailiable 4i# Rl s 4 skt .

P A BIAPIRE R AE AT AR ) SONA 2

{

” p— e =
status”: “success error”,
“data”: <data>,

// Only set if status is “error”. The data field may still hold
// additional data.
“errorType”: “<string>”,

“error”: “<string>”

}

FEHTTP APIH{#HPromQL

JEIEHTTP APIRATTAT By Sililid/api/vl/query fl/api/vl/query_range#riffProm QL ik = 4 iy 5 — & I u) i Bl 4 (455

B BAR A

JE R #F FH QUERY APIFRATTAT LAET ] Prom QLE 45 i I 1] 55 (145 5 o
GET /api/v1/query

URLiE RS

o query=: PromQL#%ix.

o time=<rfc3339 | unix_timestamp>: HT4&:&H T 5 PromQLII &L, wlikZH, BOATEIL R 47 R gt
&)

o timeout=: MK &E. WESH, BHIMER TEA-query timeoutf14: /& E .

G DA S ik s ) RaE sQup £ 7] £12015-07-01T20:10:51.781 Z ¥ 3 5745

$ curl *http://localhost:9090/api/vl/query?query=up&time=2015-07-01T20:10:51. 7817’
{

“status” : “success”,
“data” : {

“resultType” : “vector”,
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“result” : [
{
"metric” : {
” name_” : "up”,
”job” : “prometheus”,
“instance” : “localhost:9090”
b
“value”: [ 1435781451.781, “17 ]

1,
{
“metric” : {
” name ” : "up”,
”job” : “node”,
“instance” : “localhost:9100”
1,
“value” : [ 1435781451.781, “0” ]
}

La)E: & i

HAPHEHI G, Prometheus 2y ik M) SONAR sUAIMA R A 2, w0 BN R, JF HAtdata i stk &4 . dataty
AR

{

“resultType”: “matrix” | “vector” | “scalar” | “string”,

“result”: <value>
PromQLFA 2 rT G 5] 22 Fh s 2578, 60 3 P 25 H 4 resultTy pe s 4 ik el (1 3 8s 2578, 04
o [EWFE: vector
235 0] $ s 25 M resultType Jyvectorit), resultmi Stk 2T

{

“metric”: { “<label name>”: “<label value>”, ... },
“value”: [ <unix time>, “<sample value>” ]

l

HrFmetrics & 4RI 551 B AE4EE , value R — S ifE— [ FE A
o [X[Al[IEL: matrix
2435 1] ¥ s 25 M resultType Jymatrix i, resultmi S g i T .

{

“metric”: { “<label name>”: “<label value>”’, ... },
“values”: [ [ <unix time>, “<sample value>” ], ... ]

o
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TEHTTP APIH# HHPromQL

Hrhmetrics R M AP S RFELE S, valuestl & i =14 7 41 1 —4AEAR
o FrfE: scalar

LR (A1 #4525 M resultType scalariy, resultii Sk =0
[ <unix time>, “<scalar value>” ]

T AR EATEER 7 50— B, R tresult® s N 24 il RYiH A —ANMs 0 1E .
o FHFH: string
2 [8) $ g 2K M resultType ystring i, resultii NiA% = ik -
[ <unix_time>, “<string value>” ]
FAF R AL AR N PN AR SRR AR R o

X RIBHEEH

i FFQUERY_RANGE APIFATI AT LA B 42 75 1) Prom QL 1A T AE — B 1a13R |l N R T H 5 45 51
GET /api/vl/query range

URLiE RS

o query=: PromQL#%EA.

« start=<rfc3339 | unix_timestamp>: ji24HH} A,

« end=<rfc3339 | unix_timestamp>: & 4[]«

. step=: TP K,

o timeout=: HINE. MIESH, BRNEN NEH-query, timeout 4R i &

24 FHQUERY_RANGE APIZE #f]PromQLE ikt , 3 [1145 5 ik — A X 1] i ik«

{
“resultType”: “matrix”,
“result”: <value>

}

A, fEQUERY_RANGE APIHProm QLA BEAE F Ik ) Sk £ 28 8 A iy ik 5.

Bt BL R 2k A W 2RA s up 7E S0PV P BLLSAY Jy il b i1 5 Prom QLR IE AU 45 R -

$ curl *http://localhost:9090/api/vl/query range?query=up&start=2015-07-01T20:10:30. 781Z&end=2015-07-01T20: 1
1:00. 781Z&step=15s’
{

“status” : “success”,

“data” : {
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“resultType” : “matrix”,
“result” : [

{
“metric” : {
” name ” : "up”,
”job” : “prometheus”,
“instance” : “localhost:9090”
1,
“values” : [
[ 1435781430. 781, “1” 1,
[ 1435781445. 781, “1” 1,
[ 1435781460.781, “1” ]
]
}
{
“metric” : {
” name ” : “up”,
”job” : “node”,
“instance” : “localhost:9091”
}
“values” : [
[ 1435781430. 781, “0” 1,
[ 1435781445. 781, “0” 1,
[ 1435781460.781, “1” ]
]
}
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A AN SRR FIUSE J5 ik

AL 4G TR MUSETT ik

HITHT 649048 T Prometheus iy SCif 17 i 10 L e ARt R 261, [T Prometheus itk (I Prom QLT LSy H 101
PEILALSE. Promthues i THRIFIREE T — MEMMMRMI K. KEAEE M EAN T, PR, RATBRR %
WY L B 2

BERE

7E 2 fiiPrometheus &4 /- A AEA B AR, 8502 J i R In) REHC Y/ ZE R D00 A 75 . 0 T4 Sl i i
WITFEIME, NP EIRRRE A BE, I IGEARIE T AR EIERZITRE. HitPrometheussil i) A #I AR
Vo TR — R ) s L

&l A4 Exporter
- ML http. dns. tcp. icmp; ELacokr?:;(-SNMP
’ LT BT, AL porter:

Exporter

FHL FIEH &= node exporter

KA TR AR cAdvisor

A . X

(fflibra R, H%, QPS, AIbRAS gfi%ﬁprmomethe”s

ry)

BEERA RURR, SRS IR s iprmometheus
Client

GHETE BRI Kubernetes
Components

B 7 RIS R AR GO UG SEBR EARYE AN R A AR G2 RN F bR, 3% LA A e A B B AR ST AR

4NEEFER

Four Golden Signals/ZGooglest st K /A NI HI LRI04 45, 48 SR hR T LLEE AR 5% 2% 0 38 B - 4 FH P AR 06 IR S%
R LSS R MR I )R . RIS S LN YRS e b EIR, @I, SR DA

o JEIR: JRESUEKFT A

AL A U SR PRI 18], B S X 20 B A6 SR 10 A SR I 1) R SR 35 SR K S IR B ) o 951 1 50 P i Al O i A i i
S5 AMAHTTP 50001850 T, AP B AT BE AR PRATRTE SRR I B2 A 2%, A 2 RANIN DX 7 T SR Be i SR K AE IR, ] fig S B
AR GLERE R EERINZER: . BRICIAL, FERUNRSS il 8 PRI R, TFAR N G AR BRI BRI IR UK ) B
i, ORISR I R S W R R SRR AR, DR ILIE BRI Se A R (K B IR A A
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A AN SRR FIUSE J5 ik

o JENE: WEMITRGMRE, HTERRSNARTR.
P TN FIRA R R G0 H T RERR AR S L. #lin, fEHTTP REST APIth, Jfiiiill % 2 S HTTPE R %
o RS MEPEHET RGP AEREHRTER, MRS RG R A R
Xof T R 5 A 2 i (B, HTTP 50045 3%), i Leitkas(tan, HTTPIIRI200, {HSZBRll 35 RUEAKIRZ RILH)

T 3 R ATHTTP 500 BLIEIE 7E SB35 (INGinX) L HEATHEE, TRt T s A% BRGS0, T AT A B2 P4
WSS TR -5 3 A7 .

o VRIS HT ST MR
T ER I B RE A SRS R Z IR R PR, B0, SR ARG T RN, T ERERRMAARE, MR RS ER

ZIRSHAT/O, At E WML ONPIRS » FOMIEH AN, HRTHEEIOMG, RS ItERe S E M. FIREEn L
A EERT R B, b, R TS AT REAE A N A 1

REDJji%

REDJji%/&Weave CloudfE3: T-Google#]“44 3 44845 " BN T 45 & Prometheus Pl K Kubernetes 734 5L 8, 4HAL AL 45
TR, FEAEE AT 2 B A2 R DA R 45 ZEAE N () Wi R o R B OGTE DR — R SCBESR AR -

o (WFR)HER: Hss SRR AL
o (TER)ER: BRI REL
o (FFR)FEIT: BFMERAFEN .

TE“AREGAE 5" NS, REDIJSVERT LA R 75 B FH 7 5 2 S A DARAUIR 55 180 F T B FH P A6 1)t

USEJ7i:4:#x " Utilization Saturation and Errors Method”, T4t REcPERE I, v LA 5 7 Bk R 5 55 Va5
PARARRE 0 9. IEIIUSE BI04 7T Ron (08 X, USE 5 E 356 E S %R0 {8 % (Utilization). Y31/ (Saturation)
PLA R (Errors) .

o (M RIERGBRMMIEN. XEMPFREEUHEANRT: CPU, W, M, ME%%. 100%H4 30
RGBSR .

o VAN BINCPURCFEIS T HEBNR R, X L R BUR M SIRMME M (1R, AFT4REEES) . AL BHEERA R
R AT R S B R SRR TR

o R BRUSTHEL. BRI G A R b A B £y LR R 2% PSR T 14U

EIES BRI LA LSRR RSN EE, S DU SRR AT AR R R

v

@—@ﬂ%@@ > Rk
Y 1 PV ¢
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NS

PromQL;&PrometheusfbriE & )i A), iR IMEIRGETHRE S, HAPR MR TR RR 5 SCbrll 35 AT SRR O I RE - RIS i
PN PR TN R R, REAS A D) R A e R T 12 45 A DT i T 75 e AT S 5K 9l 35 0 8 4 1 1 3 I8 AT BR 9 i
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Prometheus 2 431

Prometheus 2 4b

AR B PA e 7 A AR % Prometheus i & Z A FTHLH], ZERTTH 138 i DN H T 528 J1/EPrometheus 2R &I 4y
W5y, fEPrometheus Serverdf sz SCEH AN LUK 7= A 45 %, AlertmanagerZl 4] F T 4L BEIX 28 fH Prometheus = 4E (1)
%, AlertmanagerflPrometheusik & 152 (15— b E .ty . Alertmanagerf& it T 2 F N B 5 =y 5 %@ sy =, Wi
B4 T % Webhookil 21152 45, it Webhook /7T LA e Bkt 45 % 56 2 ML Y 2 .

R F AL

o {EPrometheusH [ & 55 ZA U

o FifEAlertmanagerfiit

BT ARSI EN A & A

o RSB A RE I =07 kS5

Qi fli fiWebhooky™ Jg Alertmanager
o DAB e H AP RE AR AL AR X
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Prometheus#s # &/

Prometheus+: 2 &/

g8 ) fEPrometheus I 440 s &Il o BB AN IGL 19384y« W R TR, JEId fEPrometheusHie L AlertRule (2RI
Prometheus2: & WP [ 25 2 R EAT U530, SR 2 25 el & 2k st 2> 1l Alertmanager KA 5 (5 5 .

Mail Slack WebHook

o | N/

Alert

Target <—— Prometheus Server | promQL Alertmanager

Target

fEPrometheus " — 2% 35 2 2222 ol AR L 2 AL

AR AP REASER G, SN TaATE, HERYHERERIZEEHNERENE
o AREEHN . A SLER A PromQLIE T E X, HSERRE SRS EIER (PromQL) i 4 R L K A
(During) Ja &

fEPrometheust', i&r U@ Group (54D X —HMRI &S ERATH —E Lo HRIXLEE LHRLIEILYAML ARG — %
B

AlertmanagerfFE y— AL, Tl Ak [ Prometheus Server(taf DL H e 1% e 8 ) (1 8 245 K.
Alertmanagern] DUxHix 245 (s BT RE— B OALEE,  Pln 2438 oK & 2 5 R T bR A T L, (R s
ST AT HLs B IE R @A 7, PrometheusW B 1 X IEH:,  Slacks 2 Fiui &7 sUHISCRE,  [RII I6 3 F7 5 Webhook )
R, LR Z ERMLRIs . B, HaTAlertmanagerit A SRRETET, F8HI 7 524 w] LLIE I Webhook 54T 4T WLas AT
SER, MBI ET AT i 45 2. [N AlertManagerit $i At 1 & BR AN A i L SRR 15 2258 AT A HEAT A4

Alertmanagerfiit

Alertmanagerfk 1 #e EEEA K 5 BB EIRE I LASh, B ERPLGE T p 2 S0 DR RS R

— &

| |
| |
| |
| | ()
| |
— 1 \ 0.0
— | | L
| |
| |
| |
| |

><..

S
=E o ;| B
G4

SR ERUEITT U RN 5 A5 B A IRl fESEEEOLT, Bt T R E NS BOCR I S SR RN ik, X R
A AHLAI T DU He e i 5 10 5 5 R — A AN, G UM R ) S R, i T [ AT R RE A

B, HEREDABOT LT RIS SH], I HOVEE AR E 7SR B R T A s, TR B
f 55 S B TEVR B RN B e SR A Bom S Sl s B Alertmanager.
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S

Prometheus?: # &4

4\LAHEPEP?)E‘§E§E R . 55 SISO RSN T I T B2 IR 25 i S el 1 A PRt o

MAEJ 7, TR A7 S Rehe e
PE N RN

AT Y, TR IX LS

of
m@

TP, AT, DL ez 7 el LB T Alertmanagerf B B ST ECE -
s
RS M F SR S, T UME R E R R % S S R T A L.

Bt CHAEREAT YTl T, B A E Alertmanagern] BLZIK SRR SR B pT A . IR T DLBE Sk
BREG bR T SR ) 1 A

AL FREE T Alertmanager T B ST % E .«
20N

BRI T — AT B RO AR T DABRSAR YR bR o 25 AT R AN HE . SR B B B A BRI E . Alertmanager i AN 4
RIETE @A

FHER U E T E{E Alertmanager (I Werb 7 L #E47 4% & .
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H 5& X Prometheus 5 4 i |

H & X Prometheus 5 241 |

Prometheus " {135 R 7 VIR EE T-Prom QLA e S35 S filuk 264, Prometheus i it 3 S8 fl & 50 I 2E 47 Ja W P 5
235 A2 i e 2% U 2 ik A S A . BB, T DS 3 Prometheus I Wel 7 75 75 36 e 25 28 00 00 DA R 75 2 (1) i /%
RE. BPromthues5Alertmanager it f5, A LK 5 % R A 2SNk S5 inAlertmanager Jfidid Alertmanagera Ll
o i e 4 AT HE— 5 I AL L

B &
A ST R

groups:
— name: example
rules:
— alert: HighErrorRate
expr: job:request latency seconds:mean5m{job="myjob”} > 0.5
for: 10m
labels:
severity: page
annotations:
summary: High request latency
description: description info

AEF BRI SR, FRATAT LUK — SR SRR 50 B e A group N e (£ —/Ngroup T 3RATHT BLE L2415 R
(rule). — 235 SR E LA LR JLIB 2 41k

o alert: HEHIMALFR.

o expr: JETPromQLEIEA Bl A kM, HIT TR A I 107 51 L 1% 251

o for: VPARSEFERTIT], kS s MR A AR SRR — BUN A S A AR & . (E SRR I = A i B IR
pending.

o labels: HE AR, FOVEH P 2 20N 305 % ) — AL Ibr4s .

« annotations: H T4 —INER, HanH TR & B Biscy4E, annotations (¥ Py 28 76 & & = A i o — Al
NBHUKRIEFIAlertmanager.

NT RENSiEPrometheusfg s o F e SR I, B4 ZAEPrometheus 4 Rt & S0 iEid rule_files s e — 4145 20

W SCAF 7 IR B8 4%, Prometheus b 2l 523 F 2 X Se g A N AN S fF b SCRIN A, JF BRI S0 115502 75 ) A Ak

BLiPAIE

rule files:
[ - <filepath glob> ... ]

BRI R Prometheus &4 75 flot X St B 3E 47150, an SR A P AR e SCH S s 2 A, mTLoa@
it evaluation interval  KZE 5 ERIAMHEL R .

global:
[ evaluation interval: <duration> | default = Im ]

BRAL

— Mk, A S annotations Al summary  fR A E TS S, description  FF-3id & 2 ik
A5 E . [FifAlertmanagerf UM SR X B MR, SonhBEE . N Tk E BB B ik, Prometheuss
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F5%€ X Prometheus & 2 £ M|

Fitii fklabelflannotations f F bR (A .

it $labels. <labelname>  ZF& W] DL ] 2477 & sz dr 4 E b E . $valuell]l ] LIFRECY T PromQLE A R it K
FEAME.

# To insert a firing element’s label values:
{{ $labels. <labelname> }}

# To insert the numeric expression value of the firing element:

{{ $value }}

i, Ay LGB B ALk summary BLE description i i 25 (1 il i -

groups:
— name: example

rules:

# Alert for any instance that is unreachable for >5 minu

— alert: InstanceDown
expr: up == 0
for: 5m
labels:
severity: page
annotations:
summary: ~Instance {{ $labels. instance }} down”

description: “{{ $labels. instance }} of job {{ $labels. job }} has been down for more than 5 minutes.”

# Alert for any instance that has a median request latency >Is.
— alert: APIHighRequestLatency
expr: api http request latencies second{quantile="0.5"} > 1
for: 10m
annotations:

summary: “High request latency on {{ $labels. instance }}”

description: “{{ $labels. instance }} has a median request latency above 1s (current value: {{ $value }}

)"

BEEGERS

WIRFrw, HA A EUEEPrometheus WEBSZH I i Alerts>2 s A B 2 i Prometheus I ATA &5 &R0, DU H 2411 BT ab i
TEEIRAS .

Prometheus

Alerts

hostCpuUsageAlert (0 active)

alert: hostCpulsageAlert
expr: sum(avg(irate(node_cpu{mode!="1idle"}[5m]))
WITHOUT (cpu)) BY (instance) > @.85
for: 1m
labels:
severity: page
annotations:
description: '{{ $labels.instance }} CPU usage above 85% (current value: {{ $value
N
summary: Instance {{ $labels.instance }} CPU usgae high

hostMemUsageAlert (0 active)

[FI 3+ B2 pendingsl Zfiring (1175 %, Prometheusts 226 & A 14E 4% 2} 1a] £ 5 ALERTS { 3 .

LGB RIE, A i) S

i
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H 5& X Prometheus 7 41

ALERTS {alertname="<alert name>”, alertstate="pending|firing”, <additional alert labels>}
FEAAE 1524 0T 5 A THESIR A (pendingsl# firing) , 4% 2 M IEFRIR Ao IR TESIR AR, FEAM I A0,
6. B XENREEE
& Prometheusfic & X - prometheus.yml, 7 i bA R e & :

rule files:

— /etc/prometheus/rules/*. rules
1t H 5% /etc/prometheus/rules/ T 64 5 % 3 fFhoststats-alert.rules j 25 = :

groups:
— name: hostStatsAlert
rules:
— alert: hostCpuUsageAlert
expr: sum(avg without (cpu) (irate (node cpu{mode!="idle’}[5m]))) by (instance) > 0.85
for: Im
labels:
severity: page
annotations:
summary: “Instance {{ $labels. instance }} CPU usgae high”
description: “{{ $labels. instance }} CPU usage above 85% (current value: {{ $value }})”
— alert: hostMemUsageAlert
expr: (node memory MemTotal — node memory MemAvailable)/node memory MemTotal > 0.85
for: Im
labels:
severity: page
annotations:
summary: “Instance {{ $labels.instance }} MEM usgae high”
description: ”“{{ $labels. instance }} MEM usage above 85% (current value: {{ $value }})”

# FiPrometheus/riJi il Prometheus Ulhttp://127.0.0.1:9090/rulesa] LATT A 24 B LAINER (1 HL00 SCAF
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F5%€ X Prometheus & 2 £ M|

Prometheus

Rules

File: /fetc/prometheus/rules/hoststats—alert.rules; Group name: hostStatsAlert

alert: hostCpuUsageAlert

expr: sum(avg(irate(node_cpu{mode!="idle"}[5m] )}
WITHOUT (cpu}} BY (instance) > @.85

for: 1m

labels:
severity: page

annotations:

description: '{{ $labels.instance }} CPU usage above 85% (current wvalue:

!

summary: Instance {{ $labels.instance }} CPU usgae high
alert: hostMemUsageAlert
expr: (node_memory_MemTotal

- node_memory_MemAvailable) / node_memory_MemTotal > ©.85
for: 1m
labels:

severity: page
annotations:

description: '{{ $labels.instance }} MEM usage above 85% (current wvalue:

)
summary: Instance {{ $labels.instance }} MEM usgae high

Pl FAlertskr%http://127.0.0.1:9090/alerts v LA F 24 1 &5 & 15 sl IR

Prometheus

{{ svalue

{{ 3svalue

Alerts

hostCpuUsageAlert (0 active)

alert: hostCpulsageAlert
expr: sum(avg(irate(node_cpu{mode!="idle"}[5m]))
WITHOUT (cpu)) BY (instance) > @.85
far: im
labels:
severity: page
annotations:
description: '{{ $labels.instance }} CPU usage above 85% (current value: {{ $value
e
summary: Instance {{ $labels.instance }} CPU usgae high

hostMemUsageAlert (0 active)

S, FATAT LT b R CPUME I, KiiEPrometheusf) & & i, £ L

cat /dev/zero>/dev/null

BT EEACPUM AR, W FEPIR:
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http://127.0.0.1:9090/alerts

F5%€ X Prometheus & 2 £ M|

sum(avg(irate(node_cpu{mode!="idle"}[5m])) WITHOUT (cpu)) BY (instance)

Execute - insert metric at cursor - s

Graph = Console

- 1h + “ Until » Res. (s) O stacked

{instance="localnost:9100"}

r

Load time: 90ms
Resalution: 14s
Total time series: 1

il

Prometheus i Yok i 2135 /2 fi % 5145, hostCpuUsageAlertE s i — & & 4 TGRS . T 52800 h ¥ 8 7 1mi

SEFFISI], TS ERASIPENDING, W R EFR:

Alerts

hostCpuUsageAlert (1 active)

alert: hostCpullsageAlert

expr: sum{avg(irate(node_cpu{mode!="idle"}[5m])}
WITHOUT (cpu)) BY (instance) > 8.85

for: 1im

labels:
severity: page

annotations:

description: '{{ $labels.instance }} CPU usage above 85% (current value: {{ Svalue
)

summary: Instance {{ $labels.instance }} CPU usgae high

Labels State Active Since

alertname="hostCpuUsageAlert” | instance="localhost:9100" PENDING | 2018-02-23 06:03:56.912723765 +0000
severity="page" uTC

hostMemUsageAlert (0 active)

DR LG B SR RS AL, IS S PRl A 7 IF HA EORANFIRING, 30 °F PR :
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Prometheus

Alerts

hostCpuUsageAlert (1 active)

alert: hostCpulsageAlert

expr: sum(avg(irate(node_cpu{mode!="idle"}[5m]}}
WITHOUT (cpu)}) BY (instance) = @.85

for: 1m

labels:
severity: page

annotations:
description:

N
summary: Instance {{ $labels.instance }} CPU usgae high

'{{ $labels.instance }} CPU usage above 85% (current value: {{ $value

Labels State Active Since Value
alertname="hostCpulsageAlert" | instance="localhost:9100" FIRING 2018-02-23 06:03:56.912723765 +0000 0.9680000000000101
severity="page"

uTtc

hostMemUsageAlert (O active)

BTR

FEIX — /N 21T AT e B AN E F Prometheus#& 11 5 268 ), JF B2l 73 EHCPULL K AR S &K E . H
RN, FATABEEI Prometheus UITEE AT 5 E G aPIRE . 2 FKR, BT RBATH 2R F Prometheusfk &1 (1 55—
NAfEAlertmanagert X ik (1 5 B AT AR, SEELE EE A

(==
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& AlertManager

AlertmanagerfiiPrometheus Server—##>KfGolangsi¥l, It HBA S =5 ikfi. —Mok i A TAT Lud it LLR JUR 5 50
ki EAlertmanager: kL 2888 LAY T 2t

fi =i a#EEAlertManager

BRI

Alertmanagerf iR A )~ # bk nT LA Prometheus & 77 Wk https://prometheus.io/download/3kHL .

export VERSION=0. 15. 2

curl -LO https://github. com/prometheus/alertmanager/releases/download/v$VERSION/alertmanager—$VERSION. darwin—
amd64. tar. gz

tar xvf alertmanager—$VERSION. darwin—amd64. tar. gz

figtalertmanagerfit B30 {4

Alertmanagerfit /& G &8 — /M il fflalertmanager.ymlIfit & S, 200 R FR:

global:

resolve timeout: 5m

route:
group by: [’ alertname’ ]
group wait: 10s
group interval: 10s
repeat interval: 1h
receiver: ’web. hook
receivers:
- name: ’ web. hook’
webhook configs:
- url: "http://127.0.0. 1:5001/
inhibit_rules:
— source match:
severity: ' critical’
target match:
severity: ' warning
equal: ["alertname’, 'dev’, ’instance’ ]

Alertmanagerfft & = 2 & H A4 B (route) LA IS (receivers) . AT B4 45 B #8 2 IWEC & H 1 02 % th
(route)dE N B A, HR 3k 5 R R DDKE 75 4 2 R I A5 A T A P2 02 o

fEAlertmanager o] LLE SC—44cds, LA mr DL A tu(bb i RERIa g, B PR B 01 kR 5 2 /Ml . g e Lok
BRUBAE, Slackl Je ey Al 45 R

BTG B SR E ST —ANERIA I default-receiver il TiX B AT B E B 30, H AT RAM S T — N AR . TRl
IIVELIA S A8 a2 A

TERC B S F R Froutese SCT TR, 3% FE — AN SE AR S VS FR BRI AFOARIR Z5 4 o T AT 110 75 2545 RN TR 6 h 4, AR
FRAEUCHC N HE N BIAS R T v, I ELARYS 7% b B B e fs ki . Hanie Eooth il s E 7 — AN 0% Hroute Jf H.
SE XA vdefault-receiver. KL, A 4 & a2 Rk default-receiver. T3 1 i AN P 25 2 78 )G SEHE T ER 40
4,

JazhAlertmanager
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k& AlertManager

Alermanagerz K s (REFZAM, BONMFGERIEY  data/ o DI, fEJAZhAlertmanager fiif & Z AU AR H
S

. /alertmanager

P 7E B EhAlertmanagerti {2508 B 4 i B . —config. file JHT4FEalertmanagerfic B X412, =
storage. path  F TR e A ig 1% .

BEBITRE

Alertmanager/d )& ol L@k 90935 Vi, http://192.168.33.10:9093

Alertmanager Alerts Silences Status New Silence

Filter Group Receiver: All Silenced Inhibited

Custom matcher, e.g. env="production"

No alerts found
AlertZ B R L TE B AlertmanagerfZ I B & N 25 . Silences iz T AT LU UL G2 # BRI, 3X 3040 TR 1231 J5 430
. HEAStatussEE, FILUE EYET RGNS TRE L ABLERS B
XEtPrometheus5Alertmanager

7EPrometheus {54 s &Il 43 i AN T 38 4 . Prometheus 742454, i Alertmanager it 51 15 577 4= Jig 1 5 84k
., [HitAlertmanagerif & 5e )G, 2 4EPrometheusH ¥ B Alertmanagerii X (ii{s 8.

s Prometheustit & 3 ffprometheus.yml, 3R INEL T P 25

alerting:
alertmanagers:
— static configs:
- targets: [ localhost:9093’ ]

# JiPrometheusfii4s, Ihjg, wILLMNttp://192.168.33.10:9090/config&&alertingfic & & 7542 %%

BEI,  FRREARTF3h i m R G CPUE H %
cat /dev/zero>/dev/null

L RrPrometheus & 2 AT il ARAS :
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http://192.168.33.10:9093/
http://192.168.33.10:9090/config

& AlertManager

hostCpuUsageAlert (1 active)

alert: hostCpuUsageAlert
expr: sum(avg(irate(node_cpu{mode!="id1le"}[5m]}}
WITHOUT (cpu)) BY (instance) > @.85
for: 1im
labels:
severity: page
annotations:
description: '{{ $labels.instance }} CPU usage above 85% (current value: {{ $value
i3S
summary: Instance {{ $labels.instance }} CPU usgae high

Labels State Active Since Value

alertname="hostCpullsageAlert” FIRING  2018-02-23 07:29:56.908817573 +0000 UTC ~ 0.9823929571828838

i Alertmanager Ul o] LLE 2| AlertmanagerZ s i & 245 2.

Alertmanager Alerts Silences Status New Silence

Fiter = Group Receiver: All Silenced Inhibited

Custom matcher, e.g. env="production”

alertname="hostCpullsageAlert" ‘ + ‘

07:30:56, 2018-02-23 |~ Source JX Silence
summary: Instance localhost:9100 CPU usgae high

description: localhost:9100 CPU usage above 85% (current value: 0.9823929571828838)

severity="page" instance="localhost:9100"

BTk

HAT Ak, FA1C Ll 2252 1 Alertmanagerif: H 5 Prometheus>2 8, AEWS 1E #1208k [ Prometheus i /5 45 2. 1%
TORIRATE VRGN 2H Alertmanager & i b Hix Sl 3 1) 75 25 B .
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Alertmanagerfit & #tit

Alertmanagerfic & iz

& LI th DR A, /EAlertmanagert i # i (Route) ke U & b By 50 e — A T AR LT K
ARUCEC A o AR R 75 2 A bR 25 DL SC AT K S B 7 3 3 HLRE PRI 21 B AR R A Y 2

Alertmanager ¥ Z £ 5%t Prometheusi=E {5 & ik 74— kb3, RIL7EAlertmanagerfit & — M & LR LA 255
I3

o HFALE (global) : AT &L —E2/MAILSE, WAeRKISMTPELE, Slackft &4 H %

o M (templates) = F T S AT (R, AT HTMUBIAR , S BEh 25

o HERKN (route) : MUEFRZEUCHAD, e 280 5 RO W b2

o PRI (receivers) : AR —MIRIBEE, T MR AT LU GAE, Slackai# Webhook%, I\ —fik
e 5 2 B A

o FEIHN CGinhibit_rules) . A s BN AT LA/ 39 3% 15 2 ) AR

Feoe Bl EA% A

global:
[ resolve timeout: <duration> | default = 5m ]

—

smtp from: <tmpl string> ]
[ smtp smarthost: <string> ]
[ smtp hello: <string> | default = “localhost” ]
[ smtp auth username: <string> ]
[ smtp auth password: <secret> ]
[ smtp auth identity: <string> ]
[ smtp auth secret: <secret> ]
[ smtp require tls: <bool> | default = true ]
[ slack api url: <secret> ]
[ victorops api key: <secret> ]
[ victorops api url: <string> | default = “https://alert. victorops. com/integrations/generic/20131114/aler
t/” ]
[ pagerduty url: <string> | default = “https://events. pagerduty. com/v2/enqueue” ]
[ opsgenie api key: <secret> ]
[ opsgenie api url: <string> | default = "https://api.opsgenie. com/” ]
[ hipchat api url: <string> | default = “https://api.hipchat. com/” ]
[ hipchat auth token: <secret> ]
[ wechat api url: <string> | default = “https://qyapi.weixin. qq. com/cgi-bin/” ]
[ wechat api secret: <secret> ]
[ wechat api corp id: <string> ]
[ http config: <http config)> ]

templates:
[ - <filepath> ... ]

route: <route>

receivers:
— {receiver> ...

inhibit rules:
[ - <inhibit rule> ... ]

EEREETHEERNZ  resolve timeout , ZZHUE LT MAlertmanagerf 4L (K (M AU B 15 % 5 R 5 20K
A Nresolved (CURH) o %S B SURT RES RANA B 5 S WS8R0 SN ], 35235 TR B DR Sk Rz st BE AT 52 30, FEBK
WME A5l LB TR, FRATE O —L892br it i kEAlertmanagerf B L E N 4.
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HeTHRAE 0 o AL e

BT hRRE I 1 A B £

fEAlertmanager B & i o e R TARSE LRSI (K75 B by, LA E (R4S 2 15 2 5 Alertmanager i 22 a0 i xf Hilk
ITAEHE

route: <route>

Hirhroute ) 32 5E ST KRR UITHCHIN,  LLK Alertmanager i 6 TLAL 3 11 45 5 K5 45 W5 — S receiver, — /Mg fif i
ffjroutesE LWl R FiR:

route:
group by: [ alertname’ ]
receiver: ’web. hook’
receivers:
— name: ’ web. hook’
webhook configs:
- url: “http://127.0.0.1:5001/

i LfR: fEAlertmanagerfit 80 E, BATH @ LT —A 8, At Sk irE tPrometheuss A4 (195 58 1% 5
AlertmanagerZ f5#li#xi@id %5  web.hook  [freceiverfZii. ixHiweb.hookE L A—4webhooklhtk. 44451 Fr17
SN, SHEALI R AR A R, W TR, AT RS e AR AR T 5, Bt Erouterh, &A1
LR PAE UE Z ¥ T-Route, X EbRouteilid bRz VL AL i B F AL #7720, routeff 5884 E LR

[ receiver: <string> ]
[ group by: ' [’ <labelname>, ... '] ]
[ continue: <boolean> | default = false ]

match:
[ <labelname>: <labelvalue>, ... ]

match re:
[ <labelname>: <regex>, ... |

[ group wait: <duration> | default = 30s ]
[ group interval: <duration> | default = 5m ]
[ repeat interval: <duration> | default = 4h ]

routes:
[ - <route> ... ]

B% E UL AC

BE—EEHE L B E SR T froute N BG FRY, 75 2 R N TH 2R X route s 2D C I AT 75 22 (D AS BE AT 45 7T FRO DT . ¥
matchfimatch_re), &— AT LE X E CRR%52 ACLLVCECHI . BRIMEOLR, 5 %8k NS T2 route Ja 2338 i BT A 1
T, EAHRRIBRRI LR route, FEE L% EZroute® X fireceivert . {HinEroutet % E continue i N
false, R4S EAEILRLR)SE — DTS2 EmE#EE L. W continue/ytrue, R M4 4k 44T 5 45715 SUMICHEL . fn
250 1 DU ECAS BTAR 71 0k, A5 ke 2 3 T 4 Wi el 7 S R s e By QAT A

Forp UL R 7 SnT DU R . — ROy REEF AR B I00E, 8 B E match 2 i 2 v S AR
labelname’f HH{E%5 T-labelvalue. 58 iy sUAE T I Fik =, @il ¥% & match_red il 24 §if &5 S hr 25 1 {5 /2 751 /2 1E
JUESre NI

DR TR B AR, G SR Y R T R S 2 B AN (], T Bl repeat_interval 2 AT RE
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HeTHRAE 0 o AL e

HESA

TEZ B AL, Alertmanagern] DU 5 Sl a7 o0 4, 5 2 25 E&E I — ANl a . X BIRA T LAl
group_by K& UM . BT EH BRSNS, W Egroup_by e XAREAFK, AR & &3 N— AN
R IE AN -

BN T REM— R MR R I T 2 (AR DS(E B, nTLUBigroup_waitZ 50 B S5 AFT 0], W 78 S Rrit (] 9 24 10
groupZI B T AR, XSG G IR — ANl Al M receiver K% .

Mgroup_intervalfit &, I H T3 SR A Group [ 125 o 2 38 A A I 1] 1) B o

B, 4l Prometheus i % £ NG DL R 25 RS o 1) S FH AN BCH R IR 55, 9 ELAE SCRAT B4 o 5250 b 2o ey D A v B o
{1 57 AT I R o

route:
receiver: ’default-receiver’
group wait: 30s
group interval: 5m
repeat interval: 4h
group by: [cluster, alertname]
routes:
- receiver: ’database-pager’
group wait: 10s
match re:
service: mysql|cassandra
- receiver: ’frontend-pager’
group by: [product, environment]
match:
team: frontend

BRI T T 15 S B 4 ek 2 SR B T default-receiver, Kt 7EAlertmanagerfit & S ik b, X 245 4%
HEE R DA R 5 5 1) 4 Bkt 25 30047 40 41

L S o SRR R 2 R 45 inMy SQLEL # Cassandra, i I 75 Bk ot 5 2 306 45 HH N (1) 50307 5 7 21 51 (database-pager) .
KT AT h, WSS S servicebs%s, i Hservice MySQLE# Cassandra,lll[iidatabase-pagerk
EEEGE A, T IX EEAT E L group_by S E e, XEEMEELE S BB gk 4k, database-pagerid &I EIL
clusterfllalertnameitt4y 43 4L 75 2@ .

T 3 18 5 SR ) A RT B RIETF R FH BA R 3 S, 3 1 4 ol ok TR bR 2 teamsk b i 48 5 2 i ) i % . fEAlertmanager
TC B SO A R, o SOOI — R i g, SR UTC B bR team,  JE Hteam e H
frontend, Alertmanageri <&z productienvironmenttf 1 4 34T/ 4l e in S5 T B0, T & B Ak fg i
FER ENTEWE— PR (environment) Hf s — AN R FE B0 TR0, RT AR LA HEAT IR 8 A
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fii FHReceiversifi & 2135 &

ffiFHReceiverfZ s 2= B

Wi L~ Egdid, fEAlertmanagerth i d1 i s 5 B A5 BT 0 4LILES, JFRHR S B EGE SORIE A, 5 B R R LLE
2 PR G AT RE AL

receivers:
- {receiver> ...

H—receiverBfF —NaRME— L FK, FEEX N —ANEE 2 AN @ w7

name: <string>
email configs:

[ - <email config>, ... ]
hipchat configs:

[ - <hipchat config>, ... ]
pagerduty configs:

[ - <pagerduty config>, ... ]
pushover configs:

[ - <pushover config)>, ... ]
slack configs:

[ - <slack config>, ... ]
opsgenie configs:

[ - <opsgenie config>, ... ]
webhook configs:

[ - <webhook config>, ... |
victorops configs:

[ - <victorops config>, ... ]

e AN B RS =7 e R k. BIRERELE (nSlack. Hipchat) . B 3h N E B % (fnPushover) Al 4 5)
Riz4E T 5 (ffltn: Pagerduty. Opsgenie. Victorops) . Alertmanager /il %1y 20 id v] L FFWebhook, il ix fy
FFF A TT LASEIL S 2 ML I J S
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LRI R S5

FRHEE RS

MR 1% A2 H A0 Al i Y K 5 il k7 50, Alertmanager B 7 SMTPEMIKI SR, Rt Tl i 5, il 2 — 1k
NN S RGN I ES O REI

fEAlertmanager I MSFTE AT, R T 2w UFSMTPHSEIMELE , I HEreceivert g SCEAROT (B4R bEED AT 78
Alertmanager & ATr] UL EFEAER B 1 global e X4 R FISMTPRECH :

global:
[ smtp from: <tmpl string> ]
smtp smarthost: <string> ]
smtp_hello: <string> | default = “localhost” ]
smtp auth username: <string> ]
smtp auth password: <{secret> ]
smtp auth identity: <string> ]
smtp auth secret: <secret> ]
smtp require tls: <bool> | default = true ]

— o/ o/ o/ o/

SERAJRSMTPZ J&, Al 7 2 hreceiverfid Eemail_configs - X — 4005 & (MR A U RI AT, 300 R s s

name: <string>
email configs:
[ - <email config>, ... ]

B email_configHh e SCHIRN YN S F St L, P30 BEACSE (5 S ETRT, R W R M AT N 5 I SMTPRCE., T
B EfFemail_confighh s Al

[ send resolved: <boolean> | default = false ]

to: <tmpl string>

[ html: <tmpl string> | default =’ {{ template “email.default.html” . }} ]
[ headers: { <string>: <tmpl string>, ... } ]

BRSSP TG 2 MO BRI, fEemail_configiE X send resolved  AtrueRiFf.
LR PTAT RS AF E B T AR ISMTPRCE, U n] PLELHE E 42 R ISMTPRCE. .

XE, PGmaillisFa e, FATe X T — M2 RMSMTPELE, Jf Hiliid routed firfs & %45 Bk i% Fldefault-receivert:

global:
smtp_smarthost: smtp. gmail. com:587
smtp from: <smtp mail from>
smtp auth username: <usernae>
smtp auth identity: <username>
smtp auth password: <password>

route:
group_by: [ alertname’ ]
. ) . s
receiver: default-receiver

receivers:
— name: default-receiver
email configs:
- to: <mail to address>
send resolved: true
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L RRHRIT 25t

i LR R 2 BT Googlellk 522 4 N 75 A 7 7 4 A S A A 9 MR AR 3 sk 1

S IR A BB EHLCPUR I, (G s FACHCIR 2 SRR I 7ESMTPREELIERBRONSIL T, T LABRCEI I F ) 5
P

1 alert for alertname=hostCpuUsageAlert

View In AlertManager

[1] Firing

Labels

alertname = hostCpulsageAlert

instance = localhost:9100

severity = page

Annotations

description = localhost:3100 CPU usage above 85% (current value: 0.9176329468212568)
summary = Instance localhost:9100 CPU usgae high

Source

Sent by AlertManager
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fEiSlack

£ Slack

Slack2AEH AT I RIBAAE R, AR IR B SR IX TR, SCRpg i, Web M. fEE MG REIITH
B SlackfE AR IMEF- 6 o Rl HAR AL T st R EERRE ), #ESlackfkhl BB ATAE M T K& M ChatOpsH G A SE
o XK ATk Slack £ B Alertmanager

AiHSlack

Slack - prometheus-book

prometheus-book + £ [EEFEIEE]] ® & [Q Search ] @ ¢

ol % | 1 | %0 | Company-wide announcements and work

All Threads

Channels

# general

random

Direct Messages # general

slackbot You created this channel today. This is the very beginning of the # general channel.
book ) Purpose: This channel is for workspace-wide communication and announcements. All
members are in this channel. (edit)

Invite People
+ Add anapp & Invite others to this channel

Apps
Today
P book 9:38 PM
I3 joined #general.
| + |Mcssagc #general @ @

SlackfENy—#KBIHEIR T B, PMEVEEEEETChannel CFE) SR5Ek, Fal LR R4 & 7 n£ 4~ Channel, 3
HiEiEChannel RS FIEE =77 T A

B, FATAT A 4 S — AN Bk K Channel T ie & 45 5 8 -
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fEiSlack

Create a channel

Channels are where your members communicate. They’re best when organized around a topic — esc
#leads, for example.

Public . Anyone in your workspace can view and join this channel.

Name

‘ # monitoring ‘

Names must be lowercase, without spaces or periods, and shorter than 22 characters.

Purpose (optional)

What's this channel about?

Send invites to: (optional)

Search by name ’

Cancel Create Channel

Select up to 1000 people to add to this channel.

i — Az Channle ] B 5 B AR TAEMFHE, IF HoR AR RS —i:

book % | &1 %0 | ¢ Add atopic

All Threads

Channels
. l ’ You just created
general )
# monitoring w #monltorlng

random

o Others in your workspace can join from the Channel List.

Direct Messages

. invi |
slackbot Or, you can invite other people now!

book Don't show me this message when | create a channel

Invite People m

Apps

+ Message #monitoring @ ©

Slackf) 5 K2 ALFEFFEChannel "PE I A EE =5 e 55 14k, RLP AT LAZE TSlackdt & B SRR L& AR LBl — 2L i v
RS, Pl ESIEYE, REITRBRSE,

WM : Incomming Webhooks

NT RefifEMonitoring HE IR H Alertmanagerffiig B, A1 EEChannel (3 B i 4 £ 1 ”Add an App” -
Monitoring channelZii—/~4>%  Incoming WebHooks [ [:
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£ piSlack

(5_‘\9 Incoming WebHooks

Send data into Slack in real-time.
Incoming Webhooks are a simple way to post messages from external sources into Slack. They make use of normal HTTP requests with a
JSON payload, which includes the message and a few other optional details described later.
Message Attachments can also be used in Incoming Webhooks to display richly-formatted messages that stand out from regular chat

messages.

/' New to Slack integrations?
Check out our Getting Started guide to familiarize yourself with the most common types of integrations, and tips to keep in

mind while building your own. You can also register as a developer to let us know what you're working on, and to receive future

updates to our APIs.

Post to Channel

Start by choosing a channel where [ #monitoring -
your Incoming Webhook will post
messages to. or create a new channel

Add Incoming WebHooks integration

By creating an incoming webhook, you agree to the Slack API Terms of Service.

W jESlack4:i7r  Incoming WebHooks Bt B Al /5 =X

Setup Instructions |

WEe'll guide you through the steps necessary to configure an Incoming Webhook so you can start sending data to Slack.

Webhook URL https://hooks.slack.com/services/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

Sending Messages You have two options for sending data to the Webhook URL above:
o Send a JSON string as the payload parameter in a POST request
o Send a JSON string as the body of a POST request

For a simple message, your JSON payload could contain a text property at
minimum. This is the text that will be posted to the channel.
A simple example:

payload={"text": "This is a line of text in a channel.\nAnd this is .

This will be displayed in the channel as:

(ﬁ\p) testing-bot

This is a line of text in a channel.
And this is another line of text.

Incomming Webhook# T.{E77 iR & 5, Slacky4mrChannel @ 7 —ANHFE00H S I APIHbE :
https://hooks. slack. com/services/TE6CCFX4L/BE6PL897F/xF11rih13HRNc2W9nnHRb004

R A 5 248 F Post )y A Ial Channe i i 23 KK ST, fildn,  FRATTvr BLZE fir 447 i cur s — i B Al
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fEiSlack

curl -d “payload={ text’: ’This is a line of text in a channel.\nAnd this is another line of text.’}” https:/
/hooks. slack. com/services/TE6CCFX4L/BE6PL897F/xF11rihl3HRNc2WInnHRb004

TEMZIEH NN, fEChannelf & BoRFiiid (s 2, W FHs:

}'\\:) AlertManager APP 11:09 PM
OO | [RESOLVED] hostCpuUsageAlert (localhost:9100 page)

B 1 ARIEATCALISL, slacki® SCRFFESCAR W PR INGER:, Bl

payload={"text”: “A very important thing has occurred! <https://alert-system. com/alerts/1234|Click here> for
details!”}

SRS 3 ) R L B — AT ik B BE B AL . B T payloadBA4t, Incomming Webhhookid 3¢ #f— 6 FoAi fr) 2
#.

ZH 1EH NGl
username WCE AT R B A 44 FR webhookbot
. o y . https://slack.com/im
icon_url SN F PRE YN GORE A . °
57.png
icon_emoji  fEHemojifE AT RILES A KI5 :ghost:
B &% Hbrchannel, o i
channel - . #monitoring 53 ©@u:
B HAE R R P i @usernameR ]
4 >
lan, AR LA B SR % — ST A BRI R
curl -X POST ——data-urlencode “payload={ channel’ : ’#monitoring’, ’username’ : ’webhookbot’, ’text’: ’This is
posted to #monitoring and comes from a bot named webhookbot.’, ’icon emoji’: ’ :ghost:’}” https://hooks. slac

k. com/services/TE6CCFX4L/BE6PL897F/xF11rih13HRNc2W9nnHRb004

(«e» webhookbot APP 11:09 pPM
This is posted to #monitoring and comes from a bot named webhookbot.

fEAlertmanager+¥fEfSlack

1E T f## 7 Slackbl &Incomming Webhhook A g f1 7705, fEAlertmanager-H iR nSlack 3Rk i T .

fEAlertmanagerffi 4 FEE +, FIncomming Webhhooktihil:{f: fyslack_api_url s inF) 4x )= fic & 4 B af .

global:
slack_api_url: https://hooks. slack. com/services/TE6CCFEX4L,/BE6PL8I7E/xF11rihlSHRNc2WInnHRb004
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£ piSlack

MR, WA LITERreceiverd SUUE X H Cifslack_configsHI Tl :

receivers:
= name: slack
slack configs:
- channel: ’#monitoring
send_resolved: true

X HLAR AT SR 4T EALMCPURI 2, fE#Monitoring F &, AT IS — %5 EE B T HR:

f\\a AlertManager APP 10:59 PM
@z I [FIRING:1] hostCpuUsageAlert (localhost:9100 page)

7247 RS AL S, AT DA R e

;\\J AlertManager APP 11:09 PM
Og0 l [RESOLVED] hostCpuUsageAlert (localhost:2100 page)

%I FIncomming WebhhookSC T H & XS4, #n] MitEslack_configi k4T e X, slack_configi 3 ZEHc & w1 K-

channel: <tmpl string>

[ send resolved: <boolean> | default = false ]

[ api url: <secret> | default = global.slack api url ]

[ icon emoji: <tmpl string> ]

[ icon url: <tmpl string> ]

[ link names: <boolean> | default = false ]

[ username: <tmpl string> | default =’ {{ template “slack.default.username” . }} ]

[ color: <tmpl string> | default =’ {{ if eq .Status “firing” }}danger{{ else }}good{{ end }}’ ]
[ footer: <tmpl string> | default =’ {{ template ”slack.default. footer” . }}’ 1]

[ pretext: <tmpl string> | default =’ {{ template ”slack. default.pretext” . }} ]

[ text: <tmpl string> | default = {{ template ”slack. default. text” . }}’ ]

[ title: <tmpl string> | default =’ {{ template “slack.default.title” . }}’ ]

[ title link: <tmpl string> | default =’ {{ template ”slack.default. titlelink” . }}” ]
[ image url: <tmpl string> ]

[ thumb url: <tmpl string> ]

WAREE RO BN, HMHGo TemplateBIal.

color: ’{{ if eq .Status “firing” }}danger{{ else }}good{{ end }}’
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AR

Alertmanager 2 B T & S0 HE,  FATAT LS A AU E R AR, o0k — 20 nr LUE I AU E FIi s i BE R
B B B R NS B

prometheus® [ H & T A A E AOAH SCIC B 3]

# Whether or not to notify about resolved alerts
[ send resolved: <boolean> | default = false ]

# The API key to use when talking to the WeChat API.
[ api secret: <secret> | default = global.wechat api secret ]

# The WeChat API URL.
[ api url: <string> | default = global.wechat api url ]

# The corp id for authentication.
[ corp id: <string> | default = global.wechat api corp id ]

# API request data as defined by the WeChat API.

[ message: <tmpl string> | default =’ {{ template “wechat.default.message” . }}’ ]
[ agent id: <string> | default =’ {{ template “wechat.default.agent id” . }}” ]

[ to user: <string> | default =’ {{ template “wechat. default. to user” . }}’ ]
[ to party: <string> | default =’ {{ template “wechat.default. to party” . }}’
[ to tag: <string> | default = ’ {{ template “wechat.default.to tag” . }} ]

]

AR B E S5 L S AP, AT AR AL S B S & S 2 AR, SN0 AN R R 2 4L, i
WAAE R OR AR 7. RARBCES BT

global:
resolve timeout: 10m
wechat _api url: ’https://qyapi.weixin. qq. com/cgi~bin/
wechat _api secret: ’ N Hsecret, 7ENF A E WAl LLE ]
wechat_api_corp_id: *{lkid, 7EAAIHECE T A LA 2
templates:
-’ /etc/alertmanager/config/*. tmpl’
route:
group by: [ alertname’ ]
group wait: 30s
group_interval: bm
repeat interval: 12h
routes:
- receiver: ’wechat’
continue: true
inhibit rules:
— source match:
receivers:
- name: ' wechat
wechat configs:
— send resolved: false
corp_id: ~ANkid, FEANVAIHCE AT LA R
to user:  @all’
to_party: ~ PartyIDl | PartyID2
message: ~ {{ template “wechat.default.message” . }}’
agent_id: * N HIAgentTd, &N IR E TTH 7] LG 3
api_secret: N [secret, 7N FHMIECE T AT LAEE
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https://prometheus.io/docs/alerting/configuration/#wechat_config
https://work.weixin.qq.com/api/doc#90000/90135/90665
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define “wechat. default. message” }}
- if gt (len .Alerts.Firing) 0 —}}

- range $index, $alert := .Alerts —}}
if eq $index 0 -}}

KA. {{ $alert.Labels. alertname }}
el {{ $alert.Labels. severity }}

EEERE . {{ $alert. Annotations. message )}

RS . {{ $alert. StartsAt. Format “2006-01-02 15:04:05” }}

e

{{ if gt (len $alert.Labels. instance) 0 —}}#kfEseflip: {{
{{- if gt (len $alert.Labels. namespace) 0 —}} ¥ se i fEnamespace:
{{- if gt (len $alert.Labels.node) 0 —}}#fEYHEHNLip: {{

{{- if gt (len $alert.Labels. pod name) 0 —}}i#[&Epod 4 FK:

{{- end }}

{{- end }}

{{- if gt (len .Alerts.Resolved) 0 -}}
{{- range $index, $alert := .Alerts —}}
{{- if eq $index 0 —}}

of Of

M. {{ $alert. Labels. alertname }}
). {{ $alert. Labels. severity }}

{{- end }}
==HE G

EHEERE . {{ $alert. Annotations. message )}

RS ). {{ $alert. StartsAt. Format “2006-01-02 15:04:05" }}
PRERFE]: {{ $alert.EndsAt. Format “2006-01-02 15:04:05”

=

{{ if gt (len $alert.Labels. instance) 0 —}}#ffEsEflip: {{
{{- if gt (len $alert.Labels. namespace) 0 —}} &S24 ffrfEnamespace:
{{- if gt (len $alert.Labels.node) 0 —}}HFEFMip:

{{= if gt (len $alert.Labels. pod name) 0 —}}#kf&Epod 4 FK:

{{- end }}
{{~ end }}
{{- end }}

IR B EEE R, W LARI R R 05

1E &8 KubePodCrashlooping
EZERA: critical

40 iR [ 555¢R.

ENEEETEL: 2019-01-15 09:18:05

S — -t

tfEzCflip: 172.31.27.12:844 3 5 =CmlFREnamespace:
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$alert. Labels. instance }}; {{~ end —}}

{{ $alert. Labels. namespace }};{{- end -}}
$alert. Labels.node }}; {{- end —}}

{{ $alert.Labels.pod name }}{{- end }}

$alert. Labels. instance }}; {{~ end —}}

{{ $alert.Labels. namespace }};{{- end -}}
{{ $alert.Labels.node }};{{- end —}}

{{ $alert.Labels. pod name }};{{- end }}

TEIESE EEmEEAE 1



ERAETET: BT Webhook## J&
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TEHLEE LR BR T Alertmanager © 4 4 B 1A 5 23 an 753U, TSR] F P R ZHL 000 75 04 e 2 — 1 | 5 S5 7 =X
Y. @it Alertmanagerftfitfiwebhook S FF AT LU LU — 2R . B T HT SCRpgis i@ sn 7550, webhookiZ&nJ LA
SIS =5 RGEREILE4E A sk, SE PR

tEAlertmanagert il LA W1 NiEc B € Uk T-webhook 1 ki # receiver. — receivern] LUk R —4webhook/it
B

name: <string>
webhook configs:
[ - <webhook config>, ... |

f—Tiwebhook_config i AR B A% R T

# Whether or not to notify about resolved alerts.

[ send resolved: <boolean> | default = true ]

# The endpoint to send HTTP POST requests to.
url: <string>

# The HTTP client’s configuration.
[ http config: <http config> | default = global.http config ]

send_resolved H-T-45 & /& 15 76 15 L7l PR A m B0 2. urlilE A THedliowebhookif sk it . http_configs il & 76 75 %
Yo SR AT SSLAC & I F o

P E Lwebhook ] T4 5 25 BLE, 4l mt, Alertmanagerss#% i LT #6 alaix teurlibbl & 3% HTTP Posti
K, ERNEWT:

{
“version”: "4”,
“groupKey”: <{string>, // key identifying the group of alerts (e.g. to deduplicate)
“status”: “<resolved|firing>”,
“receiver”: <{string>,
“groupLabels”: <object>,
”commonLabels”: <object),
”commonAnnotations”: <object>,

“externalURL”: <string>, // backlink to the Alertmanager.
“alerts”: [
{

“labels”: <object>,
“annotations”: <object>,
“startsAt”: “<rfc3339>”,
“endsAt”: “<rfc3339>”

f#FGolangfiZ&webhookk %

HREA IR Golang il & F T #alkwebhook 5 & 5@ A1 ik %% . 1560 modeltl, T WUt ALertmanagerkik 5%
{55, Alertmanagerffi— M@0 FARIEAC E I group by HINI ] §E 245 2 2% 52 5 B Alert. G 75 2@ KT B (1) 45 f i
Notification.
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package model

import “time”

type Alert struct {

Labels map[string]lstring " json:”labels”’
Annotations map[string]string = json:annotations’
StartsAt time. Time " json:”startsAt”
EndsAt time. Time " json:”endsAt””

}

type Notification struct {
Version string " json:”version””
GroupKey string " json:“groupKey”"
Status string " json:”status”’
Receiver string " json:receiver
GroupLabels map[string]lstring ~ json:groupLabels’
CommonLabels map[string]string = json:commonLabels

CommonAnnotations map[string]string ~json:commonAnnotations’
ExternalURL string " json:externalURL"
Alerts [JAlert " json:alerts’

X L3 gin-gonicHEZE 6] A T Bzt WebhookiE At Web 55 . 72 ik ti/webhook#: ik H AlertmanagerffiPOSTi# K .

package main

import (
“net/http”

”github. com/gin—gonic/gin”

model ”“github. com/yunlzheng/alertmanaer—dingtalk-webhook/model”

func main() {
router := gin.Default ()
router. POST (”/webhook”, func(c *gin.Context) {
var notification model.Notification
err := c.BindJSON(&notification)
if err != nil {
c. JSON (http. StatusBadRequest, gin.H{”error”: err.Error()})
return

c. JSON (http. StatusOK, gin.H{”message”: ” successful receive alert notification message!”})

b

router. Run ()

BEETATHR R
ETET, BIREE L, S EATEO R B ATE, ROCT WAL BN ASEFHIE.

ETATRENLE AT ST R M 08 e T . BEMLES AT LU 38 =05 IR S5 (4 RS BRI, seBl BB B RE . Billn: @
R G GitHub, GitLabS Ui Bl 55, SCHLIRI SRR R A Trello, JIRAZEDH MRS, Sl A& ERE . A

A SRS T b RS0 (www. topgoer.cn) i - 78 -


https://open-doc.dingtalk.com/docs/doc.htm?spm=a219a.7629140.0.0.8M9OKD&treeId=257&articleId=105733&docType=1
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LI, BELES AN SCRFWebhook WM E & SR, SCRFE LT RENE . X B IRA TR ol Alertmanageriz i & i il

i H o UL N A BT ETHE .

X B A lEwebhook il 45, LA FERIGAlertmanager ) &5 258 sk & 2151 411 &

https://github.com/yunizheng/alertmanaer-dingtalk-webhook -k H .

B 5E XwebhookEHL3 A

TEILATET 2 (e SEIEGE AL BB E R R LA N KRR A

o SEERIREIES AT LUAgithub

BHLEEA

DHEIRS [ 2 == Code GitHub GitLab
B EhifeE R S T 2 SR AR BT Gitt 4B EEl B FRORK FFRIHED
a4

=

Travis Trello
HEMmESESE T [ S B 0 it S 5 A SEREA i B ETETFF P
= | o] S 1t (EHE -

BEX
EiTWebhookiEAME

MR EHE LGN, JF HAZ ISR st S WL AR, SREHL S AwebhookMudi, 41 R s
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https://github.com/yunlzheng/alertmanaer-dingtalk-webhook
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A I0HLAE A

1. 7RINATLES A~

2.1z Hwebhook, mFIRERAEFTWNFARELUEHE AL

webhook: https://oapi.dingtalk.com/robot/send?access_toker 5

dt
a

webhook#L#s NGV G, I mtar LS AR 7 szt A i HTTP POSTiR K, BT seBl iz %M . HAlH

SE LA N R SOR (text), 4 (link), markdown =Fij4 8357,

tn, wreliwebhookiidi IPOSTIE R K 2 L T

“msgtype”: “markdown”,

“markdown”: {
“title”:”Prometheus &[5 57,
“text”: " WIEFEAR\n” +

7> IEHIRE B \n\n” +
7> HHH A \n”
1,

“at”: |
“atMobiles”: [
”156xxxx8827”7,
”189xxxx8325”
1,

”isAtAll”: false

] LU curl3:1E 4T 4T webhook 2 15 fe W% 5 Th ik i -

$ curl -1 -H “Content—type: application/json” =X POST —d ’ {"msgtype”:

” . ”

“markdown”, “markdown”: {”title”:”Promet

heusBHEA(Z B, “text”: “#i## WIEIEFR\n> BIEHIA(EE \n\n> #Hdte 52N A \n”}, "at”: {7isAtAl1”: false}}’ htt

ps://oapi. dingtalk. com/robot/send?access_token=xxxx
{”errcode”:0, “errmsg”:”ok”}
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B

VIR AT DAEET AT B2 T 8 rh e 3 SR 1 s i A2

e Prometheus Robot  ¥1#EA

b fZIEAT
hEHEHER
&5 (8]

R B S BB AR IDIngtalkil BX R

ix B X4 FkDingTalkMarkdown H T it Dingtal ki v B4k

package model
type At struct {

AtMobiles [Jstring ~json:”atMobiles””
IsAtAll  bool " json:”isAtAl1l”"

type DingTalkMarkdown struct f{
MsgType string " json:“msgtype””
At *At " json:at’
Markdown *Markdown ~ json:”markdown”"

type Markdown struct {
Title string ~json:”title””
Text string ~json:”text”’

& SR ARG Alertmanager &1k (1) 25 2l A i 3y Dingtal ki Bk

package transformer
import (
“bytes”
tmt”
”github. com/yunlzheng/alertmanaer—dingtalk-webhook/model”
// TransformToMarkdown transform alertmanager notification to dingtalk markdow message

func TransformToMarkdown (notification model.Notification) (markdown *model.DingTalkMarkdown, err error) {

groupKey := notification. GroupKey
status := notification. Status

annotations := notification. CommonAnnotations
var buffer bytes.Buffer
buffer. WriteString (fmt. Sprintf (“### HENZH%s CHFIIRA :%s) \n”, groupKey, status))

buffer. WriteString (fmt. Sprintf (“#### 21 \n"))
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for , alert := range notification.Alerts {
annotations := alert.Annotations
buffer. WriteString (fmt. Sprintf (“##### %s\n > %s\n”, annotations[”summary”], annotations[”description”

D)
buffer. WriteString (fmt. Sprintf ("\n> JF4AIIE]: %s\n”, alert.StartsAt. Format(”15:04:057)))

markdown = &model. DingTalkMarkdown {

MsgType: “markdown”,

Markdown: &model.Markdown {
Title: fmt.Sprintf (“EEIZ4: %s CHRAPIRAS :%s)”, groupKey, status)
Text: buffer.String(),

1,

At: &model. At {
IsAtAll: false,

1,
}
return
}
fEDingtalk@HE%EE

notifierflf flgolangffinet/http 528 5 Dingtalk#EHL 38 A28 H.. SendJiEEL & AN SH:  HlEI )5 i s 25 4
£, UL Dingtalk #4125 A Webhooktidl: .

ji il fitransformer. TransformToMarkdown 4 Alertmanagers % &1 5 Dingtal kil £ 3EA7 B

package notifier

import (
“bytes”
”encoding/json”
7 fmt”
“net/http”

”github. com/yunlzheng/alertmanaer—dingtalk-webhook/model”
”github. com/yunlzheng/alertmanaer-dingtalk-webhook/transformer”
func Send(notification model.Notification, dingtalkRobot string) (err error) {
markdown, err := transformer. TransformToMarkdown (notification)
if err != nil {

return

data, err := json.Marshal (markdown)

if err != nil {

return

}

req, err := http.NewRequest (
“POST”,
dingtalkRobot,

bytes. NewBuffer (data))

if err != nil {
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return

req. Header. Set (“Content-Type”, “application/json”)

:= &http. Client {}
client. Do (req)

client

resp, err :=
if err != nil {

return

defer resp. Body. Close ()
fmt. Println ("response Status:”, resp.Status)

fmt. Println ("response Headers:”, resp.Header)

return
}
¥ RBFEE
WA RN 2172

package main

import (
" lag”

TBHEHs, MTAEREIN N2 K Dingtal KIS At .

”github. com/yunlzheng/alertmanaer-dingtalk-webhook/notifier”

)
var (
h bool
defaultRobot string
)

func 