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Echo-intro

AT H N Golang Echo HESLE 77 SCRS B4k SCRS
QoiEE 3 CHY: http://www.topgoer.com/

¥H: https://github.com/hilaily/echo-intro
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http://www.topgoer.com/
https://github.com/hilaily/echo-intro

Yok IF 4

(I SUAR
PRI
7k

$ go get —u github. com/labstack/echo/. .

%5 Hello, World!

)i server.go = AF

package main

import (
"net/http”

”github. com/labstack/echo”

func main() {
e := echo. New()
e.GET(”/”, func(c echo.Context) error {
return c.String (http. StatusOK, “Hello, World!”)

D)
e. Logger. Fatal (e. Start (”:13237))

JA B SS

$ go run server. go
MY ER Vi http://localhost: 1323 SR fEHtae/E i FES]  Hello, World!

e. POST (" /users”, saveUser)
e.GET (" /users/:id”, getUser)

ASCRS £ s RO (www. topgoer.cn) F - 4 -


http://localhost:1323/

Yok IF 4

e. PUT(”/users/:1d”, updateUser)
e. DELETE (”/users/:id”, deleteUser)

URLEZESH

// e. GET("/users/:id”, getUser)

func getUser (c echo. Context) error {
// User ID KFE Turl users/:id
id := c.Param(”id”)

return c. String (http. StatusOK, id)

Joe

FHX 281719 http://localhost:1323/users/|oe SR )G st RErE T & 5

BRSH

/show?team=x—men&member=wolverine

// e. GET(”/show”, show)
func show(c echo.Context) error {
/) MIERZSEE IR team FI member HI(H
team := c.QueryParam(”team”)
member := c.QueryParam(“member”)
return c. String(http. StatusOK, “team:” + team +

7 member:” + member)

M A 7 ] http://localhost:1323/show?team=x—men&member=wolverine 1] LAH F|
M &oR"team:x-men, member:wolverine”

ﬁ-@ application/x—www—form—urlencoded

POST /save
name value

name Joe Smith

email joe@labstack.com

// e. POST("/save”, save)
func save(c echo.Context) error {

/) HH name FI email HIfE

A SR R RS (www. topgoer.cn) - 5 -


http://localhost:1323/
mailto:joe@labstack.com

Yok IF 1

name := c.FormValue (“name”)
email := c.FormValue (“email”)
return c. String (http. StatusOK, “name:” + name + 7, email:” + email)

e fr 447 BT T 0154

$ curl -F “name=Joe Smith” -F “email=joe@labstack. com” http://localhost:1323/sav

e
EHlE <t name: Joe Smith, email: joe@labstack. com

ﬁ-@ multipart/form—-data

POST /save

name value
name Joe Smith

avatar avatar

func save(c echo.Context) error {
// Get name
name := c.FormValue (“name”)
// Get avatar
avatar, err := c.FormFile(“avatar”)
if err != nil {
return err

// Source
src, err := avatar.Open()
if err != nil {

return err

}

defer src.Close()

// Destination

dst, err := os.Create(avatar.Filename)
if err !'= nil {

return err
}

A SR 3 R RS (www. topgoer.cn) ) - 6 -


mailto:joe@labstack.com

Yok IF 1

defer dst.Close()

// Copy
if , err = io.Copy(dst, src); err !=nil {
return err
1

return c. HTML (http. StatusOK, ”“<b>Thank you! ” + name + “</b>”)

AT AT T T E )

$ curl -F “name=Joe Smith” -F “avatar=@/path/to/your/avatar. png” http://localhos
t:1323/save
//output => <b>Thank you! Joe Smith</b>

{56 B 4 2 IR LA

cd <project directory>
ls avatar. png
// => avatar. png

KEERER

o [R¥E Content-Type i&KFrk¥  json ,  xml , form B query H#ELE
7l Go 45t
o JEITIREIMNTESSA  json  BUE xml A%

type User struct {
. S ” ” ” ” ” ” ” ”>
Name string ~json:”name” xml:”name” form:”name” query:”name
Email string json:”email” xml:”email” form:”email” query:”email””

}
e. POST (” /users”, func(c echo.Context) error {
u := new(User)
if err := c.Bind(u); err != nil {
return err
}
return c. JSON(http. StatusCreated, u)
/) B

// return c. XML (http. StatusCreated, u)

A SCRE 3 R RS (www. topgoer.cn) ) - 7 -



Yok IF 1

BERIE

TH ARG E X /static/*  Ha NSO H S
e. Static(”/static”, “static”)

THRES

EYTRIEEC

Rl

// Root level middleware
e. Use(middleware. Logger ())
e. Use(middleware. Recover ())

// Group level middleware
g := e.Group(”/admin”)
g. Use (middleware. BasicAuth (func (username, password string, c echo. Context) (erro
r, bool) {
if username == ”joe” && password == “secret” {
return nil, true

}

return nil, false

1))

// Route level middleware
track := func (next echo.HandlerFunc) echo.HandlerFunc {
return func(c echo.Context) error {
println(“request to /users”)
return next (c)

}

e. GET (”/users”, func(c echo.Context) error {
return c. String (http. StatusOK, ”/users”)
}, track)

THRES

A% SCRE 3 R RS (www. topgoer.cn) )-8 -


http://go-echo.org/guide/static-files
http://go-echo.org/guide/templates
https://echo.labstack.com/middleware

izl

fit

zH

H X
Context
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iR
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R

M) L

B EH
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AR
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file:///docs/echo/goechozhinananzhuang
file:///docs/echo/echozidingyi
file:///docs/echo/echoContext
file:///docs/echo/echoCookies
file:///docs/echo/echocuowuchuli
file:///docs/echo/echoqianyi
file:///docs/echo/echoqingqiu
file:///docs/echo/echoxiangxing
file:///docs/echo/echoluyou
file:///docs/echo/echojingtaiwenjian
file:///docs/echo/echomuban
file:///docs/echo/echoceshi

o 4 Go
o % H GOPATH HIEAr &

fEH go get

$ cd <PROJECT IN $GOPATH>
$ go get —u github. com/labstack/echo/. .

FH dep

$ cd <PROJECT IN $GOPATH>
$ dep ensure —add github. com/labstack/echo@ 3. 1

fEH glide

$ cd <PROJECT IN $GOPATH>
$ glide get github. com/labstack/echo# 3. I

fEH govender

$ cd <PROJECT IN $GOPATH>
$ govendor fetch github. com/labstack/echo@v3. 1

Echo 1 Go  1.10.x %k, @7 1.9.x A 1.10.x IR,

Echo i#iid GitHub releases #E4T ifi LAt/ (semantic versioning) #il, 45 E KA AT EA
fffl package manager %%,

AT RS A b RSO (www. topgoer.cn) 47 10 -


http://semver.org/
https://github.com/avelino/awesome-go#package-management

B g X

H € X
H 5 X

Debug
A Echo#tDebug  KJFJH/KH] debug #x. Debug #= 1 HELE DEBUG.
H&E
HEBRIER JSON k8 30,  rAEIE AE ohs kb A7 4% B
HE#k
Echo#fLogger. SetHeader (io. Writer) — HTHEFKKRE, BRIMEN:

{"time”:”${time rfc3339 nano}”, "level”:”${level}”, "prefix”:”$ {prefix}”, "file”:
”${short file}”, “line”:”${line}”}

N

import “github. com/labstack/gommon/log”

if 1, ok := e.Logger. (xlog. Logger); ok {
1. SetHeader (“$§ {time rfc3339} ${level}l”)
}

2018-05—08T20:30:06—07:00 INFO info

R

. time rfc3339

o time rfc3339 nano
. level

. prefix

D long file

ARSI HB R SCRS (www. topgoer.cn) - 11 -



SRS

. short file

o line

H &4

Echo#tLogger. SetOutput (io. Writer) HTHEHEEmE A E, BRAE
os. Stdout .

HRAEHBEE, A EchottLogger. SetOutput (ioutil. Discard) 1%
EchottLogger. SetLevel (1og. OFF) FFEK

HEZ5

EchottLogger. SetLevel (1log. Lvl) HTwEHELRN, BRA&  ERROR . "IE{EE
i

. DEBUG
. INFO

. WARN
. ERROR
. OFF

HEXHE

Echo W H&ELH T echo. Logger M, iZEO R EH EchottLogger  JFMHEE X
4

it o

HENX Server

{#FH  Echo#StartServer () W4T 8 E X Server HJazsh

Nl

s := &http. Server{
Addr: ”:13237,
ReadTimeout: 20 * time.Minute,
WriteTimeout: 20 * time.Minute,

}

e. Logger. Fatal (e. StartServer(s))

JE SRR

A% SR B R SCRS (www. topgoer.cn) 4 - 12 -



SRS

f#F]  Echo#tHideBanner — [&ik)5 Shi& g .

H 5 (W 2%

15 FH Echo#t*Listener  Jaz—ANHE X listener.
/i

1, err := net.Listen("tcp”, 7:1323")
if err != nil {

e. Logger. Fatal (1)
}

e.Listener = 1
e. Logger. Fatal (e. Start ("))

#H HTTP/2

f#if]  Echo#DisableHTTP2 <M HTTP/2 M.

BT

f#f]  Echot*ServertReadTimeout &5 S2HUIE SR A& A a] o

YN i)

{#F  Echott*ServertWriteTimeout & B 5 NN K AR
IR
] Echo#tValidator — VEM—/NISIESRS, MIMATIE R B PAT AL .

BEHEZ

H % X &85

fifl Echo#Binder  EM— RS, MIMGEER K 12K

16 Echo#fRenderer  JEM—MEGLTIEE, MNMdEAT AR TE G .

HTTP iR

AT RS A B R SCRS (www. topgoer.cn) - 13 -


https://echo.labstack.com/guide/request#validate-data
https://echo.labstack.com/guide/request/#custom-binder

ERS'E

f§f]  Echo#HTTPErrorHandler  VEM—A http fHREAFES,

BEEZ

ARSCRS S H RO (www.topgoer.cn) i - 14 -


https://echo.labstack.com/guide/error-handling

Context

Context

Context

echo.Context F/x24H] HTTP KM L F 3. @it B, Bl a8 FAH
% AP BEAT T SR S W S S .l T Context & —M% 1, WAl DURFA A AT B &
APl #ATY .

¥ B Context

E‘EX—HEX context

type CustomContext struct {
echo. Context

}

func (¢ *CustomContext) Foo() {
println(“foo”)

}

func (¢ *CustomContext) Bar() {
println (“bar”)

}

BIE— AN E AR BERILK context

e. Use(func (h echo. HandlerFunc) echo. HandlerFunc {
return func(c echo. Context) error {
cc := &CustomContext {c}
return h(cc)

AL m TR AR AT ] SE A o B 22 R A

A Z PR

e.Get (”/”, func(c echo.Context) error {
cc := c. (*CustomContext)
cc. Foo ()
cc. Bar ()

SRS A B R SCRS (www. topgoer.cn) - 15 -



Context

return cc. String (200, “0K”)
1)

AR F H RSO (www. topgoer.cn) i 4 - 16 -



Cookies

Cookies

Cookies

Cookie &l 7y il P s s ) U & A7 A /AN SCAR SO, RS A8 A T R . 24 F P M
v, WA AR cookie Jik [ ik 55 4% LAIE KN P 2 BT HE 3

Cookie fEA—ANATFEGIESEH, " HPKICSORSMEE (LIEL R 2 h s sicx
AP S EE sl CRAR kg ], Skl Ui R LD . Cookie & W] DL 7
SERTH A E AR AR, B RS suthht.

Cookie Bt
JE A i
Name No
Value No
Path Yes
Domain Yes
Expires Yes
Secure Yes

HTTPOnly Yes

Echo i/l golang H#if  http.Cookie  XIHE AN /HHUN N HH cookie.

g2 —/ Cookie

func writeCookie(c echo. Context) error {
cookie := new(http. Cookie)
cookie. Name = “username”
cookie. Value = ”jon”
cookie. Expires = time. Now().Add (24 * time.Hour)
c. SetCookie (cookie)

return c.String (http. StatusOK, “write a cookie”)

SRS b R SCRS (www. topgoer.cn) - 17 -



Cookies

o M  new(http. Cookie)  flliCookie.
o cookie fIEMEESHIESY http. Cookie  HIR[SHE M.
o b, I c.SetCookie(cookies)  f#y HTTP M 3hn  Set—-Cookie 3k,

#EEL Cookie

func readCookie (c echo.Context) error {
cookie, err := c.Cookie(“username”)
if err != nil {
return err
1
fmt. Println(cookie. Name)
fmt. Println(cookie. Value)
return c.String (http. StatusOK, “read a cookie”)

o Cookie T #Z M HTTP iER B 3EHL:  c. Cookie(“name”) .
o Cookie MR LAMEH  Getter  HiEIRHEL.

BREFTE Cookies

func readAllCookies (c echo.Context) error {
for , cookie := range c.Cookies() {
fmt. Print1ln(cookie. Name)
fmt. Println(cookie. Value)

}
return c.String (http. StatusOK, “read all cookie”)

SRS A B R SCRS (www. topgoer.cn) 7 18 -



By
i

iR EE

iR AP

HIRLCEEF

Echo #{8d ih [ ek AL FERE F (handler) iR 8] HTTP 45 iREE A A FE . 4 rp U R AL FRFE P
RFBRANING— AL B WG R IR B AT IR S, FEm R P i 3% H 2 X HTTP Wi,

PRA] LLUIR Bl —ANFRdER) error BY#  echo. *HTTPError

B, EAR G4y IR TR AR R BITE SRR, 2R A 401 R AL 1% (401-
Unauthorized), JfZ1b4u5/) HTTP ik,

e. Use (func (next echo. HandlerFunc) echo.HandlerFunc {
return func(c echo.Context) error f{
// Extract the credentials from HITP request header and perform a se
curity

// check

// For invalid credentials
return echo. NewHTTPError (http. StatusUnauthorized)

// For valid credentials call next

// return next (c)

1)

PRAEAT DA SN R echo. NewHTTPError ), XS TR SCA S B4 1215
B, fln Unauthorized

2\ HTTP &R 0EER

Echo 24t 7EGAM) HTTP #5402 A2 /7, B JSON #g UK IE R 1%

” ” ” . . ”
message” : ~error connecting to redis

PRfEEE R error MMM ZE 500 - Internal Server Error . SRMIEHA (debug)
BN, FERERGESW K%, WRERE  #HTTPError , WIAH & B FPIRSAR
BOAE AR N . WREH 7 HEIES, RSl wE B

A SR 3 R SRS (www. topgoer.cn) i)



iR AL PR

HEX HTTP &R 0EEF

JEit e HTTPErrorHandler — W LA E HE I HTTP 451740227 (error handler) .

HEHBOAR HTTP SR EERE 7 S8 HT s AR 4 R ESRIUAS [RI A A A R 5 SR HDURH 2 ) £
P, MR RABEF € C HTTP A RACBERE S, 9] Q1 5308 38 0 R B C 3 H 765 8 N PR ) 37
Sto BA . ARIERTBLURGE B RE SRR DU B JSON Wi NL25 27 i o

HIRH

FIFH B E X HTTP 5 a0BE AR 7, Al DLE R RS [FRP S I RS iR T i A, dskfsiR H . B
WA FRAIS/E  <CODE>. html , #41  500.html o #RA]LATE
https://github.com/AndiDittrich/HttpErrorPages# % Echo W & 4R .

func customHTTPErrorHandler (err error, c echo. Context) {
code := http.StatuslnternalServerError
if he, ok := err. (*echo. HTTPError): ok {
code = he. Code

1

errorPage := fmt. Sprintf ("%d. html”, code)

if err := c.File(errorPage); err != nil {
c. Logger (). Error (err)

}

c. Logger (). Error (err)

e. HTTPErrorHandler = customHTTPErrorHandler

H&ERR 7idx2 logger, A LLdxBIH =77 k55, il Elasticsearch 2i#
Splunk.

A RS A B RSO (www. topgoer.cn) i 20 -


https://github.com/AndiDittrich/HttpErrorPages

EHHE

e Bt Let’'s Encrypt Bz TLS iEH
o WEMMENL (graceful shutdown)
o PO THAARUEL L (standard handler) fiHfaE/{+ (middleware) [3fE %k
o Map ZBMIMEFIARN maplstringlinterface{}
o LR (context) MFEE % T ARAER)  net/http TR SN
o FrHIACE
o Echo#ShutdownTimeout
° Echo#DisableHTTP2
o JHTHJ API
° Echo#tStart ()
o  Echo#StartTLS()
o  Echo#StartAutoTLS ()
o Echo#tStartServer ()
° Echo#Shutdown ()
o Echo#tShutdownTLS ()
o Context#Scheme ()
o  Context#ReallIP()
o  Context#IsTLS ()
« Echo FIHU FEMHEEA setter/getter J5i%
o Binder
o Renderer
o HTTPErrorHandler
o Debug
o Logger
o T A CORS Hhfa)fF
o T Echo#Static MIfFIEIKRR T static HilE/fF

2% SR B RSO (www. topgoer.cn) i 4 - 21 -


https://letsencrypt.org/

/Fz

A

H

Mk API
o Echo#Run()
o Context#P()

MIBRFRME  Context ¥

MMk fasthttp

MEsFric N deprecated [ API
Logger % root 4

K Wb AR BIRS 2 F O

R LLREE T KE I (issues)

Cookbook

A SRS T b RS0 (www. topgoer.cn) i - 22 -


https://echo.labstack.com/cookbook

15K

BARGE e

AR Context#Bind (i interface{}) — IGiERANAEMALEE R go ML, BN E S
Y FHT Content-Type #753k L% application/json, application/xml 1 application/x-
www-form-urlencoded [F)%# .

THRHEERGIEE]  User  S5HIAERIGIT

// User

User struct {
Name string json:”name” form:”name” query:”name”
Email string ~json:”email” form:”email” query:”email””

// Handler
func (¢ echo. Context) (err error) {
u := new(User)
if err = c.Bind(u); err != nil {
return

}
return c. JSON (http. StatusOK, u)

JSON ¥3E

curl \

-X POST \

http://localhost:1323/users \

-H ’ Content-Type: application/json \
Joe”, “email”:” joe@labstack”}

” 7

-d ’ {"name”:

)

Form REHEEIE

curl \
-X POST \

A5 SR B RSO (www. topgoer.cn) i 4 - 23 -



IR

http://localhost:1323/users \
—-d ’name=Joe  \

—-d ’email=joe@labstack. com’

EHHZ2H (Query Parameters)

curl \
-X GET \
http://localhost:1323/users\?name\=Joe\&email \=joe@labstack. com

EhE Y=
Bl LL#EE Echo#Binder VM H E X4FERS.

N

type CustomBinder struct {}

func (cb *CustomBinder) Bind(i interface{}, c echo.Context) (err error) {
/) RS 2B )98 4%
db := new(echo. Defaul tBinder)
if err = db.Bind(i, c¢); err != echo.ErrUnsupportedMediaType {

return
1
/R E CRISER
return

R
Form FHEEIE

FTHEE O DB AR, Context#FormValue (name string) Fiko

N7

// Handler
func (¢ echo. Context) error f{
name := c.FormValue (“name”)
return c. String (http. StatusOK, name)

2% SR B RSO (www. topgoer.cn) 4 - 24 -



15K

curl \
=X POST \
http://localhost:1323 \
—-d ’name=Joe’

298, REATPLEIESEEL Echo#BindUnmarshaler — $2MSR40E B E L HHERM,

type Timestamp time. Time

func (t *Timestamp) UnmarshalParam(src string) error {
ts, err := time.Parse (time.RFC3339, src)
*t = Timestamp (ts)
return err

2% (Query Parameters)
IS HT PLdE s A RRIRE, Context#QueryParam (name string) T

Nl

// Handler
func (¢ echo. Context) error f{
name := c.QueryParam(”name”)
return c. String (http. StatusOK, name)

})

curl \
-X GET \

http://localhost: 1323\ ?name\=Joe

MR, B XEIERMKIREIT  Context#QueryParam(name string) — HEATHE
JE o

BZ&2H (Path Parameters)
WA HAT LB Context#Param(name string) string — HF{THRZR.

N7

e. GET (” /users/:name”, func (c echo.Context) error {

name := c.Param(“name”)

A RS A B R SCRS (www. topgoer.cn) - 25 -



return c. String (http. StatusOK, name)

b

$ curl http://localhost:1323/users/Joe

HIERAE

Echo % H N EMBIEKIFDIRE, HRZT LB Echo#tValidator — A — J7 A kiEM—A
BEIAE 2 .

N https://github.com/go-playground/validator BT & s HIAE 22K i i -

type (
User struct {
Name string json:”name” validate:”required””
Email string " json:”email” validate:”required, email””

CustomValidator struct {
validator *validator.Validate

func (cv *CustomValidator) Validate(i interface{}) error {
return cv. validator. Struct (i)

func main() {
e := echo.New()
e.Validator = &CustomValidator{validator: validator.New()}
e. POST (" /users”, func(c echo.Context) (err error) {
u := new(User)

if err = ¢.Bind(); err != nil {
return

}

if err = c.Validate(u); err != nil {
return

}
return c. JSON(http. StatusOK, u)

)
e. Logger. Fatal (e. Start (”:13237))

2R SR B RSO (www. topgoer.cn) 4 - 26 -


https://github.com/avelino/awesome-go#validation
https://github.com/go-playground/validator

iR

curl \
=X POST \
http://localhost:1323/users \
-H ’ Content-Type: application/json’ \

—-d ’ {"name”:”Joe”, “email”:” joe@invalid—domain”}’
”

:”"Key: 'User.Email’ Error:Field validation for ’Email’ failed on the
“email’ tag”}

”
{"message

ARSCRS S H RSO (www.topgoer.cn) i - 27 -



0 3

i

M N2
Ri% string $E

Context#String(code int, s string) FH T 53— G IR ARG 1 26 S A ] 3

N4

func (¢ echo. Context) error {
return c.String (http. StatusOK, “Hello, World!”)
}

K% HTML R (SEHER)

Context#HTML (code int, html string) H T RIE— A ARSI a5 HTML i 5
MR FEMEAE R HTML A BIEEE .

Nl

func (¢ echo. Context) error {
return c. HTML (http. StatusOK, “<strong>Hello, World!</strong>”)
}

&i%¥ HTML Blob

Context#HTMLBlob (code int, b []byte) HF RIE—AHRESIE ) HTML blob ¢ — it
K65 R, nTRAREL, [Tbyte  MIERR T ZE1R J5{#

R 5 BEIE S
&
K% JSON %ui

Context#JSON(code int, i interface{}) T RIE—ANHORSIEH JSON X%, E2%
Golang HIXt % #4k JSON 7575 .

[t

N

ARS8 T B R SCRS (www. topgoer.cn) ) #- 28 -


https://echo.labstack.com/guide/templates
https://echo.labstack.com/guide/templates

0 3

// User
type User struct {
Name string json:”name” xml:”name”

Email string ~json:”email” xml:”email””
g

}

// Handler
func (¢ echo. Context) error {
u := &User{
Name: “Jon”,
Fmail: ”jon@labstack. com”,
}
return c. JSON (http. StatusOK, u)

JSON i

Context#JSON()  WHBHA  json.Marshal — SR¥#t JSON #i#, (HiZ 5 ikmx KEM
JSON #idli &z BAFREA L, X TXAE LA LE A JSON .

N7

func (¢ echo. Context) error {
u := &User{
Name: “Jon”,
Email: ”jon@labstack. com”,
}
c. Response (). Header () . Set (echo. HeaderContentType, echo. MIMEApplicationJSONChar
setUTFS)
c. Response (). WriteHeader (http. StatusOK)
return json. NewEncoder (c. Response (). Encode (u)

JSON 34k (JSON Pretty)

Context#JSONPretty (code int, i interface{}, indent string) 0l DLk IE A Y i3k
(AT DA 2246 A0 tab) B N IFE ) JSON £k .

N

func (¢ echo. Context) error f{
u := &User({
Name: “Jon”,

Fmail: ”joe@labstack. com”,

AT RS A B RSO (www. topgoer.cn) - 29 -



0 3

}
return c. JSONPretty (http. StatusOK, u, ”~ )

}

{

“email”: ”joe@labstack. com”,

”

” ” ”
name” : " Jon

WA RURLE W AR N pretty , ARBEATAMEA  Context#JSONO
SR 7 A Z i) JSON e

Nl

curl http://localhost:1323/users/1?pretty

JSON Blob

Context#JSONBlob (code int, b [lbyte)  BJHSRMANEIR (BIanE ) BB k1% Y
3 JSON X} 4.

N4

func (¢ echo. Context) error {
encoded]JSON := [lbyte{} // Encoded JSON from external source
return c. JSONBlob (http. StatusOK, encoded]JSON)

}

Ri% JSONP ¥iE

Context#JSONP (code int, callback string, i interfacef{}) "] LK Golang HO#E#E2E
HUEEH RS, JSON 2878, Jfamicd [l PAar A RZSHE ) JSONNP 2504 k1%

Few=mN (]
RiE XML g

Context#XML (code int, i interfacef{})  ®LUK Golang X} %44k XML K67, JEa
ARSI AL o

N4
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0 3

func (¢ echo. Context) error f{
u := &User{
Name: “Jon”,
Fmail: ”jon@labstack. com”,

}
return c. XML (http. StatusOK, u)

}

XML &

Context#XML ~ WH#BEH  xml.Marshal — SR XML ¥, (H1ZJ7V% 06 &) XML
e 2 BAAMCEAL, ST X RGN AT CAE A XML .

Nl

func (¢ echo. Context) error f{
u := &User{
Name: “Jon”,
Fmail: ”jon@labstack. com”,
}
c. Response (). Header (). Set (echo. HeaderContentType, echo. MIMEApplicationXMLChars
etUTFS)
c. Response (). WriteHeader (http. StatusOK)
return xml. NewEncoder (c. Response () ). Encode (u)

XML #46 (XML Pretty)

Context#XMLPretty (code int, i interface{}, indent string) AT LR 4t (AT
DL 2k R0 tab) HIEE N IF A I XML 28

N4

func (c echo. Context) error f{
u := &User{
Name: “Jon”,
Email: ”joe@labstack. com”,
}
return c. XMLPretty (http. StatusOK, u, ” 7)

<{?xml version="1.0" encoding="UTF-8"?>
{User>
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] 57

{Name> Jon</Name>
<Email> joe@labstack. com</Email>
</User>

WA RURLE M AR pretty  , IRBATLMER  Context#XMLO K
71 A AL XML o8

N

curl http://localhost:1323/users/1?pretty

XML Blob

Context#XMLBlob (code int, b [lbyte) ] AR MANERIR (B andds E ) H 5 Kk Hidwm i
i) XML %% .

N

func (¢ echo. Context) error f{
encodedXML := [lbyte{} // Encoded XML from external source
return c. XMLBlob (http. StatusOK, encodedXML)

}

RIEME

Context#File(file string) W HIRAIENENCARmIN, I H € /e A 3B E LN
ARAL UHE AL B EAF

N

func (¢ echo. Context) error {
return c.File ("3CEE4E>7)
1

RIAHHE

Context#Attachment (file, name string) MREAE File() HIJ5 iR, H
CW T EAFEANA .

N
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func (¢ echo. Context) error {
return c. Attachment ("<PATH TO YOUR FILE>”)
}

RIEN# (Inline)

Context#Inline (file, name string) MRIEXA File() HI7iERRL, R2en
FTiFAAFRANA

N7

func (¢ echo. Context) error {
return c. Inline ("<PATH TO YOUR FILE>”)

RIA—#FKICAH (Blob)

Context#Blob(code int, contentType string, b [Jbyte) BT R E N AR
(content type) ALRAACHD AT = 28 B Al

N7

func (¢ echo. Context) (err error) {
data := [Jbyte( 0306703, 0035866, NO ACTION, 06/19/2006
0086003, “0005866”, UPDATED, 06/19/2006 )
return c.Blob(http. StatusOK, “text/csv”, data)

RiEW (Stream)

Context#Stream(code int, contentType string, r io.Reader) " FRIEEENER
A (content type) . IRAAUHD. io. Reader [T RAIBIE

N

func (¢ echo. Context) error {
f, err := os.Open(”<PATH TO IMAGE>”)
if err != nil {
return err

}
return c. Stream(http. StatusOK, “image/png”, f)
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RiEZHNZA (No Content)

Context#NoContent (code int) AT RIEFAIRSHE AT NE .

Nl

func (¢ echo. Context) error {
return c. NoContent (http. StatusOK)

}

HEM

Context#Redirect (code int, url string) A F EE 2R AN ARSI URL,

N7

func (c echo. Context) error {
return c.Redirect (http. StatusMovedPermanently, “<URL>”)

}

Hooks

Wi B2 2 Bif

Context#Response#tBefore (func ()) A DA 3 AR 5 ON e 2 T 8 A B ek

Wi L2 Je

Context#Response#tAfter (func ()  AJ DAFSRIFEMAES AW N 2 J5 8 R . (H 2 a5
“Content-Length” J&2 RHVIRZE, MIASH M FEESHHAT.

N

func (¢ echo. Context) error f{

c. Response (). Before (func () {
println(“before response”)

D)

c. Response (). After (func () {
println(“after response”)

D)

return c.NoContent (http. StatusNoContent)
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%

i H
B EH

2T radix tree , Echo M HEWHEEIEF . BHMH sync pool REH AN, LI
GC JH T ERNE WAL

R ERE M HTTP J7i%, url BB —ANLE AL F (handler) AT BLEM— AN H . 4
i, FNHEAARENER T —ANERS BT EERE Get BV, /hello
W1 B8 1%, LA KRIE  Hello World — HTTP Wi (A EFR T,

/) M54k P
func hello(c echo. Context) error {

return c.String (http. StatusOK, “Hello, World!”)
}

/) BE
e.GET(”/hello”, hello)

RATEAR  Echo. Any (path string, h Handler) — SRAFTAE R HTTP J7ikKikiEN AT
(handler); anSANTE ZRNIFEAREE 7 EF M EH, AT Echo. Match (methods
[Istring, path string, h Handler)

Echo iid  func(echo. Context) error 5 X handler 77k, Hri echo. Context
CL AR T HTTP iR A N4 1,

VLECFR A
VLR EA B 2R BAE. B, /users/*  JG&ULHL;

e Jusers/
o /users/1
. /users/1/files/1

. /users/anything. . .

BR A2 ULEC)B 7

o Static (&2 #4%)

o Param (Z##%1%)

SRS A b RSO (www. topgoer.cn) - 36 -
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%

o Match any (VLECTH)

sEpy

e. GET (" /users/:id”, func(c echo.Context) error {
return c. String (http. StatusOK, ”/users/:id”)
1)

e. GET (" /users/new”, func(c echo. Context) error {
return c. String (http. StatusOK, ”/users/new”)
D)

e.GET (" /users/1/files/*”, func(c echo.Context) error {
return c. String(http. StatusOK, “/users/l/files/*”)
)

T E SCHR i R 4% T T D0 58 2y UL

o /users/new
. /users/:id

o /users/1/files/*

B R AT AR AR R 72

Ak

Echo#Group (prefix string, m ...Middleware) *Group

AT LK FLAG R R AT 25 0 2% B Ay — T 8 SCEAA Al B AR R T . BR T SRR I
B RSN, g d gk R T EE. & BEAEMAR B AT e e, WFEEH  Group. Use (m
...Middleware) . fJa, HEEHEALHRE,

THEA, FAIEE T4 admin 41, EFRZEX Jadmin/x EERBHTIEARLR HTTP &
NN

g := e.Group (“/admin”)
g. Use (middleware. BasicAuth (func (username, password string) bool {
if username == ”joe” && password == “secret” {
return true

}

return false

1))
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%

B EH iy 44

FAHHBALSRE A Route  XH, XA GATDHPRG a4, Ll

routelnfo := e.GET(”/users/:id”, func(c echo.Context) error {
return c.String (http. StatusOK, ”/users/:id”)
1))

routelnfo. Name = “user”

// WERXHES
e. GET (”/users/new”, func(c echo. Context) error {
return c.String (http. StatusOK, ”/users/new”)

}).Name = “newuser”

R EAERRRE R uri (B2 SOEIRSRIU s 51, 503 2 A i A PR AR [R] A AL 22 2%
(handler) i, e 44t 2 545 5 75 18

& URI

Echo#URI (handler HandlerFunc, params ... interface{}) Al UL SR AR AT A MY 55 A ERAR
1 BA B B RS EURL. XFEEAREE M) B RN B AR 7 R, m] DAAR J7 18 1 4 A Ab 35 By
HH URI .

T TH AR R e.URI (h, 1) BAERR  /users/l1

/) M54 B
h := func(c echo.Context) error {
return c. String (http. StatusOK, “0K”)

/) B
e.GET (” /users/:id”, h)

T Echo#URI , & PAfEH Echo#iReverse (name string, params
...interface{})  JFIEEMRIEMELA N uri. b, 24 foobar AT N EN, fHH
Echo#fReverse (“foobar”, 1234) e ARk /users/1234

// Handler
h := func(c echo.Context) error {
return c. String (http. StatusOK, “0K”)

// Route

e. GET(”/users/:1d”, h).Name = “foobar”
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B PR

Echo#tRoutes () [J*Route  ZxAR¥EEE B LT 5 H BT A CEEM S H. B—
5 http J7vd, BRI R FALBE S (handler).
b/

/

// Handlers
func createUser(c echo.Context) error {

}

func findUser (¢ echo. Context) error {

}

func updateUser (c echo.Context) error f{

}

func deleteUser (c echo.Context) error f{

}

// Routes

e. POST (” /users”, createUser)
e. GET (” /users”, findUser)

e. PUT (" /users”, updateUser)

e. DELETE (” /users”, deleteUser)

R T AR VR i A 1) % e 45 B S HE 21 JSON ST

nn ”

data, err := json.MarshalIndent (e. Routes(), , ”)
if err != nil {
return err
}
ioutil.WriteFile (“routes. json”, data, 0644)

routes. json

{

“method”: ”POST”,

“path”: ”/users”,

“handler”: “main. createUser”
b
{

“"method”: “GET”,
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1

“path”: ”/users”,
“handler”: “main. findUser”

“method”: “PUT”,

” ” ”
path”: ”/users”,

“handler”: ”“main. updateUser”

“method”: ”“DELETE”,
“path”: ”/users”,

“handler”: “main. deleteUser”
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s A
BRI

B4npE F, JavaScript, CSS, PDF, FAR {4545,

fE B

¥ Echo#Static()

Echo#fStatic (prefix, root string) 1 AR BT 2 E M — AT |, DA AR H 34t
FRAS S

%1

e := echo. New()
e.Static(”/static”, “assets”)

w bprR, assets HaEH  /static/* B2 FEMEMSCHRES MU . Filan, — N1
/static/js/main. js = PJIERESILECE]  assets/js/main. js XA,

HHE 2

e := echo. New()
e.Static(”/”, “assets”)

W bEFR, assets Hax  /x B NIWAEMISCHES S B VTR B, — N5 e
/js/main. js  HIERESICACE]  assets/js/main. js = o

£ Echo#File()

Echo#File (path, file string) MBS/ TEMHT % B CASRHEER &S S
JH% 1

16 public/index. html #2225 TiiH
e.File(”/”, “public/index. html”)

JH% 2
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EEOSatE

1di images/favicon. ico  RfL—AKEn

e.File(”/favicon. ico”, “images/favicon.ico”)

ARSCRS S H RSO (www.topgoer.cn) i - 42 -



FRAR

BER
AR S

f#H]  Context#Render (code int, name string, data interface{}) error & TEHIHH
s, FEREW ARSI text / html ma)Ry, @it Echo. Renderer H% B FRAT
A] DA AT AR AR 51 2

N2 Go  html/template  fl7fl:

1. 2ol echo. Renderer g2

type Template struct {
templates *template. Template

func (t *Template) Render (w io.Writer, name string, data interface{}, c ech
o.Context) error {
return t. templates. ExecuteTemplate (w, name, data)

2. g PR

public/views/hello. html

\{\{define "hello”\}\}Hello, \{\{.\}\}!\{\{end\}\}

t := &Template {
templates: template.Must (template. ParseGlob (“public/views/*. html”)),

3. AR

e := echo. New()
e. Renderer = t
e.GET(”/hello”, Hello)

4. £ action HyE AR
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func Hello(c echo.Context) error {
return c.Render (http. StatusOK, “hello”, “World”)

"4 - &P A Echo

FEFEEAE LT, WBIRAE R uri ATRRIR A H, Ak, & E B A &8

Echo#fReverse . ItHf, Golang #J  html/template  HIHFA—EHEXFEMN, HIK
AT DO AR VAR SE I SR, G TE AR B N AR I — AN A BT BB
Fi, ¥ maplstringlinterface{}  1ERNSHULHEIFTEHE RS T RIEI. LT /5
—MHENRENE, XRBEA ARG

template. html

<html>
<body>
<h1>Hello {{index . “name”}}</h1>
<p>{{ with $x := index . “reverse” }}
{{ call $x “foobar” }} &lt;— this will call the $x with parameter “f
oobar”
{{ end }}
{/p>
<{/body>
</html>
server. go

package main

import (
“html/template”

”.e ”n

10

”

/’1Og
“net/http”

”github. com/labstack/echo”

// TemplateRenderer is a custom html/template renderer for Echo framework
type TemplateRenderer struct {
templates *template. Template

// Render renders a template document
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func (t *TemplateRenderer) Render (w io.Writer, name string, data interface{}, c

echo. Context) error {

// Add global methods if data is a map
if viewContext, isMap := data. (map[string]interface{}); isMap {
viewContext[”“reverse”] = c.Echo().Reverse

return t. templates. ExecuteTemplate (w, name, data)

func main() {
e := echo.New()
renderer := &TemplateRenderer {
templates: template.Must (template. ParseGlob (“*. html”)),

}

e. Renderer = renderer

// Named route “foobar”
e. GET (”/something”, func(c echo. Context) error {
return c. Render (http. StatusOK, “something. html”, map[string]interface{} {
“name”: “Dolly!”,
1))

}).Name = “foobar”

log. Fatal (e. Start (”:80007))
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s
=y

WAL EEFF (Testing handler)

GET /users/:id

NI B AR ERRE 7 AR T id MR R R R e, AR A AR R (]

R IRTEA] .
£ User
POST /users

o 157 JSON k&A% 8E S
o QU REIIRIE] 201 - Created
o RAEEREIRE] 500 - Internal Server Error

JXE User

GET /users/:email

o FRHUTHIR[E] 200 - OK
o R3KHL User ix[@] 404 - Not Found
o RAHHHZIRFE] 500 - Internal Server Error

handler. go

package handler

import (
“net/http”

”github. com/labstack/echo”

type (
User struct {

Name string json:”name” form:”name”

A% SR B RSO (www.topgoer.cn) i 4 - 46 -
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HIUREN

Email string ~json:”email” form:”email””
1
handler struct f{

db map[string]l*User

func (h *handler) createUser(c echo.Context) error {
u := new(User)
if err := c.Bind(u); err != nil {
return err
1
return c. JSON(http. StatusCreated, u)

func (h *handler) getUser(c echo.Context) error {

email := c.Param(“email”)
user := h.dblemaill
if user == nil {

return echo. NewHTTPError (http. StatusNotFound, “user not found”)

}
return c. JSON(http. StatusOK, user)

handler test. go

package handler

import (
“net/http”
“net/http/httptest”
”strings”
“testing”

”github. com/labstack/echo”
”github. com/stretchr/testify/assert”

)
var (
mockDB = map[string]*User {
” jon@labstack. com”: &User{”Jon Snow”, ”jon@labstack.com”},
}
userJSON = ~ {“name”:”Jon Snow”, “email”:” jon@labstack. com”}"
)
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func TestCreateUser(t *testing.T) {
'y
e := echo.New()
req := httptest.NewRequest (echo. POST, ”/”, strings.NewReader (userJSON))
req. Header. Set (echo. HeaderContentType, echo. MIMEApplication]JSON)
rec := httptest. NewRecorder ()

¢ := e.NewContext (req, rec)
h := &handler {mockDB}
=i

if assert. NoError (t, h.createUser(c)) {
assert. Equal (t, http. StatusCreated, rec.Code)
assert. Equal (t, userJSON, rec.Body.String())

func TestGetUser (t *testing.T) {

) RE

e := echo.New()
httptest. NewRequest (echo. GET, “/”, nil)
rec := httptest. NewRecorder ()

req :

¢ := e.NewContext (req, rec)
c.SetPath(”/users/:email”)

c. SetParamNames (“email”)

c. SetParamValues (” jon@labstack. com”)
h := &handler {mockDB}

I e
if assert. NoError (t, h.getUser(c)) f{
assert. Equal (t, http. StatusOK, rec. Code)
assert. Equal (t, userJSON, rec.Body.String())

£ Form REMENKRBIER

f := make (url. Values)

f.Set (“name”, ”“Jon Snow”)

f.Set (“email”, ”jon@labstack. com”)

req := httptest.NewRequest (echo. POST, ”“/”, strings.NewReader (f.Encode()))
req. Header. Set (echo. HeaderContentType, echo. MIMEApplicationForm)

wEKRE (Path) 2%
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c. SetParamNames (“id”, “email”)
c. SetParamValues (“1”, ”jon@labstack. com”)

WEEW (Query) ¥

q := make (url. Values)
q.Set (“email”, ”jon@labstack. com”)
req := http. NewRequest (echo. POST, ”/?”+q.Encode(), nil)

A A A

#E
VT LAE 5 B REAE 1 4 ) PR
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Hh e £

SMEIEEE

R
FHAA\IE
TR
TR A4 PR
CORS
CSRF
Casbin JAiE
Gzip

JWT

H&E
HEESF
RE

hR
HEN
#HRID
25

zE

=iE

B
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file:///docs/echo/echogaishu
file:///docs/echo/echojibenrenzheng
file:///docs/echo/echoqingqiutizhuancun
file:///docs/echo/echoqingqiutixianzhi
file:///docs/echo/echoCORS
file:///docs/echo/echoCSRF
file:///docs/echo/echoCasbin
file:///docs/echo/echoGzip
file:///docs/echo/echoJWT
file:///docs/echo/echomishirenzheng
file:///docs/echo/echorizhi
file:///docs/echo/echofangfachongxie
file:///docs/echo/echodaili
file:///docs/echo/echohuifu
file:///docs/echo/echochongdingxiang
file:///docs/echo/echoqingqiuid
file:///docs/echo/echochongxie
file:///docs/echo/echoanquan
file:///docs/echo/echohuihua
file:///docs/echo/echojingtai

SRS

REFHAL

A RSO (www.topgoer.cn) #jE- 51 -


file:///docs/echo/echoweibuxiegang

Wik

Mtk

R

HRA R — AR, IRATEHTTP s RAIm N 2 (6], ‘& a] L3k#S  Echo#Context  Xf %
KT — LR R G 1,
e anid SR AEANE R Bl il R # .

ACtiONFILETE L AT O [ PHIEAT 58 R 2
18] 2 5

Root Level (Before router)

Echo#Pre () FIFIEM—/MEH HPAT Z AT TP fF, 7T BLRSRAZ B0E K i) — L2 )&
Vo PUNFETE SRS AR 45 RS B IR — /R 22 g 5 i UL

T AR LA P ] R A A T — G«
» AddTrailingSlash

« RemoveTrailingSlash

e« MethodOverride

JERG TR NS IR A HAT, BT DA AN 250 1 HR D) AN e R AT AT
echo. Context 1) API.,

Root Level (After router)

KB EARKEE ] Echo#Use () TEIXAN LR A3 A Ta A
XA RS AT R AP e iE R 2 J5, "TLLAAFTER  echo. Context  API.

I AYIZ LA P P B A BLZ AR — 2 -

e BodyLimit
» Logger

« Gzip

« Recover
« BasicAuth
« JWTAuth
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¢ Secure
« CORS
e Static

Group Level

B B AN LI, BT DU AN A R A . B0, 45 admin XA
A~ BasicAuth il

H 2
e := echo. New()
admin := e.Group(”/admin”, middleware.BasicAuth())

WA LAEGEHZ )5 admin. Use()  yEMZFIRILE

Route Level
ARG T —ANBOEE AT LSRR I 48 AN ER F N — AN T a1
i

e := echo. New()
e.GET(”/”, <Handler>, <Middleware...>)
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HEANIE

FACNE

Basic Auth (EZFIAIE) FEE:

Basic Auth Hr[E/{FEflt 7 HTTP f%EAAIETs 3.

o XTHMEIER, WKL T — M 2FEFF (handler) .
o XTERBTERIIER, WiRE “401 - Unauthorized” Mk,

Vickes

e. Use (middleware. BasicAuth (func (username, password string, c echo.Context) (bool
, error) {
if username == “joe” && password == “secret” {
return true, nil

}

return false, nil

1))

B X E

HHZ

e. Use (middleware. BasicAuthWithConfig (middleware. BasicAuthConfig{}))

BCE

BasicAuthConfig struct {
// Skipper i&X T —-BE1L 5[] 2K £
Skipper Skipper

'/ Validator A& — 1 HKIiF BasicAuth 2 & &5 HIK%
// Validator ZLZH].
Validator BasicAuthValidator

/) Realm 22— HFEN BasicAuth [ Realm J&EHIFZFF5

/) BN “Restricted”

Realm string
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FEAIE

B &

Defaul tBasicAuthConfig = BasicAuthConfig {
Skipper: defaultSkipper,
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T RARFE i
Body Dump (i5R&E4E) a4

Body dump H [a) {48 5 75 TR / 1C RSO0 S, nT DA S SR S E v R A
27 (handler) M & k. SR, 2AEHER 1 N A R EAR KR (Bl EAE / R
) TR e, Han B e T, WTE skipper BREH N SN o

i

e := echo. New()
e. Use (middleware. BodyDump (func (¢ echo. Context, reqBody, resBody [lbyte) {

1))

HE X E
Hk

e := echo. New()
e. Use(middleware. BodyDumpWithConfig (middleware. BodyDumpConfig{}))

[ =

BodyDumpConfig struct {
// Skipper i&X T — BT 1] 28 2
Skipper Skipper

// Handler BEYIE KA 1 X407 %5
// Required.
Handler BodyDumpHandler

}

BUABLE

Defaul tBodyDumpConfig = BodyDumpConfig {
Skipper: DefaultSkipper,

}
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VR SR AAFR i

TR BRI
Body Limit (iFR&FRK) +EAF

Body Limit 1 ja]ff FH T35 B s RIS, W A sRAR R R /NI T BRGIME, Tk [
“413 — Request Entity Too Large” iR, iZFRE| 1AM 24 Content-Length 3K
PR FNSE BR A 2 E 1R, XA R AT BRI IR IR 2 42 .

REIATLAEE  4x HiE 4xB, xoE “K, M, G, T, P iHREALERAL L —

M

e := echo. New()
e. Use(middleware. BodyLimit (“2M"))

B e (AcE

1

e := echo. New()
e. Use(middleware. BodyLimitWithConfig(middleware. BodyLimitConfig{}))

=

BodyLimitConfig struct {
// Skipper EX J —1NEkL A 5] 1E] 1 K 2
Skipper Skipper

) TR T IR AAE, BT LAHEFEE AL “Ax” Al “4xB” IXFEHIIE
'/ x & K, M, G, T, P ilHHlHEMNHIEEZ —,
Limit string ~json:”limit”"

}

PUABLE
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DefaultBodyLimitConfig = BodyLimitConfig{
Skipper: defaultSkipper,

}
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CORS

CORS

CORS (BEZEIFEIILRE) FEHF

CORS (Cross-origin resource sharing) HE #5280l 7 CORS Kifrifi. CORSHWeb/% #%
FEPLFE I T i, DT DL 2 4 P S A A

JHZ

e. Use (middleware. CORS ())

H & (A E

JHZ

e := echo. New()
e. Use(middleware. CORSWithConfig (middleware. CORSConfig {
AllowOrigins: [Jstring{”https://labstack.com”, “https://labstack.net”},
AllowHeaders: []string{echo.HeaderOrigin, echo.HeaderContentType, echo.HeaderA
ccept},

1))

ACE

// CORSConfig defines the config for CORS middleware.
CORSConfig struct f{
// Skipper defines a function to skip middleware.

Skipper Skipper

// AllowOrigin defines a list of origins that may access the resource.
// Optional. Default value []string{ *”}.

AllowOrigins []string ~json:”allow origins”’

// AllowMethods defines a list methods allowed when accessing the resource.
// This is used in response to a preflight request

// Optional. Default value DefaultCORSConfig. AllowMethods.

AllowMethods []string = json:”allow methods””

// AllowHeaders defines a list of request headers that can be used when

// making the actual request. This in response to a preflight request.
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// Optional. Default value [Jstringf{}.

AllowHeaders []string ~json:”allow headers”

// AllowCredentials indicates whether or not the response to the request
// can be exposed when the credentials flag is true. When used as part of
// a response to a preflight request, this indicates whether or not the
// actual request can be made using credentials.

// Optional. Default value false.

AllowCredentials bool ~json:”allow credentials”

// ExposeHeaders defines a whitelist headers that clients are allowed to
// access.

// Optional. Default value []stringf{}.

ExposeHeaders []string ~json:”expose headers””

// MaxAge indicates how long (in seconds) the results of a preflight request
// can be cached.
// Optional. Default value O

MaxAge int ~json:”max age”

PUABLE

Defaul tCORSConfig = CORSConfig{

Skipper: defaul tSkipper,

AllowOrigins: [Jstring{"*"},

AllowMethods: []string{echo.GET, echo.HEAD, echo.PUT, echo.PATCH, echo.POST, e
cho. DELETE},
}

ARSCRS S H RSO (www. topgoer.cn) i - 60 -



CSRF

CSRF

CSRF (BSEiERHNE) HEF

CSRF (Cross-site request forgery) Eigif=k{hi&, WA one-click attack =3
session riding, @ 4i5 5 CSRF 5% XSRF, &g /75 24 pr 28 s i Web b
MR EPATIEAE IR E T 3% [1] BRES sk A (XSS) ML, XSS I 2 F 7 ot
T E P 54T, CSRF I FH T2 st 0 FH P 9 ) a2 RS 4T

Vit

e. Use (middleware. CSRF())

B X E

M

e := echo. New()

e. Use (middleware. CSRFWithConfig (middleware. CSRFConfig {
TokenLookup: “header:X-XSRFE-TOKEN”,

)

LEIE SR X-XSRF-TOKEN &Rk Ht 4 CSRF (¥ token 1&.

3XEL CSRF Token
R 55 2%

M esimal LIM#E A ContextKey ~ M Echo#iContext — %] CSRF token #R )& i i #5 ik
FE45 25 7 i o

& ¥

7 P Al DLl id CSRF cookie £ token fH.

BCE

// CSRFConfig defines the config for CSRF middleware.
CSRFConfig struct {

// Skipper defines a function to skip middleware.
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Skipper Skipper

// TokenLength is the length of the generated token.
TokenLength uint8 ~json:”token length”
// Optional. Default value 32.

// TokenLookup is a string in the form of “<source>:<key>” that is used
// to extract token from the request.

// Optional. Default value “header:X-CSRF-Token”.

// Possible values:

// — "header:<name>”

// = “form:<name>”

// = “query:<name>”

TokenLookup string ~json:”token lookup””

// Context key to store generated CSRF token into context.
// Optional. Default value “csrf’.
ContextKey string ~json:”context key”

// Name of the CSRF cookie. This cookie will store CSKF token.
// Optional. Default value “csrf’.

CookieName string ~json:”cookie name”’

// Domain of the CSEF cookie.
// Optional. Default value none.

CookieDomain string ~json:”cookie domain””

// Path of the CSRF cookie.
// Optional. Default value none.
CookiePath string ~json:”cookie path””

// Max age (in seconds) of the CSRF cookie.
// Optional. Default value 86400 (24hr).

CookieMaxAge int ~json:”cookie max age”

// Indicates if CSKF cookie is secure
// Optional. Default value false.
CookieSecure bool ~json:”cookie secure””

// Indicates if CSRF cookie is HTIP only.
// Optional. Default value false.
CookieHTTPOnly bool " json:”cookie http only””

BABLE
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Defaul tCSRFConfig = CSRFConfig {
Skipper: defaul tSkipper,
TokenLength: 32,
TokenLookup: “header:” + echo. HeaderXCSRFToken,
ContextKey: “csrf”,
CookieName: ” csrf’,
CookieMaxAge: 86400,
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Casbin AiE

Casbin AiF

Casbin Auth HE/{4}

Casbin 5& Go N5 KT R KT IR VG P2, B9 T B AR R AR S Rr . 2 H Al
ik, Casbin SZRFIS R HIR R G0

ACL (V5 Iz 513

T ACL

BAR ) ACL: XT38 S WAk & sk RS ICHA .

KA EIRIACL: i write-article , read-log AR, LTy 0] AN K — B T
A BT, TR R E SR EH BT

RBAC (F: T 1 (15 In] 42 i)

HABUEMOE RBAC:  H P A E T LL R A 6 (84H) .

HAE [ #P (tenants) B RBAC = HI/7 ] LAEXE AR / #L77 (tenants) A AR
.

ABAC (2L J& 1 K7 ) 2] )

RESTful

Deny-override: SCHRFARVFFTELAL, HINE & TV

Echo #: X Tk

(i35

import (

”github. com/casbin/casbin”

casbin mw “github. com/labstack/echo—contrib/casbin”

)
HH
e := echo. New()
e.Use(casbin mw. Middleware (casbin. NewEnforcer (“casbin auth model. conf”, “casbin

auth policy.csv”)))

HRiEVE, SR Model.md.
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Casbin AilE

B XEEE

HH 2
e := echo. New()
ce := cashin. NewEnforcer (“casbin auth model.conf”, ””)

ce. AddRoleForUser ("alice”, “admin”)
ce. AddPolicy(...)
e.Use(casbin mw. MiddlewareWithConfig(casbin mw. Config{

Enforcer: ce,

1))

BCE

// Config defines the config for CasbinAuth middleware.
Config struct {
// Skipper defines a function to skip middleware.
Skipper middleware. Skipper

// Enforcer CasbinAuth main rule.

// Required
Enforcer *casbin. Enforcer

PABE

// DefaultConfig is the default CasbinAuth middleware config.
DefaultConfig = Config{
Skipper: middleware. Defaul tSkipper,
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Gzip

Gzip

Gzip FEMF

Gzip WA gzip J7 & k% HTTP M s 317 545
%

e. Use (middleware. Gzip())

B & (At E

JHZ

e := echo. New()

e. Use(middleware. GzipWithConfig (middleware. GzipConfig {
Level: 5,

1)

BCE

GzipConfig struct {
// Skipper defines a function to skip middleware.

Skipper Skipper
// Gzip compression level.

// Optional. Default value —I.
Level int json:”level””

PAH &

DefaultGzipConfig = GzipConfig{
Skipper: defaultSkipper,
Level: -1,
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JWT

JWT a4

JWT #24t 7—4 JSON Web Token (JWT) AIEF A 4F .

o XTAZM token, THHFET LTI CHIFEA T~ MEEREF .
o XTI token, ‘B2 ki% “401 - Unauthorized” MR,
o XFERMEMM  Authorization #r3k, B2 Ki% “400 - Bad Request” .

JHZ

e. Use (middleware. JWT ([]byte (“secret”))

H & (A E

JHZ

e. Use (middleware. JWTWithConfig (middleware. JWTConfig {
SigningKey: [lbyte (“secret”),
TokenLookup: “query:token”,

1)

BCE

// JWTConfig defines the config for JWI middleware
JWTConfig struct {
// Skipper defines a function to skip middleware.
Skipper Skipper

// Signing key to validate token.

// Required

SigningKey interface{}

// Signing method, used to check token signing method
// Optional. Default value HS256.

SigningMethod string

// Context key to store user information from the token into context.
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// Optional. Default value “user’.
ContextKey string

// Claims are extendable claims data defining token content.
// Optional. Default value jwt.MapClaims
Claims jwt.Claims

// TokenLookup is a string in the form of “<source>:<name>” that is used
// to extract token from the request.

// Optional. Default value “header:Authorization”.

// Possible values:

// = "header : <name>”

// = “query:<name>”

// = “cookie:<name>”

TokenLookup string

// AuthScheme to be used in the Authorization header.
// Optional. Default value “Bearer’.
AuthScheme string

PUABLE

Defaul t JWTConfig = JWTConfig {

Skipper: defaul tSkipper,

SigningMethod: AlgorithmHS256,

ContextKey: “user”,

TokenLookup:  “header:” + echo. HeaderAuthorization,
AuthScheme: “Bearer”,

Claims: jwt. MapClaims {},

5l
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~

I

EN

EHHAE

Key Auth (ZF4AE) F R

Key Auth rfaIfFR T — 2T a3 P R IE Ty K.

o XNTHRIEH, BT — MEERET .
o XMTEREH, ©eki%k “401 - Unauthorized” M.
o XFTEREH, ©ki%E “400 - Bad Request” M,

JHZ

e. Use (middleware. KeyAuth (func (key string) bool {
return key == “valid-key”

1)

HEXEE

HH%

e := echo. New()
e. Use(middleware. KeyAuthWithConfig (middleware. KeyAuthConfig{
KeyLookup: “query:api-—key”,

1))

BCE

/

// KeyAuthConfig defines the config for KeyAuth middleware.
KeyAuthConfig struct {
// Skipper defines a function to skip middleware.

Skipper Skipper

// KeyLookup is a string in the form of “<source>:<name>” that is used
// to extract key from the request.

// Optional. Default value “header:Authorization”.

// Possible values:

// = "header:<name>”

// = “query:<name>”

KeyLookup string json:”key lookup”
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AL

// AuthScheme to be used in the Authorization header.
// Optional. Default value “Bearer’.
AuthScheme string

// Validator is a function to validate key.
// Required
Validator KeyAuthValidator

BUABLE

Defaul tKeyAuthConfig = KeyAuthConfig {
Skipper: defaul tSkipper,
KeyLookup: “header:” + echo.HeaderAuthorization,
AuthScheme: ”“Bearer”,
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IO

Logger (HZE) HE4:

Logger Ha il AH KB HTTP EKR1ME L.

H 2
e. Use (middleware. Logger ())

D

” 7

{"time”:72017-01-12T08:58:07. 372015644-08:00", “remote_ip”:”::1”, "host”:”localhos
£:13237, “method” : “GET”, “uri”:”/”, “status”:200, “latency”:14743, ”"latency human”:

) o ’

714. 7431s”, “bytes_in”:0, “bytes out”:2}

H e XiE
H 2
e. Use (middleware. LoggerWithConfig (middleware. LoggerConfig {
Format: “method=${method}, uri=${uri}, status=${status}\n”,
1))
e sEER  Format SRR 7vEMTER URI .
B

method=GET, uri=/, status=200

BoE

LoggerConfig struct {
// Skipper & X T — 1Bl [H1FHT R AL
Skipper Skipper
s/ HE ST LUEH T IR 258 X o -

// — time unix
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// = time unix nano

// — time rfc3339

// = time rfc3339 nano

// — id (Request ID — Not implemented)
// = remote ip

// — uri

// = host

// — method
// — path

// — referer
// — user agent
// — status

// = latency (In microseconds)
// — latency human (Human readable)
// — bytes in (Bytes received)
// = bytes out (Bytes sent)

// — header:<name>

// — query:<name>

// = form:<name>

V4
/Bl 8 {remote ip} §{status}”
//

/) Ak, BRI B2 Defaul tLoggerConfig. Format.

Format string json:”format”"

// OQutput AZidfH &I E
/) . BRIAEAZ os. Stdout.
Output io.Writer

B E

Defaul tLoggerConfig = LoggerConfig{
Skipper: defaultSkipper,
Format: ~{"time”:”${time rfc3339 nano}”, “remote ip”:”${remote ip}”, “host”:”${h
ost}”, +
““method”:”$ {method}”, “uri”:”${uri}”, "status”:$ {status}, “latency”:${latenc
yh, o+
"”latency human

” 7 ” 7

:”${latency human}”, “bytes in”:$ {bytes in}, +
“"bytes out”:${bytes out}} + “\n”,
Output: os. Stdout

B2 W: golang echo fILiEf#E 2 log f
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JIEEE

JIAEE

(FEEE) SR

Method Override [ {F 6 & IR E G HIT5E, AT ERAVE JFRI T
HFzaEE, RF  POST  iEnfDIgES.

HHZ

e. Pre (middleware. MethodOverride ())

H & (A E

JHZ

e := echo. New()

e. Pre (middleware. MethodOverrideWithConfig (middleware. MethodOverrideConfig {
Getter: middleware.MethodFromForm(” method”),

1))

BCE

MethodOverrideConfig struct {
// Skipper defines a function to skip middleware

Skipper Skipper
// Getter Is a function that gets overridden method from the request.

// Optional. Default values MethodFromHeader (echo. Header XHTTPMethodOverride).
Getter MethodOverrideGetter

B &

Defaul tMethodOverrideConfig = MethodOverrideConfig{
Skipper: defaultSkipper,
Getter: MethodFromHeader (echo. HeaderXHTTPMethodOverride),
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e

R
Proxy (fRE) FE)4

Proxy #fit HTTP / WebSocket J [l fQEE B . e 4 H CUPC B ) B 38T BRI SR A K 2
R S5 A o

JHE
urll, err := url.Parse(“http://localhost:8081”)

if err != nil {
e. Logger. Fatal (err)

}
url2, err := url.Parse(“http://localhost:8082”)
if err != nil {

e. Logger. Fatal (err)

}

e. Use (middleware. Proxy (&middleware. RoundRobinBalancer {

Targets: []*middleware.ProxyTarget {

{

URL: urll,
1,
{

URL: url2,
1,

)

)
B XEE
Fit

e := echo. New()
e. Use(middleware. ProxyWithConfig (middleware. ProxyConfig{}))

BCE

// ProxyConfig defines the config for Proxy middleware.
ProxyConfig struct {

// Skipper defines a function to skip middleware.
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2

Skipper Skipper

// Balancer defines a load balancing technique
// Required

// Possible values:

// — RandomBalancer

// = RoundRobinBalancer

Balancer ProxyBalancer

BUABLE

TR =1

Skipper DefaultSkipper

B
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p

=

Recover (k%) #E#4:

Recover HalfF M panic TR B EFRET, RN RER, HFHREIRET L
%

HTTPErrorHandler #b3,

HHZ

e. Use (middleware. Recover ())

B X E
Fik

e := echo. New()

e. Use(middleware. RecoverWithConfig (middleware. RecoverConfig {
StackSize: 1 << 10, // I KB

1)

LRI T 1 kb 1 StackSize  FNERIAMEAY DisableStackAll 5
DisablePrintStack o

BCE

RecoverConfig struct f{
// Skipper defines a function to skip middleware
Skipper Skipper

// Size of the stack to be printed.
// Optional. Default value 4KB
StackSize int ~json:”stack size”

// DisableStackAll disables formatting stack traces of all other goroutines
// into buffer after the trace for the current goroutine

// Optional. Default value false.

DisableStackAll bool " json:”disable stack all””

// DisablePrintStack disables printing stack trace.
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// Optional. Default value as false.
DisablePrintStack bool ~json:”disable print stack”

}

E N

Defaul tRecoverConfig = RecoverConfig {
Skipper: defaul tSkipper,
StackSize: 4 << 10, // 41 KB
DisableStackAll: false,
DisablePrintStack: false,
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5 [

HLE 7]

Redirect (EEM) FEH4
HTTPS EEH

HTTPS & [ b (a4 http 1R E @ M%) https. Flin, http://laily.net ¥4k & 2 [ 2
https://laily.net.

Vickes

e := echo. New()
e. Pre (middleware. HTTPSRedirect ())

HTTPS WWW EEMH

HTTPS WWW 3 ¥ http %K &2 [ 24 www 1] https 153K, 40, http://laily.net
B4 E 2 | 3 https://www.laily.net.

i

e := echo. New()
e. Pre (middleware. HTTPSWWWRedirect ())

HTTPS NonWWW E&H

HTTPS NonWWW ¥ http i%K # & [/ A www 1) https 153K, %,
http://www.laily.net ¥ #% & & M2 https://laily.net.

JHZ

e := echo.New()
e. Pre (middleware. HTTPSNonWWWRedirect ())

WWW EE[H
WWW = 5 [FEANT www 135 R 5 5E [ 271 www 135K
fil4n, http://laily.net EERF| http://www.laily.net

JHZ
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5 [f]

e := echo. New()
e. Pre (middleware. WWWRedirect ())

NonWWW EEH
NonWWW 52 PR www [ SR 5 5E [ BIANH www 73R
fil4n, http://www.laily.net &M% http://laily.net

JHZ

e := echo. New()
e. Pre (middleware. NonWWWRedirect ())

HE X E

Vickes

e := echo. New()
e. Use(middleware. HTTPSRedirectWithConfig (middleware. RedirectConfig {
Code: http. StatusTemporaryRedirect,

1))

LR ERE HTTP fig R &E 7 2] HTTPS, {# 307 - StatusTemporaryRedirect
Ak

BCE

RedirectConfig struct f{
// Skipper defines a function to skip middleware.

Skipper Skipper
// Status code to be used when redirecting the request.

// Optional. Default value http. StatusMovedPermanently.
Code int json:”code””

}
AAH &

DefaultRedirectConfig = RedirectConfig{
Skipper: defaultSkipper,
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Code: http. StatusMovedPermanently,
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i 3KID

i5>RID

Request ID (iFKID) a4

Request ID Hr[a)£F Aid R A iliE—(F) 1D,

M

e. Use (middleware. RequestID())

B X E
Jit

e. Use (middleware. RequestIDWithConfig (middleware. RequestIDConfig {

Generator: func() string {
return customGenerator ()

bl

1)

BCE

RequestIDConfig struct {
// Skipper defines a function to skip middleware.

Skipper Skipper

// Generator defines a function to generate an ID.

// Optional. Default value random. String (32

Generator func() string

BUABE

DefaultRequestIDConfig = RequestIDConfig{
Skipper: Defaul tSkipper,

Generator: generator,
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w5

HY

Rewrite (E5) a4

Rewrite 1 [aIfF 2 HRAE SR AL A MU B S URLERAR, & 3G T 175 Hfe s 5 Q02 i 30 B4
RVE AR .

JHZ

e.Pre (middleware. Rewrite (map[string]string {

7 Jold” ’ Jnew”,
"/api/*”: “/$17,
7/ is/*": ”/public/javascripts/$17,
”/users/*/orders/*”: ”/user/$1/order/$2”

1))

SR E T LU R SRR, Bl $1, $2 4%,
Custom Configuration
Vs

e := echo. New()
e. Pre (middleware. RewriteWithConfig(middleware. RewriteConfig{}))

Ao E

// RewriteConfig defines the config for Rewrite middleware.
RewriteConfig struct {
// Skipper defines a function to skip middleware.

Skipper Skipper

// Rules defines the URL path rewrite rules

Rules map[stringlstring yaml:”rules”

}
PUABLE

ey i {1
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ELR N {1

Skipper DefaultSkipper

5 Al A% AE 2 FTE Echo#Pre() vEM AT fid 4 o
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e

- o
Secure (%%£) FE4

Secure AT BIERS U AL (XSS), WAEBRER, rididhie, A2 ey A s
NG

&/

e. Use (middleware. Secure ())

H & (A E

JHZ

e := echo. New()
e. Use(middleware. SecureWithConfig (middleware. SecureConfig {

nn

XSSProtection: )
ContentTypeNosniff: "
XFrameOptions: "
HSTSMaxAge: 3600,

ContentSecurityPolicy: “default-src ’self’”,

1))

5] XSSProtection ContentTypeNosniff ,  XFrameOptions = B
ContentSecurityPolicy  SRZZFIXI{REPY",

B E

SecureConfig struct {
// Skipper F&X J — Bk iz a1 ERZT
Skipper Skipper

// XSSProtection 1HiT % E X-XSS—Protection =k
/) HFRPEXSSTL i I 37
/) mlidE. ELiAE 71; mode=block”.

XSSProtection string ~json:”xss protection”’

// ContentTypeNosniff i1 E X-Content-Type—Options %k
/KB LE R R
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K75

/) bk, ELiAE “nosniff”.

ContentTypeNosniff string ~json:”content type nosniff””

// XFrameOptions #HIHTERAET TVFNIR A 7E<fram>, <iframe>{Z <object> /&4
A -

/P AT LI X R o s i 21, RE Pk T P 2R 5 8 A 0 s A o

/) A. ELAE “SAMEORIGIN”.

// B HE :

// "SAMEORIGIN - I [h] R RETE [A] 454 1 T[] T #7644

// "DENY' - WHIAFHAE frame 27

// ALLOW-FROM uri  — WIHR GBEMETE AT frame HLE7.

XFrameOptions string json:”x frame options”

// HSTSMaxAge # & "Strict-Transport-Security LIRFZRNI a8 E i (FiX ik
K GEEILHTTPS Ay 1] HIIT ] (A7) o

/XA LU D38 2 P IR K it (HITH) 5 L%

/) iE. BLAE 0.

HSTSMaxAge int ~json:”hsts max age”

// HSTSExcludeSubdomains A<=7F Strict Transport Security Fi% 8 includeSubdom
ains Prss,

/7 B2 R AR T T34

// header, excluding all subdomains from security policy. It has no effect

/) RBEHSTSMaxAge #¢1% B NTFOE I ZZ 407 H 2L

/) Bi. BXiNfE false.

HSTSExcludeSubdomains bool ~json:”hsts exclude subdomains”

// ContentSecurityPolicy H K& Content-Security—Policy k.

// “Content=Security—Policy JHFEE X T H o] LLN# L iz )7, Ji /b XSSEE Il is 174
LA CIEHTFEAN K 7

s/ mlik. BAE 7.

ContentSecurityPolicy string json:”content security policy”

}

PUABLE

DefaultSecureConfig = SecureConfig{

Skipper: defaul tSkipper,
XSSProtection: ”1; mode=block”,
ContentTypeNosniff: “nosniff”,
XFrameOptions: ”SAMEORIGIN”,
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Pyt

Session (&%) HE:

Session HFEIfEHE T gorilla/sessions CEFH HTTP S iEE . BRIAIRML 73T cookie 5
YRGS EAAE; AR, R E LAY community maintained implementation k%
% H 2% A FE 1 5 i S B

Echo #: X Tk

(i35

import (
”github. com/gorilla/sessions”

”github. com/labstack/echo—contrib/session”

HH%

e := echo. New()
e. Use(session. Middleware (sessions. NewCookieStore ([]byte (“secret”))))

e.GET(”/”, func(c echo.Context) error {
sess, _ := session.Get (“session”, c)
sess. Options = &sessions. Options{
Path: 77,
MaxAge: 86400 * 7,
HttpOnly: true,
}
sess. Values[”fo0”] = “bar”
sess. Save (c. Request (), c.Response())
return c. NoContent (http. StatusOK)
D)

Custom Configuration

HH%

e := echo. New()
e. Use(session. MiddlewareWithConfig(session. Config{}))
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BCE

Config struct {
// Skipper defines a function to skip middleware.
Skipper middleware. Skipper

// Session store.
// Required.
Store sessions. Store

PABLE

DefaultConfig = Config{
Skipper: DefaultSkipper,
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Static (&%) HE4

Static HE{F AT A R 55 AR H s PR i as st

Vickes

e := echo. New()
e. Use(middleware. Static(”/static”))

EBIN static HF TS SRR S . B, —A  /js/main. js
IR SS static/js/main. js = .

B XEEE

HH%

e := echo. New()
e. Use(middleware. StaticWithConfig(middleware. StaticConfig{

Root: “static”,
Browse: true,
1))

L static B FHES SRS IFE A B RN,

B E

StaticConfig struct {
// Skipper defines a function to skip middleware.

Skipper Skipper

// Root directory from where the static content is served
// Required

Root string ~json:”root””

/

// Index file for serving a directory.
// Optional. Default value “index. html”.

Index string ~json:”index””

INIER N LA il

// Enable HTML5 mode by forwarding all not—found requests to root so that
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// SPA (single—page application) can handle the routing.
// Optional. Default value false.
HTML5 bool ~ json:”html5”"

// Enable directory browsing.

// Optional. Default value false.

Browse bool json:”browse”

BUALE

DefaultStaticConfig = StaticConfig{
Skipper: DefaultSkipper,
Index: “index. html”,
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EEHRHL
Trailing Slash (EB#&HT) 4
N B AL

Add trailing slash a2 fEAETE K H URI G0N0 L sORHT

Vickes

e := echo. New()
e. Pre (middleware. AddTrailingSlash())

ERREIFHL
Remove trailing slash F 7R R uri J5 2B RRHT

2

e := echo. New()
e. Pre (middleware. RemoveTrailingSlash())

B XEEE

HH%

e := echo. New()
e.Use(middleware. AddTrailingSlashWithConfig(middleware. TrailingSlashConfig{
RedirectCode: http. StatusMovedPermanently,

1)

EAREIE AE R URI IS — AN RS, 301 — StatusMovedPermanently
I_{:T,]o

[ =

TrailingSlashConfig struct {
// Skipper defines a function to skip middleware.

Skipper Skipper
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// Status code to be used when redirecting the request.
// Optional, but when provided the request is redirected using this code.
RedirectCode int ~json:”redirect code””

PUABLE

DefaultTrailingSlashConfig = TrailingSlashConfig {
Skipper: defaultSkipper,
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Hello World
Auto TLS
CRUD
twitter
HTTP2
Rl
T R
WebSocket
JSONP
Pl
TEH

JWT
Google App Engine
IR
IR
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file:///docs/echo/echoHelloWorld
file:///docs/echo/echoAutoTLS
file:///docs/echo/echoCRUD
file:///docs/echo/echotwitter
file:///docs/echo/echoHTTP2
file:///docs/echo/echozhongjianjian2
file:///docs/echo/echoliushixiangying
file:///docs/echo/echoWebSocket
file:///docs/echo/echoJSONP
file:///docs/echo/echowenjianshangchuan
file:///docs/echo/echoziyuming
file:///docs/echo/echojwt2
file:///docs/echo/echoGoogleAppEngine
file:///docs/echo/echopinghuaguanbi
file:///docs/echo/echoziyuanqianru

Hello World

Hello World

Hello World =4

R %4%

server. go

package main

import (
“net/http”

”github. com/labstack/echo”
”github. com/labstack/echo/middleware”

func main() {
// Echo instance

e := echo. New()

// Middleware
e. Use (middleware. Logger ())
e. Use (middleware. Recover ())

// Route => handler
e.GET(”/”, func(c echo.Context) error {

return c.String (http. StatusOK, “Hello, World!\n”)
1)

// Start server
e. Logger. Fatal (e. Start (:13237))
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Auto TLS

Auto TLS

Auto TLS

XA anf] E s A Let’s Encrypt 3543 TLS WE4. Echo#StartAutoTLS %% —4
el 443 v R gk, 280 <DOMAIN>:443  iXFf.

MR AESR, Vi https://<DOMAIN>  , BJLLEF|— TLS Hnss ¥ 5 .

R %4%

server. go

package main

import (
“net/http”

”github. com/labstack/echo”
”github. com/labstack/echo/middleware”

func main() {
e := echo. New()
// e. AutoTLSManager. HostPolicy = autocert. HostWhitelist ("<your domain>”)
// Store the certificate to avoid issues with rate limits (https://letsencry
pt. org/docs/rate—1imits/)
// e. AutoTLSManager. Cache = autocert. DirCache ("<path to store key and certif
icate>”)
e. Use(middleware. Recover () )
e. Use(middleware. Logger ())
e.GET(”/”, func(c echo.Context) error {
return c. HTML (http. StatusOK,
<h1>Welcome to Echo!</hl>
<h3>TLS certificates automatically installed from Let’ s Encrypt :)</
h3>

b
e. Logger. Fatal (e. StartAutoTLS (7:443”7))
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CRUD

CRUD 74

JIR 25 Vi

server. go

package main

import (
“net/http”
”strconv”

”github. com/labstack/echo”
”github. com/labstack/echo/middleware”

)
type (
user struct {
ID int “json:”id”
Name string json:” name”
1
)
var (
users = maplint]*user {}
seq =1
)

func createUser (c echo.Context) error f{

u := &user{
ID: seq,

1

if err := c.Bind(u); err != nil {
return err

}

users[u. ID] = u
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seqt+
return c. JSON(http. StatusCreated, u)

func getUser(c echo.Context) error {
id,  := strconv.Atoi(c. Param(”id”))
return c. JSON(http. StatusOK, users[id])

func updateUser (¢ echo. Context) error {

u := new(user)

if err := c.Bind(u); err != nil {
return err

}

id,  := strconv.Atoi (c. Param(”id”))

users[id]. Name = u. Name
return c. JSON(http. StatusOK, users[id])

func deleteUser(c echo.Context) error {
id,  := strconv.Atoi (c. Param(”id”))
delete (users, id)
return c. NoContent (http. StatusNoContent)

func main() {
e := echo.New()

// Middleware
e. Use (middleware. Logger ())

e. Use (middleware. Recover())

// Routes

e. POST (" /users”, createUser)
e.GET (" /users/:id”, getUser)

e. PUT (”/users/:id”, updateUser)

e. DELETE (” /users/:id”, deleteUser)

// Start server
e. Logger. Fatal (e. Start (”:1323”))

& P

curl
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fI# User

curl —X POST \
-H ’ Content-Type: application/json’ \
-d ’ {"name”:” Joe Smith”}’ \
localhost:1323/users

Response

7id”: 1,

“name”: ”Joe Smith”

FKEX User

curl localhost:1323/users/1

Response

“id”: 1,

“name”: ”Joe Smith”

¥ ¥ User

curl =X PUT \
-H ’Content-Type: application/json’ \
_d b ’/namef/ : ’,Joe,,} bl \

localhost:1323/users/1

Response

”]._d”: 1’

” ” ”
name : = Joe

Mg User

AT RS A b RSO (www. topgoer.cn) i 7- 97 -



CRUD

curl —X DELETE localhost:1323/users/1

Response

NoContent — 204
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twitter

#fl Twitter ¥ APl JR%

XA RE S 8 MongoDB, JWT A1 JSON fill# —/ 284 Twitter () REST API JIzx % -

i

user. go

package model

import “gopkg. in/mgo. v2/bson”

type (
User struct {
1D bson. Objectld ~json:”id” bson:” id, omitempty”"
Email string " json:”email” bson:”email””
Password string " json:“password, omitempty” bson:”password”’
Token string " json:”token, omitempty” bson:”-""
Followers []string " json:”followers, omitempty” bson:”followers, omit
empty”
}
)
post. go

package model

import “gopkg. in/mgo. v2/bson”

type (
Post struct {
1D bson. ObjectId " json:”id” bson:” id, omitempty”
To string " json:”to” bson:”to”
From string " json:”from” bson:”from”
Message string " json:”message” bson:” message””
1
)

48
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handler. go

package handler
import mgo ”gopkg. in/mgo. v2”
type (

Handler struct {
DB *mgo. Session

}
)
const (
// Key (Should come from somewhere else).
Key = “secret”
)
user. go

package handler

import (
“net/http”

“time”

jwt “github. com/dgrijalva/jwt—go”

”github. com/labstack/echo”

”github. com/labstack/echo/cookbook/twitter/model”
mgo “gopkg. in/mgo. v2”

”gopkg. in/mgo. v2/bson”

)
func (h *Handler) Signup(c echo.Context) (err error) {
// Bind
u := &model. User {ID: bson. NewObjectId()}
if err = ¢.Bind(u); err != nil {
return
1

// Validate
if u. Bmail == || u.Password == " {
return &echo. HTTPError {Code: http. StatusBadRequest, Message: “invalid em
ail or password”}

}

e
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// Save user

db := h.DB. Clone ()

defer db.Close()

if err = db. DB("twitter”).C(“users”). Insert (u); err != nil {

return
}
return c. JSON (http. StatusCreated, u)
}
func (h *Handler) Login(c echo.Context) (err error) {
// Bind
u := new(model. User)
if err = ¢.Bind(u); err != nil {
return
}

// Find user
db := h.DB. Clone()
defer db.Close ()
if err = db.DB("twitter”).C(“users”).
Find (bson. M{"email”: u.Email, ”“password”: u.Password}).One(u); err != ni

if err == mgo. ErrNotFound {
return &echo. HTTPError {Code: http. StatusUnauthorized, Message: “inva
lid email or password”}

}

return

/.
/
/

/7 JWT
/)

// Create token
token := jwt.New(jwt. SigningMethodHS256)

// Set claims

claims := token.Claims. (jwt.MapClaims)

claims[”id”] = u. ID

claims[“exp”] = time.Now().Add (time. Hour * 72).Unix ()

// Generate encoded token and send it as response
u. Token, err = token. SignedString([]byte (Key))
if err != nil {

return err
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e

u. Password = // Don’ t send password
return c. JSON(http. StatusOK, u)

func (h *Handler) Follow(c echo.Context) (err error) f{
userID := userIDFromToken (c)
id := c.Param(”id”)

// Add a follower to user
db := h.DB. Clone()
defer db.Close ()
if err = db. DB("twitter”).C(“users”).
Updateld(bson. ObjectIdHex (id), bson.M{”$addToSet”: bson.M{”followers”: u
serID}}); err != nil {
if err == mgo. ErrNotFound {
return echo. ErrNotFound

return

func userIDFromToken(c echo.Context) string {
user := c.Get(“user”). (xjwt. Token)
claims := user.Claims. (jwt. MapClaims)
return claims[”id”]. (string)

post. go

package handler

import (
“net/http”

”strconv”
”github. com/labstack/echo”
”github. com/labstack/echo/cookbook/twitter/model”

mgo ”gopkg. in/mgo. v2”
”gopkg. in/mgo. v2/bson”

func (h *Handler) CreatePost(c echo.Context) (err error) {
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u := &model. User {
ID: bson. ObjectIdHex (userIDFromToken(c)),
1
p := &model. Post {
ID:  bson. NewObjectId(),
From: u. ID.Hex(),
1
if err = ¢.Bind(p); err != nil {
return

// Validation
if p.To = """ ||
return &echo. HTTPError {Code: http. StatusBadRequest, Message: “invalid to
or message fields”}

}

nn

p. Message == {

// Find user from database
db := h.DB. Clone ()
defer db.Close ()
if err = db.DB("twitter”).C(“users”).FindId (u. ID). One (u) ; err != nil {
if err == mgo. ErrNotFound {
return echo. ErrNotFound
}

return

// Save post in database
if err = db.DB("twitter”).C(“posts”). Insert(p); err != nil {
return

}
return c. JSON(http. StatusCreated, p)

func (h *Handler) FetchPost(c echo. Context) (err error) f{

userID := userIDFromToken (c)
page,  := strconv. Atoi (c. QueryParam(“page”))
limit,  := strconv. Atoi (c. QueryParam(”1limit”))

// Defaults

if page = {
page = 1

}

if limit == 0 {
limit = 100

}
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// Retrieve posts from database
posts := []*model. Post {}
db := h.DB. Clone ()
if err = db.DB("twitter”).C("posts”).
Find (bson. M{"to”: userID}).
Skip((page — 1) * limit).
Limit (1imit).
All (&posts) ; err !'= nil {
return

}
defer db.Close ()

return c. JSON (http. StatusOK, posts)

API
HEA
H A

o JHVESRELCH F S BIRIE A

o NEVHIMEFE D, JR[E] 400 - Bad Request

o EIEHIMERE AN RS, ORAFECHE B R (8]
R

curl \
-X POST \
http://localhost:1323/signup \
-H “Content-Type: application/json” \

—-d ’ {"email”:” jon@labstack. com”, “password”

M R

201 - Created
{
”id”: ”58465b4eabfe886d3215c6df”,

“email”: ”jon@labstack. com”,
“password”: “shhh!”
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Login
User login

» Retrieve user credentials from the body and validate against database.
» For invalid credentials, send 401 - Unauthorized response.
o For valid credentials, send 200 - OK response:

o Generate JWT for the user and send it as response.

o Each subsequent request must include JWT in the Authorization header.

Method: POST
Path: /login

Request

curl \
-X POST \
http://localhost:1323/login \
-H “Content-Type: application/json” \

’

-d ’ {"email”:” jon@labstack. com”, “password”:”shhh!”}

Response

200 - OK

7id”: ”58465b4eabfe886d3215c6dt”

“email”: ”jon@labstack. com”,

“token”: “eyJhbGeiOiJIUzI1NiIsInR5cCI6IkpXVC]9. eyJ1eHAiOjEOODEYN jUxMjgsImlk] jo
iNTgON jViNGVhNmZ10Dg2ZDMyMTV jNmRmIn0. 11sGGxkolgMCsKk JDQINfmrZ945XVC9uZpcvDnKwpL
0"

}

Client should store the token, for browsers, you may use local storage.

Follow
Follow a user

« For invalid token, send 400 - Bad Request response.
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» For valid token:
o If useris not found, send 404 - Not Found response.
o Add a follower to the specified user in the path parameter and send 200 -

OK response.
Method: POST

Path: /follow/:id

Request

curl \

-X POST \

http://localhost:1323/follow/58465b4eabfe886d3215c6df \

-H “Authorization: Bearer eyJhbGciOiJIUzI1INilIsInR5cCI61kpXVCJ9. eyJleHAiO EOODE
yNjUxMjgsImlkI joiNTgONjViNGVhNmZ10Dg2ZDMyMTV jNmRmIn0. 11sGGxkolgMCsKk JDQ1INfmrZ945
XVC9uZpcvDnKwpL0”

Response
200 - OK
Post
Post a message to specified user

o For invalid request payload, send 400 - Bad Request response.
o If useris not found, send 404 - Not Found response.
o Otherwise save post in the database and return it via 201 - Created

response.

Method: POST

Path: /posts

Request

curl \
-X POST \
http://localhost:1323/posts \
-H “Authorization: Bearer eyJhbGciOiJIUzIINilIsInR5cCI61kpXVCJ9. eyJ1leHAiO3FEOODE
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yNjUxMjgsImlkI joiNTgONjViNGVhNmZ10Dg2ZDMyMTV jNmRmIn0. 11sGGxkolgMCsKk JDQINfmrzZ945
XVC9uZpcvDnKwpL0O” \

-H “Content-Type: application/json” \

—-d ’ {"to”:”58465b4eabfe886d3215c6df”, “message”: “hello”}’

Response

201 — Created

”id”: ”584661b9a6fe8871a3804cha”,
”to”: ”58465b4eabfe886d3215c6df”,
“from”: ”58465bdeabfe886d3215c¢6df”,

“message”: “hello”

Feed

List most recent messages based on optional page and limit query
parameters

Method:  GET
Path:  /feed?page=1&limit=5

Request

curl \

=X GET \

http://localhost:1323/feed \

-H “Authorization: Bearer eyJhbGciOiJIUzIINilIsInR5cCI61kpXVCJ9. eyJ1leHAiOjFEOODE
yNjUxMjgsImlkI joiNTgON jViNGVhNmZ10Dg2ZDMyMTV jNmRmIn0. 11sGGxkolgMCsKk JDQINfmrZ945
XVC9uZpcvDnKwpL0”

Response

200 - OK

{
”1d”: ”584661b9abfe8871a3804cba”,

“to”: "58465b4eabfe886d3215c6df”,
“from”: ”58465b4eabfe886d3215c6df”,
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“message”: “hello”

}

AR F HL RSO (www. topgoer.cn) i #- 108 -



HTTP2

HTTP2

HTTP2

HTTP/2 (JEARKI4 7k HTTP/2.0) 52 4RI HTTP W25 B s 28 — A T A
HTTP/2 St 1 50 PR SR B 4 1) P AR 56

itk

i P — kA AR B, AR AR (AR EMNT RS & LS .
ZMEH, BTA G RES i —A> TCP &4 K 78 i

XV BERR ) HPACK ZEAT It .  REE 1945 8 Sk o A X 2% L 2

o Server Push: k% ¥ Ae % S PRI BT IRHER 25 25 ) i

ERIZEIT HTTP2 R1 HTTPS %2

ER—AEE4LK X.509 TLS iEH(HTTP/2 B TLS AfReiE
1T)

go run $GOROOT/src/crypto/tls/generate cert.go —host localhost
FHHfaSSA— cert.pem  f  key.pem = Af.

RERRRERMEM, Frodiil r B84 e, EXAREINE
CARHIES .

Eﬂﬁﬂlﬁ%ﬁ%%’l ¥ engine. Config

server. go

package main

import (
” fmt ”
“net/http”
“time”
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HTTP2

”github. com/labstack/echo”

func request (¢ echo. Context) error {

req := c.Request ()

format := "<{pre><strong>Request Information</strong>\n\n<code>Protocol: %s\n
Host: %s\nRemote Address: %s\nMethod: %s\nPath: %s\n</code></pre>”

return c. HTML (http. StatusOK, fmt.Sprintf (format, req.Proto, req.Host, req.Re
moteAddr, req.Method, req.URL.Path))
}

func stream(c echo.Context) error {
res := c.Response ()
gone := res.CloseNotify()
res. Header (). Set (echo. HeaderContentType, echo. MIMETextHTMLCharsetUTFS)
res. WriteHeader (http. StatusOK)
ticker := time.NewTicker (Il * time.Second)
defer ticker. Stop()

fmt. Fprint (res, “<pre><strong>Clock Stream</strong>\n\n<{code>”)
for {

fmt. Fprintf (res, “%v\n”, time.Now())

res. Flush ()

select {

case <-ticker.C:

case <—gone:

break

func main() {
e := echo.New()
e.GET (" /request”, request)
e. GET(”/stream”, stream)
e. Logger. Fatal (e. StartTLS (7:1323”, “cert.pem”, “key.pem”))

5]

» https://localhost:1323/request (&7~ HTTP iERAEE)
o https://localhost:1323/stream (SZY 7R 247 A])
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Server

server. go

package main

import (
"net/http”
”strconv”
7 syne”
“time”

”github. com/labstack/echo”

)
type (
Stats struct {
Uptime time. Time " json: uptime”’
RequestCount uint64 " json: requestCount”’
Statuses map[stringlint ~json:”statuses”’
mutex sync. RWMutex
1
)

func NewStats() *Stats {
return &Stats {
Uptime:  time.Now(),
Statuses: make (map[stringlint),
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// Process is the middleware function
func (s #*Stats) Process(next echo.HandlerFunc) echo.HandlerFunc {
return func(c echo. Context) error {
if err := next(c): err != nil {
c. Error (err)
}
s. mutex. Lock ()
defer s.mutex. Unlock ()
s. RequestCount++
status := strconv. Itoa(c. Response (). Status)
s. Statuses[status]++

return nil

// Handle is the endpoint to get stats.

func (s *Stats) Handle(c echo.Context) error f
s. mutex. RLock ()
defer s.mutex. RUnlock ()
return c. JSON(http. StatusOK, s)

// ServerHeader middleware adds a Server header to the response.
func ServerHeader (next echo.HandlerFunc) echo.HandlerFunc {
return func(c echo. Context) error {
c. Response (). Header (). Set (echo. HeaderServer, “Echo/3.07)
return next (c)

func main() {
e := echo. New()

// Debug mode
e. Debug = true

/)
// Custom middleware
/)
// Stats

s := NewStats ()

e. Use (s. Process)

e.GET(”/stats”, s.Handle) // Endpoint to get stats

// Server header
e. Use (ServerHeader)
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// Handler
e.GET(”/”, func(c echo.Context) error {

return c. String (http. StatusOK, “Hello, World!”)
1)

// Start server
e. Logger. Fatal (e. Start (“:1323”))

L E) VA

w3k

Content—Length: 122
Content-Type:application/json; charset=utf-8
Date:Thu, 14 Apr 2016 20:31:46 GMT
Server:Echo/2. 0

i 7

“uptime”: 72016-04-14T13:28:48. 486548936-07:007,
“requestCount”: 5,
“statuses”: {

72007 : 4,

74047 1
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Server

server. go

package main

import (
"net/http”
“time”

”encoding/json”

”github. com/labstack/echo”

)
type (
Geolocation struct {
Altitude float64
Latitude float64
Longitude float64
1
)
var (
locations = []Geolocation{
{-97, 37.819929, -122.478255},
{1899, 39.096849, —-120.032351},
{2619, 37.865101, —119.538329},
{42, 33.812092, -117.918974},
{15, 37.77493, -122.419416},
}
)

func main() {
e := echo. New()
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e.GET(”/”, func(c echo.Context) error {
c. Response (). Header (). Set (echo. HeaderContentType, echo. MIMEApplication]S
ON)
c. Response (). WriteHeader (http. StatusOK)
for , 1 := range locations f{
if err := json.NewEncoder (c. Response()).Encode(1); err != nil {
return err
1
c. Response (). Flush ()
time. Sleep (1 * time. Second)
}
return nil
)
e. Logger. Fatal (e. Start (”:13237))

&

$ curl localhost:1323

i HH

{"Altitude”:-97, “Latitude”:37. 819929, “Longitude”:-122. 478255}
{"Altitude”:1899, “Latitude”:39. 096849, “Longitude”:—120. 032351}
{"Altitude”:2619, “Latitude”:37. 865101, “Longitude”:~119. 538329}
{"Altitude”:42, “Latitude”:33. 812092, “Longitude”:-117. 918974}
{"Altitude”:15, “Latitude”:37. 77493, “Longitude”:—-122. 419416}
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i net JFER) WebSocket
AR %5 Y

server. go

package main

import (
“fmt
”log

”

”

”github. com/labstack/echo”
”github. com/labstack/echo/middleware”
“golang. org/x/net/websocket”

func hello(c echo. Context) error f{
websocket. Handler (func (ws #*websocket. Conn) {
defer ws.Close()
for {
// Write
err := websocket.Message. Send(ws, “Hello, Client!”)
if err != nil {

log. Fatal (err)

// Read
nsg = 7
err = websocket. Message. Receive (ws, &msg)
if err != nil {
log. Fatal (err)
1
fmt. Printf ("%s\n”, msg)
}
}). ServeHTTP (c. Response (), c.Request())

return nil
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func main() {

:= echo. New ()
. Use(middleware. Logger ())
.Use(middleware. Recover())
.Static(”/”, ”../public”)
.GET(”/ws”, hello)
. Logger. Fatal (e. Start (":13237))

® ®© ® ® @® O

R eorilla B WebSocket
AR %5 i

server. go

package main

import (
7 fmt
//1Og

”

”

”github. com/labstack/echo”

”github. com/gorilla/websocket”
”github. com/labstack/echo/middleware”

var (
upgrader = websocket. Upgrader {}

func hello(c echo. Context) error f{
ws, err := upgrader.Upgrade (c. Response(), c.Request(), nil)
if err != nil {
return err
1
defer ws. Close ()

for {
// Write
err := ws. WriteMessage (websocket. TextMessage, [Jbyte(“Hello, Client!”))
if err != nil {

log. Fatal (err)
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'/ Read
, msg, err := ws.ReadMessage ()
if err != nil {
log. Fatal (err)
}
fmt. Printf ("%s\n”, msg)

func main() {

:= echo. New ()
. Use(middleware. Logger ())
. Use(middleware. Recover())
.Static(”/”, 7../public”)
.GET(”/ws”, hello)
. Logger. Fatal (e. Start (”:13237))

® ®© ® d® @d® @

& i

index. html

{!doctype html>
<html lang="en”>

<head>
<{meta charset="utf-8">
<title>WebSocket</title>
<{/head>

<body>
<p id="output”></p>

{script>
var loc = window. location;
var uri = ws: ;
if (loc.protocol === "https:’) {
uri = "wss: ;
1

uri +='// + loc. host;

uri += loc. pathname + ’ws’ ;

ws = new WebSocket (uri)
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ws. onopen = function() {

console. log C Connected’)

}

ws. onmessage = function(evt) {
var out = document. getElementByld( output’);
out. innerHTML += evt.data + ' <br>’;

setInterval (function() ({
ws. send  Hello, Server!’):
}, 1000) ;
{/script>
<{/body>

</html>

i 7~

Client

Hello, Client!
Hello, Client!
Hello, Client!
Hello, Client!
Hello, Client!

Server

Hello, Server!
Hello, Server!
Hello, Server!
Hello, Server!

Hello, Server!
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JSONP
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server. go

package main

import (
“math/rand”
“net/http”

“time”

”github. com/labstack/echo”
”github. com/labstack/echo/middleware”

func main() {

e := echo. New()
. Use (middleware. Logger ())
. Use (middleware. Recover ())

@

@

e. Static(”/”, “public”)

// JSONP
e.GET (”/jsonp”, func(c echo.Context) error {
callback := c.QueryParam(”callback”)
var content struct {
Response string " json:“response””
Timestamp time.Time json:”timestamp”’
Random int " json:”random”
}
content. Response = “Sent via JSONP”
content. Timestamp = time. Now().UTC()
content. Random = rand. Intn (1000)
return c. JSONP (http. StatusOK, callback, &content)
)

// Start server
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e. Logger. Fatal (e. Start (”:13237))

&

index. html

<!DOCTYPE html>
<html>

<head>
<meta http—equiv="Content-Type” content="text/html; charset=UTF-8” />
<link rel="stylesheet” href="https://maxcdn. bootstrapcdn. com/bootstrap/3. 3.
5/css/bootstrap. min. css”>
<title>JSONP</title>
{script type="text/javascript” src="//ajax. googleapis. com/ajax/libs/jquery/
1/jquery. min. js”></script>
{script type="text/javascript”>
var host prefix = “http://localhost:1323 ;
$ (document) . ready (function() {
// JSONP version — add ’callback=?" to the URL — fetch the JSONP res
ponse to the request
$ ("#jsonp—button”). click (function(e) {
e. preventDefault () ;
// The only difference on the client end is the addition of ’cal
lback=?" to the URL
var url = host prefix + ' /jsonp?callback=?;
$. getJSON(url, function(jsonp) f{
console. log(jsonp) ;
$ (“"#jsonp—response”). html (JSON. stringify (jsonp, null, 2));
DK

1D
1
{/script>
<{/head>
<body>

{div class="container” style="margin—top: 50px;”>
dinput type="button” class="btn btn—primary btn—lg” id="jsonp-button” va
lue="Get JSONP response”>
<p>
<pre id="jsonp-response”></pre>
</p>
</div>
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<{/body>

</html>
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server. go

package main

import (
”fmt

" 7

”

“net/http”
”github. com/labstack/echo”

”github. com/labstack/echo/middleware”

func upload(c echo.Context) error {
// Read form fields

name := c.FormValue ("name”)
email := c.FormValue (“email”)
/ /.

/7

// Read file

// Source
file, err := c.FormFile("file”)
if err != nil {
return err
1
src, err := file.Open()
if err != nil {
return err

}

defer src.Close()
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// Destination

dst, err := os.Create(file.Filename)
if err != nil {

return err
}

defer dst.Close()

// Copy
if , err = io.Copy(dst, src); err != nil {
return err

return c. HTML (http. StatusOK, fmt.Sprintf ("<p>File %s uploaded successfully w

ith fields name=%s and email=%s.</p>”, file.Filename, name, email))

}

func main() {
e := echo. New()

.Use(middleware. Logger ())
. Use(middleware. Recover ())

@

@]

.Static(”/”, “public”)
.POST (” /upload”, upload)

D O

e. Logger. Fatal (e. Start (”:13237))

& i

index. html

{!doctype html>

<html lang="en”>

<head>
<{meta charset="utf-8">
<title>Single file upload</title>

<{/head>

<body>

<h1>Upload single file with fields</hl>

<{form action="/upload” method="post” enctype="multipart/form-data”>

Name: <input type="text” name="name”><br>

Fmail: <input type="email” name="email”><br>
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Files: <input type="file” name="file”><br><br>
<input type="submit” value="Submit”>

<{/form>

<{/body>

</html>

EfEBA A
JR %5 Vi

server. go

package main

import (
”fmt

”.e 7

”

“net/http”
”github. com/labstack/echo”

”github. com/labstack/echo/middleware”

func upload(c echo.Context) error {
// Read form fields

name := c.FormValue ("name”)
email := c.FormValue(“email”)
J i

// Read files

/A——

// Multipart form

form, err := c.MultipartForm()
if err != nil {

return err
}

files := form. File[”files”]

for , file := range files {
// Source
src, err := file.Open()
if err != nil {
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return err

}

defer src.Close()

// Destination

dst, err := os.Create(file.Filename)
if err != nil {

return err
}

defer dst.Close()

// Copy
if , err = io.Copy(dst, src); err != nil {
return err

return c. HTML (http. StatusOK, fmt.Sprintf ("<p>Uploaded successfully %d files
with fields name=%s and email=%s.</p>”, len(files), name, email))

}

func main() {
e := echo. New()

@

. Use(middleware. Logger ())
. Use(middleware. Recover())

D

()

.Static(”/”, “public”)
.POST (”/upload”, upload)

@

. Logger. Fatal (e. Start (”:13237))

@

& P

index. html

{ldoctype html>
<html lang="en”>
<head>
<{meta charset="utf-8">
{titledMultiple file upload</title>
<{/head>
<body>
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<h1>Upload multiple files with fields</hl>

<{form action="/upload” method="post” enctype="multipart/form-data”>
Name: <input type="text” name="name”><br>
Fmail: <input type="email” name="email”><br>
Files: <input type="file” name="files” multiple><br><br>
<input type="submit” value="Submit”>
</form>
<{/body>
</html>
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server. go

package main

import (
“net/http”

”github. com/labstack/echo”
”github. com/labstack/echo/middleware”

)
type (
Host struct {
Echo *echo. Echo
1
)

func main() {
// Hosts
hosts := make (map[string]*Host)

/// 77777
// API

api := echo. New()
api.Use(middleware. Logger ())
api. Use(middleware. Recover ())

hosts[”api. localhost:1323”] = &Host {api}

api.GET (”/”, func(c echo.Context) error {
return c. String(http. StatusOK, “API1”)
P

/)=
// Blog
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blog := echo. New()
blog. Use (middleware. Logger ())
blog. Use(middleware. Recover ())

hosts[”blog. localhost:1323”] = &Host {blog}

blog. GET(”/”, func(c echo. Context) error {
return c. String(http. StatusOK, “Blog”)
1)

// / ,,,,,,,,,

// Website

site := echo. New()
site. Use (middleware. Logger ())
site. Use (middleware. Recover())

hosts[”localhost:1323”] = &Host {site}

site. GET(”/”, func(c echo.Context) error f{
return c. String (http. StatusOK, “Website”)
)

// Server

e := echo. New()

e. Any (”/*”, func(c echo.Context) (err error) f{
req := c.Request()
res := c.Response ()
host := hosts[req. Host]

if host == nil {
err = echo. ErrNotFound
} else {
host. Echo. ServeHTTP (res, req)

return

3]
e. Logger. Fatal (e. Start (”:1323”))

A SR 3 R SCRS (www. topgoer.cn) i % - 129 -



JWT

JWT

JWT

o JWT f# /] HS256 Hikikik.
o JWT M Authorization %K LEUHIHHE.

%y (EF map)

server. go

package main

import (
"net/http”
“time”

jwt “github. com/dgrijalva/jwt-go”

”github. com/labstack/echo”
”github. com/labstack/echo/middleware”

func login(c echo. Context) error {

username := c.FormValue (“username”)
password := c.FormValue ("password”)
if username == ”“jon” && password == “shhh!” {

// Create token
token := jwt.New(jwt.SigningMethodHS256)

// Set claims

claims := token.Claims. (jwt.MapClaims)

claims[”name”] = “Jon Snow”

claims[”admin”] = true

claims[“exp”] = time.Now().Add (time. Hour * 72).Unix ()

// Generate encoded token and send it as response.
t, err := token.SignedString([]byte(“secret”))
if err != nil {
return err
}
return c. JSON (http. StatusOK, map[string]string{
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“token”: t,

return echo. ErrUnauthorized

func accessible(c echo. Context) error f{
return c. String (http. StatusOK, “Accessible”)

1

func restricted(c echo.Context) error {
user := c.Get(“user”). (xjwt. Token)
claims := user.Claims. (jwt. MapClaims)
name := claims[”name”]. (string)

return c. String (http. StatusOK, “Welcome “+name+”!”)

func main() {
e := echo. New()

// Middleware
e. Use(middleware. Logger ())
e. Use (middleware. Recover ())

// Login route

e.POST("/login”, login)

// Unauthenticated route
e.GET(”/”, accessible)

// Restricted group

r := e.Group(”/restricted”)

r. Use (middleware. JWT ([]byte (“secret”)))
r.GET ("7, restricted)

. Logger. Fatal (e. Start (”:13237))

@

MR%¥m (RS

server. go

package main
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import (
“net/http”

“time”

jwt “github. com/dgrijalva/jwt—-go”
”github. com/labstack/echo”
”github. com/labstack/echo/middleware”

// jwtCustomClaims are custom claims extending default ones
type jwtCustomClaims struct {

Name string ~json:”name””

Admin bool  json:”admin”’

jwt. StandardClaims

func login(c echo. Context) error {
username := c.FormValue (“username”)

password := c.FormValue (“password”)
if username == “jon” && password == “shhh!” {

// Set custom claims
claims := &jwtCustomClaims {
”Jon Snow”,
true,
jwt. StandardClaims {
ExpiresAt: time.Now().Add(time.Hour * 72).Unix(),

B

// Create token with claims
token := jwt.NewWithClaims (jwt.SigningMethodHS256, claims)

// Generate encoded token and send it as response
t, err := token.SignedString([]byte(“secret”))
if err != nil {
return err
}
return c. JSON (http. StatusOK, echo. Map {
“token”: t,

})

return echo. ErrUnauthorized
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func accessible(c echo. Context) error {
return c. String (http. StatusOK, “Accessible”)

}

func restricted(c echo.Context) error {
user := c.Get(“user”). (xjwt. Token)
claims := user.Claims. (*jwtCustomClaims)
name := claims. Name

return c. String(http. StatusOK, “Welcome “+name+”!”)

func main() {

e := echo.New()

// Middleware
e.Use (middleware. Logger ())
e. Use (middleware. Recover ())

// Login route
e.POST(”/login”, login)

// Unauthenticated route
e.GET(”/”, accessible)

// Restricted group

r := e.Group(”/restricted”)

// Configure middleware with the custom claims type
config := middleware. JWTConfig {
Claims: &jwtCustomClaims {},
SigningKey: [lbyte(“secret”),
}
r. Use (middleware. JWTWithConfig(config))
r.GET ("7, restricted)

e. Logger. Fatal (e. Start (”:13237))

& ¥

curl

%
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15 FH M =5 F 0 36 Sk 3R L token s
curl —X POST —-d ’username=jon’ —d ’password=shhh!’ localhost:1323/login
& [A]

{

“token”: “eyJhbGci0iJIUzIINiIsInR5cCI6TkpXVC]9. eyJ1eHAi0EONJESNTcxMzZ9. RB3arc
4-0yzASAaUhC2W3ReWaXAt_z2Fd3BN4aWTgEY”
}

wR
7t Authorization  iE3K3Li%HE token, KIETERIKIFEY.

curl localhost:1323/restricted —H “Authorization: Bearer eyJhbGeciOiJIUzI1NilsInR
5¢CI6IkpXVCJ9. eyJ1eHA1OJEON JESNTcxMzZ9. RB3arc4—0yzASAaUhC2W3ReWaXAt z2Fd3BN4aWTg
EY ”

K 7]

Welcome Jon Snow!
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Google App Engine Recipe

Google App Engine (GAE) provides a range of hosting options from pure PaaS (App
Engine Classic)

through Managed VMs to fully self-managed or container-driven Compute Engine
instances. Echo

works great with all of these but requires a few changes to the usual examples to
run on the

AppEngine Classic and Managed VM options. With a small amount of effort though
it's possible

to produce a codebase that will run on these and also non-managed platforms
automatically.

We’'ll walk through the changes needed to support each option.

Standalone

Wait? What? | thought this was about AppEngine! Bear with me - the easiest way to
show the changes

required is to start with a setup for standalone and work from there plus there’s no
reason we

wouldn’t want to retain the ability to run our app anywhere, right?

We take advantage of the go build constraints or tags to change

how we create and run the Echo server for each platform while keeping the rest of
the application

(e.g. handler wireup) the same across all of them.

First, we have the normal setup based on the examples but we split it into two files
- app.go  will

be common to all variations and holds the Echo instance variable. We initialise it
from a function

and because itisa var this will happen before any  init() functions run -
a feature that we’ll

use to connect our handlers later.

app. g0

{{< embed “google-app-engine/app.go” >}}
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A separate source file contains the function to create the Echo instance and add
the static

file handlers and middleware. Note the build tag on the first line which says to use
this when not

bulding with appengine or appenginevm tags (which thoese platforms
automatically add for us). We also

have the main()  function to start serving our app as normal. This should all be
very familiar.

app—standalone. go
{{< embed “google-app-engine/app-standalone.go” >}}

The handler-wireup that would normally also be a part of this Echo setup moves to
separate files which

take advantage of the ability to have multiple  init()  functions which run after
the e Echovaris

initialised but before the main()  function is executed. These allow additional
handlers to attach

themselves to the instance - I've found the = Group  feature naturally fits into
this pattern with a file

per REST endpoint, often with a higher-level api  group created that they
attach to instead of the root

Echo instance directly (so things like CORS middleware can be added at this higher
common-level).

users. go
{{< embed “google-app-engine/users.go” >}1}

If we run our app it should execute as it did before when everything was in one file
although we have
at least gained the ability to organize our handlers a little more cleanly.

AppEngine Classic and Managed VMs

So far we’ve seen how to split apart the Echo creation and setup but still have the
same app that

still only runs standalone. Now we’ll see hwo those changes allow us to add
support for AppEngine

hosting.

Refer to the AppEngine site for full configuration
and deployment information.
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app.yaml configuration file

Both of these are Platform as as Service options running on either sandboxed
micro-containers

or managed Compute Engine instances. Both require an  app.yaml  file to
describe the app to

the service. While the app could still serve all it’s static files itself, one of the
benefits

of the platform is having Google’s infrastructure handle that for us so it can be
offloaded and

the app only has to deal with dynamic requests. The platform also handles logging
and http gzip

compression so these can be removed from the codebase as well.

The yaml file also contains other options to control instance size and auto-scaling

so for true

deployment freedom you would likely have separate  app—classic.yaml  and
app-vm. yaml  files and

this can help when making the transition from AppEngine Classic to Managed VMs.

app—engine. yaml

{{< embed “google-app-engine/app-engine.yaml” >}}

Router configuration

We'll now use the build constraints again like we did when creating

our  app-standalone.go  instance but this time with the opposite tags to use this
file if the build has

the appengine or appenginevm tags (added automatically when deploying to these
platforms).

This allows us to replace the  createMux()  function to create our Echo server

without any of the

static file handling and logging + gzip middleware which is no longer required. Also

worth nothing is

that GAE classic provides a wrapper to handle serving the app so instead of a
main()  function where

we run the server, we instead wire up the router to the default  http. Handler

instead.

app—engine. go

{{< embed “google-app-engine/app-engine.go” >}}
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Managed VMs are slightly different. They are expected to respond to requests on
port 8080 as well
as special health-check requests used by the service to detect if an instance is still
running in
order to provide automated failover and instance replacement. The

google. golang. org/appengine
package provides this for us so we have a slightly different version for Managed
VMs:

app—managed. go
{{< embed “google-app-engine/app-managed.go” >}}

So now we have three different configurations. We can build and run our app as
normal so it can

be executed locally, on a full Compute Engine instance or any other traditional
hosting provider

(including EC2, Docker etc...). This build will ignore the code in appengine and
appenginevm tagged

files and the  app.yaml  file is meaningless to anything other than the
AppEngine platform.

We can also run locally using the Google AppEngine SDK for Go
either emulating AppEngine Classic:

goapp serve
Or Managed VMs:

gcloud config set project [your project id]

gcloud preview app run

And of course we can deploy our app to both of these platforms for easy and
inexpensive auto-scaling joy.

Depending on what your app actually does it’s possible you may need to make
other changes to allow

switching between AppEngine provided service such as Datastore and alternative
storage implementations

such as MongoDB. A combination of go interfaces and build constraints can make
this fairly straightforward

but is outside the scope of this recipe.

Maintainers
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Google App Engine

« CaptainCodeman

[Source Codel({{<source “google-app-engine”>}})
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server. go

package main

import (
“net/http”

”github. com/facebookgo/grace/gracehttp”
”github. com/labstack/echo”

func main() {
// Setup
e := echo. New()
e.GET(”/”, func(c echo.Context) error {
return c.String (http. StatusOK, ”Six sick bricks tick”)

1)
e.Server. Addr = ”7:1323”

// Serve it like a boss
e. Logger. Fatal (gracehttp. Serve (e. Server))

f£H graceful

server. go

package main
import (
“net/http”

“time”

”github. com/labstack/echo”
”github. com/tylerb/graceful”
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TR

func main() {
// Setup
e := echo. New()
e.GET(”/”, func(c echo.Context) error {
return c.String (http. StatusOK, “Sue sews rose on slow joe crows nose”)

1)
e.Server. Addr = 7:1323”

// Serve it like a boss
graceful. ListenAndServe (e. Server, 5*time. Second)
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server. go

package main

import (
“net/http”

rice “github. com/GeertJohan/go. rice”
”github. com/labstack/echo”

func main() {
e := echo. New()
// the file server for rice. “app” is the folder where the files come from.
assetHandler := http. FileServer (rice. MustFindBox (“app”).HTTPBox ())
// serves the index. html from rice
e.GET(”/”, echo.WrapHandler (assetHandler))

// servers other static files

e. GET (”/static/*”, echo. WrapHandler (http. StripPrefix(”/static/”, assetHandle
r)))

e. Logger. Fatal (e. Start (”:13237))
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