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Solidity #) = & 2 18 98 B 77X, call. delegatecall il callcode - K Amas - % b
B TEAGFEE=FERA, 1E remix SEFE, SPEHbit
59 0xca35b7d915458ef540ade6068dfe2f44e8fa733c:

pragma solidity 20.4.0; contract A { address public temp1;

function three_call(address addr) public { addr.call(bytes4(keccak256("test()")));
//1 //addr.delegatecall(bytes4(keccak256("test()"))); /]2

//addr.callcode(bytes4(keccak256("test()"))); // 3 }}contract B {

public tempT;

uint256 public temp2;

address
uint256 public temp2;  function test() public {

temp2 = 100; }}

temp1 =

msg.sender;

EREEFTINEREN A NEEE:

=

x&=: templ = 0x0, temp2 = 0x0,

temp1 = 0x0, temp2 = 0x0, EHEX B T SED

WMERAIED call A, NRTEWELMNEN A P
#9 temp1 = address(A), temp2 = 100:

(5% 0x0, MREAEAL B F

b
v A at Ox0de...db5fc (memory) 0
three.call 0x11f0c46dc617619d51aa60e02daca/608dc
714e7
temp1
0: address:
0x0000000000000000000000000000000000000000
temp?2
0: uint256: 0
b
- B at 0x11f...714e7 (memory) 0
test
temp1
0: address:
0x0De37DcE8154cE54D895bd16942C86d568dDB5Fc
temp2
0: uint256: 100 P I
47 '_a':e.r_uilg;-':ﬂiﬂ}'-% =1

MAEAAIEE2 delegatecall Az, MBTEMELIEL B FLEEN 0x0, MBARES
24 A Y temp1 = Oxca35b7d915458ef540ade6068dfe2f44e8fa733c, temp2 = 100:

EERIEE3 callcode A, WMEET
FE4 temp1 = address(A), temp2 = 100:

ENERNEN B PEEER 0x0, MEBEESN A
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Solidity ) = Fir& 2 ) 138 JH 77 8, call.  delegatecall 1 callcode - F ik Aimas - {5 [
0x02 delegatecall T¥%F3) |a)&

delegatecall: AAEREZE msg WETRENNERE, ERITHERNBARENET
7NN

R

FEESNNTRAIRET, SHUNEERRAREEREN, TEREN T LURELEINEREA
F—TEANRE. LU THNEF, BE—TE4 AW test() B, RR— TN EFREMN
A

function test(uint256 a) public { // codes } function callFunc() public {

<A.address>.delegatecall(bytes4(keccak256("test(uint256)")), 10); }
BREXMALIRER, FEEANTRMABHNREE, FEFRE TEXMEE:
function callFunc(address addr, bytes data) public { addr.delegatecall(data); }

XG5 EEMER public RECERAMEI: 54K delegatecall AYIEAMULAIEBIFRFF5
HEBPEAN, BBATER AR EEMIAIRER,

FRIbZ5h, AT delegatecall NHTMENAMENE, HARENREAREREEEE
Y, WRWERNRBNZEERITENR, BAERNBARETNEE,

FIRER
THEHNGFH B AR WSZEEEYN, HEPEFEE—TEMLUA delegatecall .

contract B{ address owner; function callFunc(address addr, bytes data) public {
addr.delegatecall(data);
//address(Attack).delegatecall(bytes4(keccak256("foo()"))); //FIBKBRE 1}

KWHEENMIXMEAT URE— Attack 54, REBROEEFTFIICE TR NS
REGERANFETES]), BT EBSLYL B #Y delegatecall, RARIAM Attack SLRAIREL,
THEE Attack &L F:

contract Attack { address owner; function foo() public { // any codes }}
33F delegatecall T MG, SEFRAVRIEREBURT Attack EAFRMNKRENREE, 7]
BEIER ML Ea)RAEI4E:

1 BB RS — T HRKMRY, HEREY B KM
2. BEERSIRESVIAEENRE, BHELN B NAEE

delegatecall ZL[BIRARHI
Parity MultiSige Sl

2017.7.20, Parity MultisighlE FEBARZS 1.5+ FIRAWR AN, FEREFEMN=NESLENS
BEXZEATHGEEIREIT 15 5 ETH, REBHNM ETH MERE, K45 3000 A=,

HEHRRZHBTRMEHIA delegatecall FTLAAA WalletLibrary S4BT RE, HE
HEBVREREAMRE, SBYRCREINESRR, EEFMBAXMIMEG, &
I delegatecall WA initWallet() K2, REENTENHEE, HEELUPHURDHEE
BorkF T,

THEEERZZRMIAERE:

(Github/parity: https://github.com/paritytech/parity/blob/4d08e7b0aec46443bf26547
b17d10cb302672835/js/src/contracts/snippets/enhanced-wallet.sol)

a. delegatecall TI3: (contract Wallet is WalletEvents)
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Solidity ) = Fir& 2 ) 138 JH 77 8, call.  delegatecall 1 callcode - F ik Aimas - {5 [
// gets called when no other function matches function() payable { // just being
sent some cash? if (msg.value > 0) Deposit(msg.sender, msg.value); else if

(msg.data.length > 0)  _walletLibrary.delegatecall(msg.data); }
b. initWallet() 5 initMultiowned() fXiBFEL:  (contract WalletLibrary is WalletEvents)

function initWallet(address[] _owners, uint _required, uint _daylimit) {
initDaylimit(_daylimit);  initMultiowned(_owners, _required); } ... function
initMultiowned(address[] _owners, uint _required) { m_numOwners = _owners.length
+1;  m_owners[1] = uint(msg.sender); m_ownerindex[uint(msg.sender)] = 1;  for
(uint i = 0; i < _owners.length; ++i) { m_owners[2 + i] = uint(_owners[i]);

m_ownerindex[uint(_owners[il)] =2 +i; } m_required = _required; }

HA g %R R EL initMultiowned() RIEIREE, FILMRZIRIER, FELXERE, BAT
HAUTF WalletLibrary 4T, BTeEEZBAAN., REFH Wallet 47

# delegatecall 1§ WalletLibrary &£98) initWallet() K%, #WBRMTENERE, BAWEE
EERRNBE—A, BEHTEKERE.

BERLE:

BT £ delegatecall inFARIZERI, EDHARIREF, RMBEDBRELF

F3 delegatecall B934 (15 I B 452 B CROET=EFHNIT), ENBRPERRE], BHENE
Mkibit, SBMAFEKXRET. BX delegatecall BEiEMNIFIFEESE TUKIFEREESND
1, HARR 4.2 @B (GHR)EH)): firstTests 1T,

0x03 call ££(o]ga

cal: REANARAN, ARAERNERE msg NESERRBARSE, MITHERKIER
FEHNEITIR.

call FAR—HMINKEEZSR, B TMEEAERT) EXMASEEHR ISESESRAR
Bry iR EiRE, FEEEX cal ARLETY, Ge—ENNBRN—MREFE.
call FEFNRE

call 18X msg.sender {&

BEERLTEOEE call RHTHREERBHT, BT call HEEEAETRETRNEE
£ msg ZEEBEAANNEMNRE, ZMANT —TRERE, AFENNABERTHESIR

REB—,

SMERFFIETE call RETBIEAELNRE:

SEBHEM call @A
ERLENAZSET, BRERBPIMBAFEE; THER call REMERAR:
<address>.call(function_selector, argl, arg2, ...) <address>.call(bytes)

MLEEFIMAE, call REIBERANBEHE:

1. NF—MEESLMILE call HA, FTNERZESN THESRE
2. A1 cal MANELNMIHBFEE, BATNEREIRESNNETRE

ATETER, FINRERESATH call REEELLREAMIES T8 eval REL, call REHES
THRRAPRATHRSEASORBMNAD, MRELPERLLA msg.sender FHXEE
£, BLME5|I KL,
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Solidity ) = Fir& 2 ) 138 JH 77 8, call.  delegatecall 1 callcode - F ik Aimas - {5 [
call R R B2 Z RS

call REFEARMARANTETD, FEMNBBESRNSE, XXEIMENT call REFEEA
WEHE. TENEFETR call BEZRZRSEC:

pragma solidity 20.4.0; contract A { uint256 public aa = 0; function test(uint256 a)
public { aa=a; |} function callFunc() public {
this.call(bytes4(keccak256("test(uint256)")), 10, 11, 12); }}

BIF R test() REZELR—T uint256 ISR, {BTE callFunc() PEANT=13%, #
T call BB Z RS, FANBINERT test() KA,

call JENER

call FENSIEHNRIRANREFZE call TEEAERESR, &3 msg.sender PEEEIRN KIFLT
A7 aottbht, TEREFERT call FENRBGEE,

contract B{ function info(bytes data){ this.call(data);
//this.call(bytes4(keccak256("secret()"))); //FIBRIB/RE 1} function secret()

public{ require(this == msg.sender); // secret operations  }}

EEY B H1ZTE info() I secret() RKEH, H secret() RBIREERELB AR,
7£ info() B ERFAUIEFHIR call @A, BFREONEEENNEIRIESIRENFET R,
BNEI%e3T require(VRIRREI, RRINHIT FEIFIRAES.

T call FEANNERE, SEFREMNRRBRITBURTHIBMARE, BAFTRENLER—ME
1&:

1AXBRSEE

aE EENF, SHUBEAESIMIHEATRINENSHZ—, BET call HEAZS
¥ msg.sender TEEFFNFEAAIE, NS ENRSEIAIE-,

function callFunc(bytes data) public { this.call(data);
//this.call(bytes4(keccak256("withdraw(address)")), target); //FIFBHRIGRE } function
withdraw(address addr) public { require(isAuth(msg.sender));
addr.transfer(this.balance); } function isAuth(address src) internal view returns (bool) {

if (src == address(this)) { return true; }  else if (src == owner) { return
true; } else{ return false; }}

RO FRRTNRET SHOERAFRIEET. , withdraw() REIRITRIFIRAREER
BURBFENENRG AT INRERRIEIE; BET call NEE, RERFPEOMHEFNF
SIIEA call, MMVEA withdraw() B, FRTMAZET isAuth() HER,

2.5 ™

ERMEYS, FESIMA—" call BHARER, BT @FUS ASTRELEAIRIE. 1BH
F caliAE/EY, BAPALME call fEN transfer() REGAR, ENAIHZEASLMI TR,

TEMNGIFRRTAFPEN transfer() RESHGEA T,

function transfer(address _to, uint256 _value) public { require(_value <=
balances[msg.sender]); balances[msg.sender] —= _value; balances[_to] += _value; }
function callFunc(bytes data) public { this.call(data);
//this.call(bytes4(keccak256("transfer(address,uint256)")), target, value); //FIBET

zr
=
o

ZHFRAMEANKBRE, APEANBOMIENFRFSIET call 5kKiE

FA transfer() ¥R, HEN transfer() 9251 _to B B call A

&, transfer() REITHTAY msg.sender FREEZ 2 EL0IL T, _to It 2R BE/it
ht, ARG T &Lt TR M.
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Solidity ) = Fir& 2 ) 138 JH 77 8, call.  delegatecall 1 callcode - F ik Aimas - {5 [
call FENZRHF

1TATNETIE R

2018.5.11, ATN HEARAAKEIFERZIRE, /R ATN Token N EHIEE, BI D
KU Token BARTEEREZER G, ZBHXNN T EXHHNE—FFBER, BT
ATN KBS ATNER, 1ZBHF call FEANMEST TARIAE, BRI ARSI
BE.

£ ATN B H{EMAEIT ERC223 fll ds-auth FE, M MNEERBERNER TZERA, [
MMERRNMEEMZE0, N TERFETERAIABHE,
(Github/ATN: https://github.com/ATNIO/atn—contracts)

a. ERC223 R B E X EERER:
(Github/ERC223: https://github.com/Dexaran/ERC223-token-standard)

function transferFrom(address _from, address _to, uint256 _amount, bytes _data,
string _custom_fallback) public returns (bool success) { ... if (isContract(_to)) {
ERC223ReceivingContract receiver = ERC223ReceivingContract(_to);
receiver.call.value(0)(bytes4(keccak256(_custom_fallback)), _from, _amount, _data);

b

b. ds—auth I RINENIEFHSLMEERE: (Github/ds-
auth: https://github.com/dapphub/ds-auth)

... function setOwner(address owner_) public auth { owner = owner_; emit
LogSetOwner(owner); } ... modifier auth { require(isAuthorized(msg.sender, msg.sig));
_; } function isAuthorized(address src, bytes4 sig) internal view returns (bool) {  if
(src == address(this)) { return true; } else if (src == owner) { return true; }
else if (authority == DSAuthority(0)) { return false; }else { return

authority.canCall(src, this, sig); 1}

BEEILAA transferFrom() FER, HENBEBCHMBLHER _from 281, ATN 548
HHHER _to B8, FHEN setOwner() fERNENARE; EHATERRF, BT call BABESD
RESRNSEH, BEMMHILEER setOwner() IS BMINAITRIR BN, S5IHtREN,
call TR BEL S msg.senderf&ifty T SRS HMbIE, ST T isAuthorized() BIFFRIA
i, BERINESANBEERNTES; MEEA Mint) BEIthESR1TRT, REERE
BRIEAR setOwner() YSRAER, EIHSBIERIG,

RERGHE:

BOF ATN KMEIA KRR IMERE, HEMAERREE, HREHHRNT ATN HIERR
REVKED: ATN A EIAEST BEMKF, thERTHBELRTHN N00W MM, &EHE
RGNS TEERRE,

2REAMERTRERD

SFEMABEL, EEAATFNEERENST, (VEROSLERRMRLIRE, »
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... function transfer(address _to, uint256 _value) public returns (bool success) {
require(_to != address(0)); require(_value <= balances[msg.sender]);
require(balances[_to] + _value > balances[_to]); balances[msg.sender] —= _value;

balances[_to] += _value; Transfer(msg.sender, _to, _value); return true; } ...
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function approveAndCallcode(address _spender, uint256 _value, bytes _extraData)
public returns (bool success) { allowed[msg.sender][_spender] = _value;
Approval(msg.sender, _spender, _value); if(!_spender.call(_extraData)) { revert(); }

return true; } ...
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