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create EVM

ApplyTransaction [core/state_processor.go] — create Interpreter

ApplyMessage [core/state_transaction.go]
TransactionDb [core/state_transaction.go]
Call or Create [core/vm/evm.go] E— create Contract
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create Memory
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BTRBANRBIXDIRE D RE.
ICreate EVM

core/state_processor.go

/I ApplyTransaction attempts to apply a transaction to the given state database

/I and uses the input parameters for its environment. It returns the receipt

/I for the transaction, gas used and an error if the transaction failed,

/l indicating the block was invalid.

/I ApplyTransaction =X 1§ E SN AT A ERINSEIERE, HAEMBEERBASE,

/I EiREIESHreceipt, {£MMNgas, MRFSEMW, RE—PHEHIRERRTH.

11" GRE B RZAIMKIGIRSEIERE (state.StateDB) 1, XEAEIFEEKEEMNNTELEE
8  func ApplyTransaction(config *params.ChainConfig, bc ChainContext, author *common.Address, g

N o o WON =
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return nil, err
}
/I Create a new context to be used in the EVM environment
1/ BIE— P EEEVMIMER{ERN ETX
context := NewEVMContext(msg, header, bc, author)
/I Create a new environment which holds all relevant information
/l about the transaction and calling mechanisms.
I/ BIBR—TENR, EREaXTESHIAREINMEEXER.
vmenv := vm.NewEVM(context, statedb, config, cfg)
/I Apply the transaction to the current state (included in the env)
/1B SN AT EHIRES
_, gas, failed, err := ApplyMessage(vmenv, msg, gp)
if err 1= nil {
return nil, err
}
/I Update the state with pending changes
I {E R A B EHIATS
var root [Jbyte
11 {RAERR AR A A BRI S B A A
if config.IsByzantium(header.Number) {
statedb.Finalise(true)
}else{
root = statedb.IntermediateRoot(config.IsEIP158(header.Number)).Bytes()
}

*usedGas += gas

/I Create a new receipt for the transaction, storing the intermediate root and gas used by the tx
/I based on the eip phase, we're passing whether the root accounts.
11 ARSI — " Fikreceipt, FHEHPERMNETeipERR S EMMNgas, HNEEZSERE SR
receipt := types.NewReceipt(root, failed, *usedGas)
receipt. TxHash = tx.Hash()
receipt.GasUsed = gas
/I if the transaction created a contract, store the creation address in the receipt.
IANREBSBNET —PEN, WEKLIEIZiEEreceipt®,
if msg.To() == nil {
receipt.ContractAddress = crypto.CreateAddress(vmenv.Context.Origin, tx.Nonce())
}
/I Set the receipt logs and create a bloom for filtering
/1 & Ereceipt B &5+ 832 T3 iEAbloom
receipt.Logs = statedb.GetLogs(tx.Hash())
receipt.Bloom = types.CreateBloom(types.Receipts{receipt})
receipt.BlockHash = statedb.BlockHash()
receipt.BlockNumber = header.Number
receipt. TransactionIndex = uint(statedb.TxIndex())

return receipt, err

PTRENE IS transaction 3BT Message , AFEIET — Context ,3E TFRIFARA vm.NewEVM

BRI T FIIEVM, 81T ApplyMessage HIATHXINEE, MR IREBLE—2R5, MELIE— EVM 3k
HITR SR, HITREE, ZRBEFIRS. €I receipt MRHITHTIERE. ApplyMessage R
B—178, @A T StateTransition.TransitionDb K%K,

| ik ssimisn

1
2
3

core/state_tansaction.go

The State Transitioning Model JRAZSEEIRIER]
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1) Nonce handling £t¥£Nonce
2) Pre pay gas @i ftgas
3) Create a new state object if the recipient is \0*32 #1R#EULF52\0*32, MIEIE—FihIstateObje
4) Value transfer #4715
= If contract creation 1R EELICIE =
4a) Attempt to run transaction data -,_—J'b SITESHIE
4b) If valid, use result as code for the new state object ZIREZK, N{EMresult{EHFfstateObjectf
==end ==
5) Run Script section iB{TRIASER 2
6) Derive new state root S:HFTIREHR
*/
BT ENE—ER G IRPIVRSENE, il gas EESE
type StateTransition struct {
ap *GasPool
msg Message
gas  uint64 // IR 5132 HEIFEIRAIgas
gasPrice *big.Int
initialGas uint64 // b S #0150 gas, EEBRIZEEIEERA TR SMgasE
value  *big.Int

data [Ibyte
state  vm.StateDB
evm *vm.EVM

// TransitionDb will transition the state by applying the current message and
// returning the result including the used gas. It returns an error if failed.
/I An error indicates a consensus issue.
/1 TransitionDbY$&8 13 R FA HFE BREIRIASHIRBIZA R (BIEFERMNgas), MRKXM, BEIFIRE—
func (st *StateTransition) TransitionDb() (ret [|byte, usedGas uint64, failed bool, err error) {
if err = st.preCheck(); err != nil {
return
}
msg := st.msg
sender := vm.AccountRef(msg.From())
homestead := st.evm.ChainConfig().IsHomestead(st.evm.BlockNumber)
istanbul := st.evm.ChainConfig().IsIstanbul(st.evm.BlockNumber)
I FIET RS R RIEMEN
contractCreation := msg.To() == nil

/I Pay intrinsic gas
Il Z{JE Egas
gas, err := IntrinsicGas(st.data, contractCreation, homestead, istanbul)
if err 1= nil {
return nil, O, false, err
}
if err = st.useGas(gas); err != nil {
return nil, O, false, err

var (
evm = st.evm
/I vm errors do not effect consensus and are therefor
/I not assigned to err, except for insufficient balance
/I error.
NVmERRARRFIHIR, ELA R HERerr, BRIERTAE.
vmerr error

)

if contractCreation {
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69 /I Increment the nonce for the next transaction

70 /I I TF—1E5E1EMnonce

71 st.state.SetNonce(msg.From(), st.state.GetNonce(sender.Address())+1)
72 /1 F2eEEY, WERA evm.CallBAEY

73 ret, st.gas, vmerr = evm.Call(sender, st.to(), st.data, st.gas, st.value)
74 }

75 if vmerr != nil {

76 log.Debug("VM returned with error", "err", vmerr)

77 // The only possible consensus-error would be if there wasn't

78 // sufficient balance to make the transfer happen. The first

79 // balance transfer may never fail.

80 /I E—H BRI HIREIRE, MREBERBHORIHTRS.

81 if vmerr == vm.ErrinsufficientBalance {

82 return nil, 0, false, vmerr

83 }

84 }

85 /I 1RFgas, FIGEEFEN gas it AT LIkFH

86 st.refundGas()

87 st.state.AddBalance(st.evm.Coinbase, new(big.Int).Mul(new(big.Int).SetUint64(st.gasUsed()), st.
88

89 return ret, st.gasUsed(), vmerr != nil, err

90 }

StateTransition.TransitionDb() 737AE %I StateTransaction.preCheck JIE3I5HY Non
ce B, HMXEHKIEZMF KL gasLinitkgasPrice , AR ML) KEHITEEN gas, B
AISE gashiFHAN A,
REFERBGNEBRAR. KE—ERXHMgasBEFI D BEEBATNITHRA.
HITRAREZREREFEAZVEVMNZRRRZEME, MIT—ERZMBNIRIENS, NWENRITR
EN T
[E A R A (intrinsic gas) AR 5 I ER B 4 (base fee)F T & (payload)/RE, B TEF T4 gas, IFEFT68
gas, KSAHHAUT=MHE:

- HEROEERESYN, NHHMIEIEEESLM EVM {1
SEREREEANREY, WABMERTHERNMALE
)

REBLEMTIK, EEEK, W=

o of  of

ETRAEMNR S EERUERYN, RIERZNERERZTHTRAM., MRFECESLY, W
VR EVM. Create ¥{TRIE; WETRE, MHEAM EW. Call HITEANREE, (MREHEKRS, BRESTE
TR, BAFSIEA EVM.Call SLHEEIKINAE)(5].

EVM YR ITEIEXRINEER, A StateTransaction.refundGas YRR gas AR FHKRIE
F. REIEHEEN gas it A IKFH,

| ezas

/core/vm/evm.go

1 /I create creates a new contract using code as deployment code.

2 I/ createffFcodefE N EERBEIE—TEAL

3 func (evm *EVM) create(caller ContractRef, codeAndHash *codeAndHash, gas uint64, value *big.
4 /I Depth check execution. Fail if we're trying to execute above the

5 /1 limit.

6 IEESLNRNEABITEARE, EBTRERS(1024) TR, WK,

7 if evm.depth > int(params.CallCreateDepth) {

8 return nil, common.Address{}, gas, ErrDepth

9 }

10 I HERER

11 if levm.CanTransfer(evm.StateDB, caller.Address(), value) {
12 return nil, common.Address{}, gas, ErrinsufficientBalance
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16 evm.StateDB.SetNonce(caller.Address(), nonce+1)

17

18 /I Ensure there's no existing contract already at the designated address

19 I R FFE RIS B S NEE

20 contractHash := evm.StateDB.GetCodeHash(address)

21 if evm.StateDB.GetNonce(address) != 0 Il (contractHash != (common.Hash{}) && contractHash
22 return nil, common.Address{}, 0, ErrContractAddressCollision

23 }

24 /I Create a new account on the state

25 I EMBRS LRIE—NIEN

26 snapshot := evm.StateDB.Snapshot() // Bl — StateDBARYIREE, LMEELR
27 evm.StateDB.CreateAccount(address) // BIZEMK

28 if evm.chainRules.ISEIP158 {

29 evm.StateDB.SetNonce(address, 1) / i&&nonce, M1FFA

30 }

31 1T 5

32 evm.Transfer(evm.StateDB, caller.Address(), address, value)

33

34 /I nitialise a new contract and set the code that is to be used by the EVM.
35 /I The contract is a scoped environment for this execution context only.

36 contract := NewContract(caller, AccountRef(address), value, gas)

37 contract.SetCodeOptionalHash(&address, codeAndHash)

38

39 /I NoRecursionZHcall, callcode, delegate call ] create,,

40 I AZSFREBNAREC B AR FTEARE R L), MERIIZSNMNIRERERFTTEH
41 if evm.vmConfig.NoRecursion && evm.depth > 0 {

42 return nil, address, gas, nil

43 }

44

45 // Debugt&=\, HIRIRIFTEFERISEMH

46 if evm.vmConfig.Debug && evm.depth == 0 {

47 evm.vmConfig. Tracer.CaptureStart(caller.Address(), address, true, codeAndHash.code, gas,
48 }

49 start := time.Now() / 2 #iIf[E]

50

51 I/ retFRfFRIRZE & LIR0ES

52 ret, err := run(evm, contract, nil, false)

53

54 /I check whether the max code size has been exceeded

55 11 IR EINE LRI R S BT AR

56 maxCodeSizeExceeded := evm.chainRules.ISEIP158 && len(ret) > params.MaxCodeSize
57 /I'if the contract creation ran successfully and no errors were returned

58 /I calculate the gas required to store the code. If the code could not

59 /I be stored due to not enough gas set an error and let it be handled

60 /I by the error checking condition below.

61 I MREARRRERNTHINF BB REHEIR, ITEEZEAIEHRFEgas,
62 11 RERgas N RMAEFRAE, RE—THR, ARLTEHNEROEREFRLEE,

63 if err == nil && !maxCodeSizeExceeded {

64 11 BRI, BELRFEI StateDB ZHI, 5% useGas

65 createDataGas := uint64(len(ret)) * params.CreateDataGas // it&gas

66 if contract.UseGas(createDataGas) { /l gasFE I8,

67 evm.StateDB.SetCode(address, ret) // {¥StateDBFZH3

68 }else{

69 err = ErrCodeStoreOutOfGas // ZNIZ B IR

70 }

71 }

72

73 /I When an error was returned by the EVM or when setting the creation code
74 /I above we revert to the snapshot and consume any gas remaining. Additionally
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evm.StateDB.RevertToSnapshot(snapshot)
if err |= errExecutionReverted {
contract.UseGas(contract.Gas)

}
/I Assign err if contract code size exceeds the max while the err is still empty.
1 MNREARBANBIERHFHF BerrfhR=, i&Eerr = errMaxCodeSizeExceeded
if maxCodeSizeExceeded && err == nil {
err = errMaxCodeSizeExceeded
}
// Debugt&=\, HIRIRERFEFLAREM
if evm.vmConfig.Debug && evm.depth == 0 {
evm.vmConfig.Tracer.CaptureEnd(ret, gas-contract.Gas, time.Since(start), err)
}
11 REIZER

return ret, address, contract.Gas, err

/I Create creates a new contract using code as deployment code.

func (evm *EVM) Create(caller ContractRef, code []byte, gas uint64, value *big.Int) (ret [byte, con
/I CreateAddressiRiE4a E Ittt Fnonced A — T AKXt
contractAddr = crypto.CreateAddress(caller.Address(), evm.StateDB.GetNonce(caller.Address(
return evm.create(caller, &codeAndHash{code: code}, gas, value, contractAddr)

/I Create2 creates a new contract using code as deployment code.

1

/I The different between Create2 with Create is Create2 uses sha3(0xff ++ msg.sender ++ salt ++

/I instead of the usual sender-and-nonce-hash as the address where the contract is initialized at.

/I Create2f{ICreate X BlIFi2, Create2{EFisha3(0xff ++ msg.sender ++ salt ++ sha3(init_code))

/I A =18 H #Imsg.sender + noncefJhash

func (evm *EVM) Create2(caller ContractRef, code []byte, gas uint64, endowment *big.Int, salt *bi
codeAndHash := &codeAndHash{code: code}
I/ CreateAddress2tRIELAERYsenderdthilt . #JIALABAYhash, saltE B— T IAK AL
contractAddr = crypto.CreateAddress2(caller.Address(), common.BigToHash(salt), codeAndHa:
return evm.create(caller, codeAndHash, gas, endowment, contractAddr)

MRRGEFERENT, IRREERZNENRZNRE -84, A EPEHNSHNBEIEYN
BITRIRERE, MARRFRRZSZHEIE (Bl Transaction.data.Payload, Z{FEi% EVM.Create 75
AR code ) . XRARNEGNRABERZHEHEIEN, BT ENERBNRBI, FmEHFESI
BAT LR, MERTEXINEE. WFRIEERE, FEFSRENTHITEAMERE (BISLM constr
uctor %) IR, ERFFHRFFENTAHF RN TREAIZESAN, EVM HUTIXERZ
HERE, LREEEBRITTELMN constructor 5%, REBESANEERIBIRE, FALAEEX

M ret TEEAENNEERBFREEPMRSEIERE(StatedB ), [5]
|mman

/core/vm/evm.go

0 N O o b~ ON =

I TR BRI TEANBHRFARICaISE, BNEHEENcaliESBRMITEIXE

/I Call executes the contract associated with the addr with the given input as
/I parameters. It also handles any necessary value transfer required and takes
/I the necessary steps to create accounts and reverses the state in case of an
/I execution error or failed value transfer.

/I Call HiAT 5 addriBREARIEL, LBEMinputfERNZ

11 ERLIRFRRHE R ERVEIKIRIE, #KHXM\EE’]'}}_EN;E@JLMSF
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12 if evm.vmConfig.NoRecursion && evm.depth > 0 {

13 return nil, gas, nil

14 }

15

16 // Fail if we're trying to execute above the call depth limit

17 /I MNRBAVAE BT BRRERFHTRE, WEKK

18 11 BRRERAR1024

19 if evm.depth > int(params.CallCreateDepth) {

20 return nil, gas, ErrDepth

21 }

22 /I Fail if we're trying to transfer more than the available balance

23 N ANRBATAERZ LT AR Z 8, KK

24 I BEERMEERRE

25 if levm.Context.CanTransfer(evm.StateDB, caller.Address(), value) {

26 return nil, gas, ErrinsufficientBalance

27 }

28

29 var (

30 V/E:1 9]

31 to = AccountRef(addr)

32 I ZETEANRTSIREG

33 snapshot = evm.StateDB.Snapshot()

34 )

35 I EXistiRELERF BEFE, ERIRNE, WTFERKFHBAIZRE e,
36 if levm.StateDB.Exist(addr) { //#tit R~ 7Z7E

37 I EERBRIRFNEH

38 precompiles := PrecompiledContractsHomestead

39 if evm.chainRules.IsByzantium {

40 precompiles = PrecompiledContractsByzantium

41 }

42 if evm.chainRules.IsIstanbul {

43 precompiles = PrecompiledContractsIstanbul

44 }

45 I FERIFEL, IsEIP158, #HvalueflJ{EHNO

46 if precompiles[addr] == nil && evm.chainRules.IsEIP158 && value.Sign() == 0 {
47 /I Calling a non existing account, don't do anything, but ping the tracer
48 I EBAREFENKE, AN, EMARERER. 1HfEGas

49 /I Debugt&Ezt,

50 if evm.vmConfig.Debug && evm.depth == 0 {

51 evm.vmConfig.Tracer.CaptureStart(caller.Address(), addr, false, input, gas, value)
52 evm.vmConfig.Tracer.CaptureEnd(ret, 0, 0, nil)

53 }

54 return nil, gas, nil

55 }

56 I TEARHRS R BB E it addrAOIRTS

57 evm.StateDB.CreateAccount(addr)

58 }

59 AT 5

60 evm.Transfer(evm.StateDB, caller.Address(), to.Address(), value)

61 /I Initialise a new contract and set the code that is to be used by the EVM.
62 /I The contract is a scoped environment for this execution context only.

63 I IR —THEL, HIREEVMERERRE.
64 11 ETEAR BT E T XERERIRE,

65 contract := NewContract(caller, to, value, gas)

66 contract.SetCallCode(&addr, evm.StateDB.GetCodeHash(addr), evm.StateDB.GetCode(addr))
67

68 /I Even if the account has no code, we need to continue because it might be a precompile

69 I BB RERE, WRERENIT, BAERREEMRmEN

70 start := time.Now() //FF4A R 8]
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74 if evm.vmConfig.Debug && evm.depth == 0 {

75 evm.vmConfig.Tracer.CaptureStart(caller.Address(), addr, false, input, gas, value)
76

77 defer func() { / Lazy evaluation of the parameters S IRITE

78 evm.vmConfig.Tracer.CaptureEnd(ret, gas-contract.Gas, time.Since(start), err)
79 30

80 }

81 I B1T1ZEH

82 ret, err = run(evm, contract, input, false)

83

84 /I When an error was returned by the EVM or when setting the creation code

85 /I above we revert to the snapshot and consume any gas remaining. Additionally
86 / when we're in homestead this also counts for code storage gas errors.

87 /I HEVMIREI—MEIRAY, SEEIRE FENCIEREN, BITEIRE RFIRSRIIREBH BRI
88 I1865h, HFEf1fEhomesteadhii AR, XA3TFfEgastEiRth it g ERIRIE,

89 if err 1= nil {

90 evm.StateDB.RevertToSnapshot(snapshot) // ERIASEIRER

91

92 if err 1= errExecutionReverted {

93 /1 SR ZHrevertiE L AlZ IR, EAICO—RRIRE T ABIRHISE TR
94 I EARRIBWHEHMRR AT SRR AR X LRI KM, SEHRMER Mg, X DR
95 I X NBEIR B LE M A9GasPricef1GasLimit, EANEIEEIR,

96 I BARRERRI THEEGas, MERSEAABHITHGas

97 /I REREWIME GasLimit * GasPricef%%, AR,

98 contract.UseGas(contract.Gas)

99 }

100 }

101 return ret, contract.Gas, err

102 }

ZRHERAMNSTARRMENARERSE EBHNRI., FEIENR input 2, XRFAEYN
#9 public FIENSH, FIMTSAMNREREE, ERHEINERER—TEANR, MWIREEIEEFIKE
BHNRE, ERIGUNRF,
—MRIERT, WEABANSAU N ZEETURIBRESHEES, LMESNEL0E. SUHMIRE KX
W, BE—FEI5, MEHBABNSLOMUEINREIZNER, WRBMEMIARERSEHIEES, thETED
BIE—,
REFERN un RERIIER, ARLEEREEHIRE,

Call5Create %G

Call5 B Mcreate 77/ ERZEAMER, BEHITAENEGNES, AIICIESEARNBEN, XEDH

TR E 2 2

1.

caiANE— T ELEESAKF,INEY, create2HiE—1NEAK, ., XTEIET: 64
RIFREREN, RBA—LERE., EEL0EN, MERFANILUESNNLE, BRENT
XL, MAEEANEEREBRE; FEASYN, FERFBA—LEARAGLONRE, R
ZFERERNSEITXLERE, FMaTbl NERL ZIFEMTRERNE LM publicsiE. [5]
2.

call evm. Transfer RETESANRIZEHTIZERS 28

1 evm.Transfer(evm.StateDB, caller.Address(), to.Address(), value)

create BN ZBIR S LNHIKFMIZE L Z(E

1 contractAddr = crypto.CreateAddress(caller.Address(), evm.StateDB.GetNonce(caller.Addre:

2 evm.Transfer(evm.StateDB, caller.Address(), contractAddr, value)
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BATZUSANENEE., ENMNERTHRAREAN ETEME, TMIHRRARNEARBMEGEESS
RIS —HE, MMAZIESLMNBEN.

StaticCall ARFHATRIEN storage KIIES . MRBUTERRFIBRIXFNIES, MEKW. BRI Solid
ity FHEE— low level API AIERIBARAE, (UXEITIIERERZRZZEIEREA view 1 pure
REPIRERIZRL StaticCall 382, view HEWRMRBETEBBUATEE, pure REPREE
EERSZEH AT, BAREREFMEREGERX—RHN, IRTRHEAENSHIMEFER. NRE
SRR StaticCall #82, MAIMEEEETMERRIEX—RT .,
X=EMEHAERRAREHESMA, TR Call IR IMBIER,

1. CallCode 5 Call FEMARET, EEAREN LETXHRITATEIIARE, Bk,
Call ERHIZRMIBAAER storage, M CallCode ENAIRREAEN storage.

—_

/I CallCode executes the contract associated with the addr with the given input

2/l as parameters. It also handles any necessary value transfer required and takes
3 /I the necessary steps to create accounts and reverses the state in case of an

4 /I execution error or failed value transfer.

5 //[ECalFiE

6 /

7 I/ CallCode differs from Call in the sense that it executes the given address'

8 /I code with the caller as context.

9 /I CallCode5 CallFEMARET, ERFAEN LT XHHITLEEMUAIKIE
10 // B{R3Ei%, CALL {SEUIZMEIARER storage, M CALLCODE (XA 2 BAEN storag
11 func (evm *EVM) CallCode(caller ContractRef, addr common.Address, input [Jbyte, gas uin
12 /1 [ECall

13 if evm.vmConfig.NoRecursion && evm.depth > 0 {

14 return nil, gas, nil

15 }

16

17 /I Fail if we're trying to execute above the call depth limit

18 if evm.depth > int(params.CallCreateDepth) {

19 return nil, gas, ErrDepth

20 )

21 /I Fail if we're trying to transfer more than the available balance

22 if levm.CanTransfer(evm.StateDB, caller.Address(), value) {

23 return nil, gas, ErrlnsufficientBalance

24 }

25

26 var (

27 snapshot = evm.StateDB.Snapshot()

28 IR 2EAE, SCalfE

29 to = AccountRef(caller.Address())

30 )

31 /I Initialise a new contract and set the code that is to be used by the EVM.

32 /I The contract is a scoped environment for this execution context only.

33 contract := NewContract(caller, to, value, gas)

34 contract.SetCallCode(&addr, evm.StateDB.GetCodeHash(addr), evm.StateDB.GetCode
35

36 I B1TE4

37 ret, err = run(evm, contract, input, false)

38 if err 1= nil {
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41 contract.UseGas(contract.Gas)
42 }
43 )
44 return ret, contract.Gas, err

45

transaction CALL
S =——» | Contract A => Contract B
X++
e, T >
x:0 x:1

transaction CALLCODE
—_— Contract A |:> Contract B
++

X

v |

2. DelegateCall5 CallCodefI A RET, EMNBERAERIZEENARENEARE. AR, CallCode f D
elegateCall BIXBI7EF: msg.sender A~[E.DelegateCall 2 —E{FBRIGEAREMHbiE, M CallCode R
2. A BIAR DelegateCall 2 CallCode B9— bugfix hrZAx, BHELREIER CallCode T,

0 N O o b~ ON =

14

/I DelegateCall executes the contract associated with the addr with the given input
/I as parameters. It reverses the state in case of an execution error.
// DelegateCallfifT 5 addriB X BXRIE L), AEMInputfE RS,
I EEPATEIRIVIER T ERIRES.
/
/I DelegateCall differs from CallCode in the sense that it executes the given address'
/I code with the caller as context and the caller is set to the caller of the caller.
// DelegateCall5 CallCodefI A B E T, EEEAEN L TXHHNTHEEMUNREHBBERERIR
/I B3R, CALLCODE F1 DELEGATECALL BYX5FIETF: msg.sender R[E,
// DELEGATECALL &—HEFRRIAEAZAMLL, M CALLCODE A%,
/1 BTAIAF9 DELEGATECALL ;2 CALLCODE B9— bugfix ks, BHELREINER CALLCODE
func (evm *EVM) DelegateCall(caller ContractRef, addr common.Address, input [Jbyte, gas uint64)
if evm.vmConfig.NoRecursion && evm.depth > 0 {
return nil, gas, nil
}
/I Fail if we're trying to execute above the call depth limit
if evm.depth > int(params.CallCreateDepth) {
return nil, gas, ErrDepth

var (
snapshot = evm.StateDB.Snapshot()
to = AccountRef(caller.Address())
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29
30
31
32
33
34
35
36
37
38
39

contract.SetCallCode(&addr, evm.StateDB.GetCodeHash(addr), evm.StateDB.GetCode(addr))

ret, err = run(evm, contract, input, false)
if err 1= nil {
evm.StateDB.RevertToSnapshot(snapshot)
if err 1= errExecutionReverted {
contract.UseGas(contract.Gas)

}

return ret, contract.Gas, err

msg.sender = A

A

transaction CALLCODE
§ = | ContractA = | ContractB

T —

msg.sender =

msg.sender = S

msg.sender =

transaction DELEGATECALL

Contract A Contract B

T

3. staticCall7EIE A HAE) N A VAT EAHIE R SHYRIE, HEEBUR SIS R R FE .

© 00 N O o » WO N =

DN DD A 24 a4 a4 a4 a4 A a A A
A WO M = O © © N o o H» O N+ O

/I StaticCall executes the contract associated with the addr with the given input
/I as parameters while disallowing any modifications to the state during the call.
/I Opcodes that attempt to perform such modifications will result in exceptions
/ instead of performing the modifications.
// StaticCallfiiT 5 addriBREXRIE L), INLENiInputlERZEH BB AR AR R IFHITA
IREMEEURSHIES RS RRE, MARIITIELURE,
func (evm *EVM) StaticCall(caller ContractRef, addr common.Address, input []byte, gas uir
if evm.vmConfig.NoRecursion && evm.depth > 0 {
return nil, gas, nil
}
// Fail if we're trying to execute above the call depth limit
if evm.depth > int(params.CallCreateDepth) {

return nil, gas, ErrDepth

var (

to = AccountRef(addr)

snapshot = evm.StateDB.Snapshot()
)
// Initialise a new contract and set the code that is to be used by the EVM.
/I The contract is a scoped environment for this execution context only.
contract := NewContract(caller, to, new(big.Int), gas)

contract.SetCallCode(&addr, evm.StateDB.GetCodeHash(addr), evm.StateDB.GetCode

https://www.codenong.com/cs105936343/
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27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45

/I'but is the correct thing to do and matters on other networks, in tests, and potential

/I future scenarios

11 BAEX 2 — NS H0AddBalanceiZfE, REHR T A —Touchig(E,

I ZFFEMRHREE, ByzantumhRANFAABNEELHLALT .

MBS FEABRL, MIXPHSEEENNAG =K, E—HERTEEENRE.
evm.StateDB.AddBalance(addr, bigZero)

/I When an error was returned by the EVM or when setting the creation code
/I above we revert to the snapshot and consume any gas remaining. Additionally
/ when we're in Homestead this also counts for code storage gas errors.
ret, err = run(evm, contract, input, true) // readOnly=true, RiE, RRAHEEAEIIRSH:
if err 1= nil {
evm.StateDB.RevertToSnapshot(snapshot)
if err |= errExecutionReverted {

contract.UseGas(contract.Gas)

}

return ret, contract.Gas, err

Ievm BITIE

0w N O o b~ ON =

16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

/core/vm/evm.go

// run runs the given contract and takes care of running precompiles with a fallback to the byte code
I uniBTARENSAH BT ELNREIF TR RETIRmESYN
/I evm JB{THFEE contract ZiZfTHIEL input 5\ readOnly RiZhni&, #&Mtrue, FAFHITE AT
func run(evm *EVM, contract *Contract, input [Jbyte, readOnly bool) ([Ibyte, error) {
if contract.CodeAddr != nil { /AR &N BN A
precompiles := PrecompiledContractsHomestead // HomeStead#iZgiZ & 5
11 HRAE SRR AR BERLN R A R B AR AR PR IE B 05
if evm.chainRules.IsByzantium {
precompiles = PrecompiledContractsByzantium
}
if evm.chainRules.IsIstanbul {
precompiles = PrecompiledContractslstanbul
b
/I MR ELRRB IS N R R FNRIEE LY, MIEARunPrecompiledContract
if p := precompiles[*contract.CodeAddr]; p != nil {
return RunPrecompiledContract(p, input, contract)

}
for _, interpreter := range evm.interpreters {
/I CanRunHiF HATERERE S A ISITHRIRY, SUEASEHEE.
if interpreter.CanRun(contract.Code) {
if evm.interpreter |= interpreter { // t1 RevmIfERE I~ 2 HAIERRER
/I Ensure that the interpreter pointer is set back
/I to its current value upon return.
I TR RS EREIN IR E R HAE.
defer func(i Interpreter) {
evm.interpreter = i
Hevm.interpreter)
evm.interpreter = interpreter // ARFLIR B} L BIfRRE2E
}
I EREET T HHRE AR

return interpreter.Run(contract, input, readOnly)
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36
37

return nil, ErrNoCompatibleInterpreter

}

BRI B H BT S L0t B &5 2 — 45 IRitbiE, MRBMHATEIIMAIXIRE Run 7535, XL

PRI R —ETRIFE N, UTR— I IRmIEFSNE:

core/vm/contracts.go

0 N O o b~ WN =

NSNS TN \C T \C B \C R \C I \C T \C T\ B\ B e el T . B (©]
© 00 N O 0o WON -2 O O 0o NGO~ WwN = O

/I PrecompiledContract is the basic interface for native Go contracts. The implementation
// requires a deterministic gas count based on the input size of the Run method of the
/I contract.
/I PrecompiledContract2 AsithiGo S LR EAIE O,
I ZEONIMBEETSUNISITHENBAKR/ KR Eas,
type PrecompiledContract interface {
/I RequiredGas faRitE&YWMNgas(ER=E
RequiredGas(input [Jbyte) uint64 // RequiredPrice calculates the contract gas use
/I RunfASHE TR IFIFRIG A
Run(input [Jbyte) ([Ibyte, error) // Run runs the precompiled contract

// homestead byzantium Istanbul = FFRIFHE L E

/I PrecompiledContractslstanbul contains the default set of pre-compiled Ethereum

/I contracts used in the Istanbul release.

Il lstanbul kiR A B TR 1E & £95=

var PrecompiledContractslstanbul = map[common.Address]PrecompiledContract{
common.BytesToAddress([]byte{1}): &ecrecover{},
common.BytesToAddress([]byte{2}): &sha256hash{},
common.BytesToAddress([]byte{3}): &ripemd160hash{},
common.BytesToAddress([]byte{4}): &dataCopy{},
common.BytesToAddress([]byte{5}): &bigModExp{},
common.BytesToAddress([]byte{6}): &bn256AddIstanbul},
common.BytesToAddress([]byte{7}): &bn256ScalarMullstanbuk},
common.BytesToAddress([]byte{8}): &bn256Pairinglstanbuk},
common.BytesToAddress([]byte{9}): &blake2F{},

run REHEHED BR— for /8K, MBI EVM MNRAIEEZFE—DEIDUSITAUMETREE, SITHA

NEAFRE, HENRAIEHRE— T hRAERSE, E EWInterpreter , T—RBRESFFERIUM EW
ASMInterperter

| ;mrzasig

0 N O b WON =

©

10
11
12
13
14
15

core/vm/interpreter.go

/I Run loops and evaluates the contract's code with the given input data and returns
/I the return byte-slice and an error if one occurred.
I BEENASEARTEANNE, HRERESERNF TR, WREMERNIEREHER.
1
/I'lt's important to note that any errors returned by the interpreter should be
/I considered a revert-and-consume-all-gas operation except for
/I errExecutionReverted which means revert-and-keep-gas-left.
/I BOZERRIZ, BT errExecutionReverted IR RREIRRSERBgasAsh, fEREZIREIAIE(
func (in *EVMInterpreter) Run(contract *Contract, input [Jbyte, readOnly bool) (ret [Ibyte, err error)
if in.intPool == nil { // ¥4a1tintPool
in.intPool = poolOfintPools.get()
defer func() { // B=BREZE
poolOfintPools.put(in.intPool)
in.intPool = nil

0
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19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77

RARREBE, SARARER1024.
in.evm.depth++
defer func() { in.evm.depth-- }() // 4175, BERER—.

/I Make sure the readOnly is only set if we aren't in readOnly yet.
/I This makes also sure that the readOnly flag isn't removed for child calls.
/1 IR R TEIRR B 18 BreadOnlyit 7 i& EreadOnly,
11 ZWHRR T readOnlyin SR~ =18 F AR,
if readOnly && lin.readOnly {
in.readOnly = true
defer func() { in.readOnly = false }()

/I Reset the previous call's return data. It's unimportant to preserve the old buffer
/I as every returning call will return new data anyway.
/I BEER—TMERNREEE. RBHNEFRHTER, FASRIREERESIREHAENE

in.returnData = nil

/I Don't bother with the execution if there's no code.
IR EERE, MARRT., BEERE
if len(contract.Code) == 0{

return nil, nil

var (
op OpCode /I current opcode HEIIES
mem = NewMemory() / bound memory 4E R7Z
stack = newstack() // local stack ZsithifEi
/I For optimisation reason we're using uint64 as the program counter.
/I'lt's theoretically possible to go above 2464. The YP defines the PC
/'to be uint256. Practically much less so feasible.
I EFRANRE, FMMERuinte4ERTERITEEE. B LA IEEBIE264,
/I YPIEPCE X Fuint256, SLFR EARKAIIT,
pc = uint64(0) // program counter F2F 1T E 28
cost uint64
/I copies used by tracer
/1 BRERFE R FRRIIE I
pcCopy uint64 // needed for the deferred Tracer FERAVIRIGIZEF EEULFER
gasCopy uint64 // for Tracer to log gas remaining before execution FAFIREFIEFIC R HITHI
logged bool // deferred Tracer should ignore already logged steps FEiRIRIRFE N ZIEEIT
res [Ibyte // result of the opcode execution function 35S TRIERAILE R
)

contract.Input = input

/I Reclaim the stack as an int pool when the execution stops
I BPATIZLERS, RNt EIL
defer func() { in.intPool.put(stack.data...) }()

I BT ERER, ITERICRIRE
if in.cfg.Debug {
defer func() {
if err 1= nil {
if logged {
in.cfg.Tracer.CaptureState(in.evm, pcCopy, op, gasCopy, cost, mem, stack, contract,
}else{
in.cfg.Tracer.CaptureFault(in.evm, pcCopy, op, gasCopy, cost, mem, stack, contract,

}
0
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81 // the execution of one of the operations or until the done flag is set by the

82 // parent context.

83 I EREERERIR, RRESRNEEMRIF, HEIBEISTOP, RETURN, SELFDESTRUCTIESH
84 I HEBEIEREIR, HERLTXRE T donetFis.,

85 for atomic.LoadInt32(&in.evm.abort) == 0 { // f2[F%#REK 1k

86 if in.cfg.Debug {

87 /I Capture pre-execution values for tracing.

88 1B FHATRIAVE AHATIR IR

89 logged, pcCopy, gasCopy = false, pc, contract.Gas

90 }

91

92 /I Get the operation from the jump table and validate the stack to ensure there are
93 /I enough stack items available to perform the operation.

94 Il NI RZEIST N foperation, FIIEMH, UHARE B IBRIERIA AT HATIRIE,
95 op = contract.GetOp(pc)

96 operation := in.cfg.JumpTable[op]

97 if loperation.valid {

98 return nil, fmt.Errorf("invalid opcode 0x%x", int(op))

99 }

100 /I Validate stack

101 11 BT HER

102 if sLen := stack.len(); sLen < operation.minStack {

103 return nil, fmt.Errorf("stack underflow (%d <=> %d)", sLen, operation.minStack)
104 } else if sLen > operation.maxStack {

105 return nil, fmt.Errorf("stack limit reached %d (%d)", sLen, operation.maxStack)
106 }

107 /I If the operation is valid, enforce and write restrictions

108 /1 AR operationBM, HMERSTEENREH

109 if in.readOnly && in.evm.chainRules.IsByzantium {

110 /I'lf the interpreter is operating in readonly mode, make sure no

111 /I state-modifying operation is performed. The 3rd stack item

112 /I for a call operation is the value. Transferring value from one

113 /I account to the others means the state is modified and should also

114 /I return with an error.

115 I NRBERFRSERIEEXN TR, BRERTHITEEIASIESURE.

116 I B="HEMRIZ cal B HINE, BEM—TIKFPEZIIEMIKF ERERSHIER, [
117 if operation.writes Il (op == CALL && stack.Back(2).Sign() !=0) {

118 return nil, errWriteProtection

119 }

120 }

121 /I Static portion of gas

122 Il gasESER D

123 cost = operation.constantGas /I For tracing A FEREFTEF

124 if Icontract.UseGas(operation.constantGas) { / 5c31i£E Egas

125 return nil, ErrOutOfGas

126 }

127

128 I MNREERITHIESTERIIAEEMZE, WITEMEENZEA/N

129 var memorySize uint64

130 // calculate the new memory size and expand the memory to fit

131 /I the operation

132 /I Memory check needs to be done prior to evaluating the dynamic gas portion,
133 /I to detect calculation overflows

134 ITEFFNAERNAT BAENENIZIES . EHEISSASS 28, SE#HTRERS
135 NITERFERS

136 if operation.memorySize != nil {

137 memSize, overflow := operation.memorySize(stack)
138 if overflow {

139 return nil, errGasUintOverflow
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200

/1 AT BRABFTNF., GastbiAFREMLHITITE,
if memorySize, overflow = math.SafeMul(toWordSize(memSize), 32); overflow {
return nil, errGasUintOverflow

}
/I Dynamic portion of gas
/I consume the gas and return an error if not enough gas is available.
/I cost is explicitly set so that the capture state defer method can get the proper cost
/ gasBITNESER D
/l FB¥Egas, WRgasTEBRE—THEIR,
I/ costZ BIREMN, XEMEMIRIASH A AR XIS E#fcost,
if operation.dynamicGas != nil {
var dynamicCost uint64
1 ARIEL XN MIgasitE R ER
dynamicCost, err = operation.dynamicGas(in.evm, contract, stack, mem, memorySize)
/l gas TE &
cost += dynamicCost // total cost, for debug tracing
if err 1= nil Il lcontract.UseGas(dynamicCost) { // FB$ggas
return nil, ErrOutOfGas

}

if memorySize > 0 {
mem.Resize(memorySize) / # BATZ

INEFIRTS

if in.cfg.Debug {
in.cfg.Tracer.CaptureState(in.evm, pc, op, gasCopy, cost, mem, stack, contract, in.evm.de
logged = true

/I execute the operation
ATIES, EARESX R AIHRATEREL
res, err = operation.execute(&pc, in, contract, mem, stack)
/I verifyPool is a build flag. Pool verification makes sure the integrity
/I of the integer pool by comparing values to a default value.
I/ verifyPool@ —MERIRE. SthAYIIEREBT I ES BIAMEAITEEBORIBIR B AU BRI TR I
if verifyPool {
verifylntegerPool(in.intPool)
}
/I'if the operation clears the return data (e.g. it has returning data)
/I set the last return to the result of the operation.
IR BREME, B2MREREE, RERE—TREE.
if operation.returns {
in.returnData = res

switch {
case err !=nil:
return nil, err
case operation.reverts:
return res, errExecutionReverted
case operation.halts:
return res, nil
case loperation.jumps: // HEARBkE, FERFITHEQRIREI—TES.
pc++
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RRBINMELNNITOENMN Stack F Memory , MTIASHWHREESNNNITIRE, MHELH
175EAE, BT RETURN EBLERITERSAZREENAFDILE, ARRSABEEENT. SHIRDNR
ZHEEEAMEMEENRBIE 0 PFT AT, HEIEL.

EVM

EVM code

)

instructions

[ —

Stack Memory

pushlpop;’

IF[

random
access

(Account) storage

|

random
access

Bt PC SMEAFETIBHIER— 0pCode , RFEM—" JumpTable ARIRZ HITMAY operation
, BMESHBXBNRHES., ETRSTEZRETEERENgas, WRgasAXNMITRE,
rrout0fGas fHi%., MRMFETE, MWIABMENEN execute REHITIZIES, RIFEBIRENTE, 25
F3F Stack . Memory Z{#E StateDB HITIEZER(E,
| TEE AR (errors)

7£ core/vm/errors.go HFE T HITARIFEIR:

1 /I List execution errors

2 /BB HATEIERIR

3 var (

4 /I gasA~ @

5 ErrOutOfGas = errors.New("out of gas")

6 11 5ARIERIEBFEgas T2

7 ErrCodeStoreOutOfGas = errors.New("contract creation code storage out of gas")
8 11787 BRRERRE

9 ErrDepth = errors.New("max call depth exceeded")

10 /I BRSHVEREIAEI T H8EAIPR I

11 ErrTraceLimitReached = errors.New("the number of logs reached the specified limit")
12 I TE R B

13 ErrInsufficientBalance = errors.New("insufficient balance for transfer")

14 /] LIS

15 ErrContractAddressCollision = errors.New("contract address collision")

16 IIEERBNERES

17 ErrNoCompatibleInterpreter = errors.New("no compatible interpreter")

18 )

TEb#ERT - LERERENGR:
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1. Ethereum Yellow Paper
ETHEREUM: A SECURE DECENTRALISED GENERALISED TRANSACTION LEDGER
https://ethereum.github.io/yellowpaper/paper.pdf
2. Ethereum White Paper
A Next-Generation Smart Contract and Decentralized Application Platform
https://github.com/ethereum/wiki/wiki/White-Paper
3. Ethereum EVM lllustrated
https://github.com/takenobu-hs/ethereum-evme-illustrated
4. Go Ethereum Code Analysis
https://github.com/ZtesoftCS/go-ethereum-code-analysis
5. LAKIHIRRBAEMT: evm
https://yangzhe.me/2019/08/12/ethereum-evm/
6. LAKIR - SRR E A
https://learnblockchain.cn/2019/04/09/easy-evm/
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